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Perfect randomness…
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Entropy? Accumulated entropy

H(S’) ≈ H(S) + H(I)
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Gathers entropy  
as it comes

Recover only after  
full-entropy input But….
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I

…



Option 3: Prove Impossibility



Option 3: Prove Impossibility

But it’s possible….
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Our Work
• Formal model (very strong security notion)
• Provably secure construction in this model

• Inspired by Fortuna
• Proof in standard model (from OWF)

• Attacks on prior constructions
• Formal analysis of and improvement of 

Fortuna
• Secure in limited setting
• Doubled entropy efficiency



Thanks!


