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Fairness	  in	  Secure	  Computa9on	  
Tough	  luck	  
buddy	  

Fair	  coin	  tossing	  is	  impossible	  
	  [Cle86]	  



Fair	  Exchange	  
Tough	  luck	  
buddy	  

Fair	  exchange	  is	  impossible	  	  
[Cle86,BN00]	  



Workarounds	  

•  Let’s	  release	  output	  gradually…	  	  

•  Let’s	  do	  partial	  fairness?	  
	  
•  Let’s	  be	  optimistic!	  

	  



Let’s	  compensate	  the	  poor	  guy	  
with	  some	  money!	  

If	  only	  there	  
was	  a	  better	  
middle	  
ground…	  



Defn.1: A cryptosystem 
is secure if my bank uses 

it and I’m not losing 
money 



Get	  it??	  



Missing	  	  Pieces	  
Security definition?? 

 
Abstraction of what you 

want from Bitcoin?? 



REAL IDEAL 

≈	


Standard	  Security	  Defini9ons	  



Where	  is	  the	  money???	  



Match??	  



≈	


REAL IDEAL 

Standard	  Security	  Defini9ons	  



REAL IDEAL 

≈	


Security	  with	  “coins”	  



Abstrac9on	  of	  Bitcoin	  Func9onality	  

Functionality F?
CR

F?
CR

with session identifier sid, running with parties P
1

, . . . , Pn, a parameter 1�, and an ideal adversary S proceeds
as follows:

• Deposit phase. Upon receiving the tuple (deposit, sid, ssid, s, r,�s,r, ⌧, coins(x)) from Ps, record the message
(deposit, sid, ssid, s, r,�s,r, ⌧, x) and send it to all parties. Ignore any future deposit messages with the same
ssid from Ps to Pr.

• Claim phase. In round ⌧ , upon receiving (claim, sid, ssid, s, r,�s,r, ⌧, x, w) from Pr, check if (1) a tu-
ple (deposit, sid, ssid, s, r,�s,r, ⌧, x) was recorded, and (2) if �s,r(w) = 1. If both checks pass, send
(claim, sid, ssid, s, r,�s,r, ⌧, x, w) to all parties, send (claim, sid, ssid, s, r,�s,r, ⌧, coins(x)) to Pr, and delete
the record (deposit, sid, ssid, s, r,�s,r, ⌧, x).

• Refund phase: In round ⌧ + 1, if the record (deposit, sid, ssid, s, r,�s,r, ⌧, x) was not deleted, then send
(refund, sid, ssid, s, r,�s,r, ⌧, coins(x)) to Ps, and delete the record (deposit, sid, ssid, s, r,�s,r, ⌧, x).

Figure 1: The special ideal functionality F?

CR.

Definition 3. Let ⇡ be a protocol. We say that ⇡ is a secure lottery with penalties if ⇡ SCC-realizes the func-
tionality F?

lot according to Definition 1.

2.1 Special ideal functionalities

Ideal functionality F?

CR. This is our main special ideal functionality and will serve as a building block for
securely realizing more complex special functionalities. (See Figure 1 for a formal description.) At a very basic
level, F?

CR allows a sender P
s

to conditionally send coins(x) to a receiver P
r

. The condition is formalized as
the revelation of a satisfying assignment (i.e., witness) for a sender-specified circuit �

s,r

(i.e., relation). Further,
there is a “time” bound, formalized as a round number ⌧ , within which P

r

has to act in order to claim the coins.
An important property that we wish to stress is that the satisfying witness is made public by F?

CR.
The importance of the above functionality is a highly efficient realization via Bitcoin that requires only two

transactions to be made on the network. The Bitcoin realization is shown in Figure 9. In the Bitcoin realizations of
the ideal functionalities, sending a message with coins(x) corresponds to broadcasting a transaction to the Bitcoin
network, and waiting according to some time parameter until there is enough confidence that the transaction will
not be reversed.
Secure computation with penalties. Loosely speaking, our notion of fair secure computation guarantees:

An honest party never has to pay any penalty.
If a party aborts after learning the output and does not deliver output to honest parties, then every honest
party is compensated.

These guarantees are exactly captured in our description of the ideal functionality F?

f

for secure computation
with penalties in Figure 2. We elaborate more on the definition of the ideal functionality F?

f

below.

Ideal functionality F?

f

. In the first phase, the functionality F?

f

receives inputs for f from all parties. In addition,
F?

f

allows the ideal world adverary S to deposit some coins which may be used to compensate honest parties
if S aborts after receiving the outputs. Note that an honest party makes a fixed deposit coins(d) in the input
phase.10,11 Then, in the output phase, F?

f

returns the deposit made by honest parties back to them. If insufficient

10Ideally, we wouldn’t want an honest party to deposit any coins, but we impose this requirement for technical reasons.
11To keep the definitions simple (here and in the following), we omitted details involving obvious checks that will be performed to

ensure parties provide correct inputs to the ideal functionality, including (1) checks that the provided coins are valid, and (2) deposit
amounts are consistent across all parties. If checks fail, then the ideal functionality simply informs all parties and terminates the session.
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Ladder	  Protocols	  

•  Multiparty	  fair	  secure	  
computation	  &	  fair	  lottery	  	  

•  Provably	  Secure	  

•  Also,	  more	  efAicient	  than	  
prior	  ad-‐hoc	  constructions	  
[ADMM13,14]	  



People	  don’t	  seem	  to	  care	  
much	  about	  privacy…	  	  
MPC	  has	  to	  provide	  

something	  that	  people	  
really	  need	  right	  now…	  

Killer	  App	  for	  MPC?	  

•  Fair	  exchange?	  
•  Fair	  lottery?	  
•  REAL	  poker	  over	  the	  
internet?	  

Thank	  You!!	  	  
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Thank	  You!	  
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