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Secure Multi—-Party Computation
(MPC)

Jointly compute function f on secret inputs
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Learn only f(xq, ..., Xy)
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* Original Constructions [GMwg7,BGW88, CCDE8,...]
— Communication complexity: Q(n? - |f])

e Scalable MPC [Damgard-Ishai06, Damgard-Nielsen07, ...]
— Communication complexity: 0(poly(n) + |f|)

e FHE-Based [Asharov-Jain-LopezAlt+12]
— Communication complexity: Q(n?) independent of f

Everyone talks to everyone



Secure Multi—-Party Computation
(MPC)




Secure Multi—-Party Computation

# parties:
n = 10,000




Today: Communication Locality In
MPC
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# parties:
n = 10,000
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Locality: Total # parties—""

each party communicates with throughout protocol
|l + FA+ imAn
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* MPC when Underlying Network is Incomplete
— Almost-everywhere MPC for certain polylog(n)-deg networks

n — o(n) parties receive

correct output
[Dwork-Peleg-Pippenger-Upfal88]
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Full MPC,
polylog(n) communication locality,
using cryptography
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Theorem |: There exists general n-party MPC s.t.
a) Tolerates (1/3 — €)n static Byzantine faults
b) Communication locality: polylog(n)
c¢) Comm per party: 0(n - £ - polylog(n)) bits, (£=input size)
d) Setup: signature keys + Common Random String (CRS)

Uses: digital signatures, FHE, simulation-sound NIZKs
* Can achieve (2) & (b) assuming only signatures + PKE



Special Focus: Sublinear
Algor 1thms

Input query complexity of f is q(n) € o(n)

Execution of f with randomness 7
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e Example applications:
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Transactions of 20-30 yr Transactions of 30-40 yr

Distribution testing




Securely Evaluating Sublinear
Algor 1thms

In principle: requires much /ess

n parties q(n) parties

Main Challenge: Must hide which /nputs are
used!



Related Work:
Subl inear /wo-Party Setting

e Communication-Preserving MPC aor-Nissinoi]

— Subl inear communication
— Super—-polynomial computation

e MPC on RAM programs

[Ostrovsky—-Shoup97, Damgard-Meldgard-Nielsenl1, Gordon-Katz-
Kolesnikov+12, Lu-Ostrovskyl13]

e Sublinear MPC for specific functions
[Feigenbaum-Ishai-Malkin+01, Indyk-Woodruff06, ---]
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Theorem 2: MPC for sublinear algorithms f with
query complexity q s.t.

a) Tolerates (1/3 — €)n static Byzantine faults

b) Communication locality: q - polylog(n)

c) Comm per party: O(I(n + 1€)|- polylog(n)) bits

d) Setup: signature keys + Common Rag s iR CRS)

Uses: digital signatures, FHE, simulation-sound NIZKs



Protocol for Sublinear
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Nonadaptive Case

1.

Committee Setup

3. Oblivious Input
Shuffling

2.

Input Commitment

4. Evaluation of f

Evaluate f on

SUEPRfeS B8k
1(1 ﬂtﬁermutatlon p on [n]




COMMITTEE SETUP

PHASE 1
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Starting Point:

_EIIA'IIII‘ILI\IIA nf\mm:-l--l-
LVCT ywricr ¢ VUUIIT LL

ineEsh €CEL0N,  vecos

Properties:

* Depth, degree polylog(n)
nodeoo>2 %z ¢ polylog(n) parties per node
4 * (1-0(1)) fraction “good”

nodes per layer

= (1 — 0(1)) fraction of
leaves have ‘““‘good” path

t up tree

Problem: o(1) fraction of leaf nodes may receive bad information!

Message m
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signatures

(Starting p0|nt)

A/ mos - “G'ert/' fied”
» almost- » Full
everywhere
where

n — o(n) parties agree

n—o(n)
parties agree +
hold “certificate’ of
correctness

A/l parties agree
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e Supreme Committee e Input Committees

‘@®° Defined using PRF
C; = F;(i)
S S
S S



PHASE 2: INPUT COMMITMENT

oo Input Commitment Input ‘
. Evaluation of f
) S Shuffling
C®
e @oco o,
OO @.%
OD@OOD X1 X2 x5 Xp | Fe® %) %oca) o) Xo(1) %o(2) %pz)  Fotm)

Each party P; Verifiably Secret Shares (VSS) his input to C;
[Chor-Goldwasser-Mical i—Awerbuch85]



PHASE 3
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Input
Commitment

A2 X3 En

Xy

SHUFFLING

Input Shuffling

Xp(1) Xp(2) Xpz) P

Evaluation of f

©
OO OHO

Xo(1) Xp(2) Xp(3) %o(n




Ao l,

o‘ll [ ] AJ-II'
OWI cning Net

WO KS

* Pairwise swaps among C;’s

Parties _1ime =

1 Heb—h ! Switching network:
2| 1 :

3 ; ] = 0/1 choice per swap
| 3 ! T gate yields a
|25 3 = permutation on [n]
) s | e

n| 1 B

* Lemma: 3 polylog(n)-depth switching network SN s.t.

Random choice Random permutation
of swap bits in SN on [n]

Q
n
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* Generating Shuffle:

@ obliviously generates by i
Bz] [

FHE-encrypted swap bits 3; I

* Implementing Shuffle:
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Homomorphically Evaluate: Swap-Or-Not(b, x;, x;)



PHASE 4: EVALUATION OF f
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Evaluation of f
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Communication Locality:
A New Metric in MPC

Achieve communication locality polylog(n)
using cryptography

Sublinear Algorithms in MPC Context
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* Network Model
— Synchronous network
— Public-Key Infrastructure (PKI)
— Ability to communicate with anyone

 Adversarial Model

— Byzantine faults of t parties
— Faults scheduled: PKI)

Corruptions

* post PKI

: Protocol
* pre protocol execution

begins




C Leads Evaluation of f

« Committee C samples permuted input indices: p~1(1)
& queries each input committee C,-1(;

* Each queried committee C,-1.;) sends held input value

* ( evaluates f on these inputs, corresp to [

Xo(1) X*p(2) Xp(3) Xp(n)




Phase 1 Overview: Committee
Setup

* First goal: Elect“good” committee C

Starting point:
Almost-everywhere (a.e.) election :

a. e.
1 — 0(1) fraction of parties agree on good C

1 — 0(1) fraction of parties agree on good C “Certified”
and hold “certificate” of correctness a. e.

All parties agree on good C Full
agreement




Phase 1 Overview: Committee
Setup

* Second Goal: Allow C to broadcast

Starting point:

1 — 0(1) agreement on some value a.c.
agreement

1 — 0(1) fraction of parties agree on value “Certified”
and hold “certificate” of correctness a. e.

A/l parties agree on value Full
agreement




Protocol for Sublinear
Algori1thms: Overview

1. Communication Graph 3. Input Shuffling
+ Committee Setup '

2. Input Commitment 4, Evaluation of f
n parties T Reveal
“‘.--\ -..,.. .
RY, ’ igﬁﬁ] Elee )
ﬁ np on [n]

) D R ttees oM

Evaluate f together

Degree polylog(n)



Combining Signatures into
Certificate

e Option 1:  Append as |ist

g1 “Certificate” form = (0y,0,,...,0%)
JEE.

o with 2 n/2 valid signatures

e Option 2: Use Mul/tisignatures [+

Multisigs: (Gen, Sign,Verify) - standard signature algorithms
can combine sigs on same

; , Combine({vk;,0;},m) - outputs multisignature
msg Into short object

MultiVer({vk;},m,c’) - verifies o’ wrt {vk;}

'Ukl, 2]
- g’ « Combine(oy, ) “Certificate” form = o', 15
vks, 0, Valid multisig wrt {vk; }ies, |S| = n/2
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* Use Verifiable Secret Sharing (VSS) [CGMA85]

— Values to share:

FHE-Encrypted «— BIVAS YY)
I nput validity

Second Encryption NIZK Proof of
of input Consistency

— Public keys generated by C & “broadcast”

* (; verifies proofs, keeps FHE ciphertext



PHASE 1:
COMMITTEE SETUP

Committee Input Input
Setup m Commi tment Shuffling
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Xp(1) ¥o(2) Xp(3)  FP(m)

Evaluation of f
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Protocol Step Comm Local ity

O
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A.e. leader
election n bits to describe
certifying set C [n]
Certifying a.e. 0(n - pl(n))
To full
O(n-pl(n)
ZERECTENE ( ) Permutation on [n]:
Input commitment £ - pl(n) n - log(n) bits
For adaptive
Gen shuffle perm O(n-pl(n)) algor ithms
Implementing
shuffle t-pl(n)
Choosing inputs q - pl(n) ? - pl(n) 0(q) +pl(n)
Evalug q - pl(n) £ - pl(n)

C talks to g input = pl(n) = O(polylog (n))

committees




Protocol for sub/inear algorithms (Thm
2)

+ Complexity Anatvsis

Cvtonsion 1 et Thint

Sanjam Garg Abhishek Jain Amit Sahai Stefano
Tessaro

Shafi Goldwasser Yael Tauman Gil Segev Daniel Wichs



What about isolated honest parties??

Solution: Enlightened parties P; “spread the word” to new polylog(n)-size groups C;

P BB A € — PRFseeds
/N NN
CYCRICHICYRNCY

Properties of C;’s: S s

* Vi, 3 “enlightened” j s.t. P; € C; s
* Each C; is “good’’ (= 2/3 honest)

To be used
later!

seudorandom Function FamiCiy= Fs(i)

Can achieve with



