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Security Definition - Fully BB

R*
#ﬂ
.simulator uses R* in a BB manner;
.comm. scheme uses any underlying primitive (eqg.

MAID 1 A~ DD mAaAarnnAar
JVvvir) 1l d DD Tlialirict.

.We focus on only this notion.
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Nomenclature

(x,y) - scheme

.Commitment Phase: x rounds
.Decommitment Phase: y rounds

One round
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Significance of SOA-security

.Commitment schemes are often used as sub-
protocols In larger protocol, where only some
commitments are opened,

.Security of larger protocol relies on hiding of
unopened commitments.

Wil I N\J



History - Rich Literature

.SOA-security for com. schemes (including indistinguishability
based security):

.[Dwork-Naor-Reingold-Stockmeyer-99, Gennaro-Micali-06, Bellare-
Hofheinz-Yilek-09, Hemenway-Libert-Ostrovsky-Vergnaud-09,
Hofheinz-11, Xiao-11, Bellare-Dowsley-Waters-Yilek-12, Goyal-Lee-
Ostrovsky-Visconti-12, Xiao-12,...]

.SOA-security for public-key encryption schemes:

.[Bellare-Hofheinz-Yilek-09, Fehr-Hofheinz-Kiltz-Wee-10, Bellare-
Dowsley-Waters-Yilek-12, Bohl-Hofheinz-Kraschewski-12,...]

.SOA-security for identity-based encryption schemes:
.[Bellare-Waters-Yilek-11,...]
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Some Results of [BHY09, Hof11]

[Bellare-Hofheinz-Yilek-09, Hofheinz-11]

.Immediate question: feasibility of BB SOA-schemes,
their round-optimality?

(2,1)-scheme is impossible [ Xiaol1]
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Conc.-With-Barrier Simulation Idea

.During simulation, for sessions newly started in rewound
threads, no new oracle queries, due to barrier!!

.Fully conc. impossibility arguments do not apply.
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Conclusions

.Round-optimal, fully BB SOA-secure schemes

.Point out issues in [Xiaoll], significantly changed state-of-
the-art
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