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Online Dating Encryption Scheme

CT: Encrypted Profile

Plaintext

Preferences
(Attribute)

User Carol 7

SKCarol

User not matching

the preferences 7

Unauthorised decryption, no more information
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Matching preferences→ MDRQ
Preferences User

Ranges X Points Y

Predicate on X and Y
Points not into Ranges

P(X , Y ) = 0
⇓

Unauthorised decryption
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Disjunction of Conjunction of equality queries
PAND-OR-EQ : ZD×`
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From Range to Vector

Query over [0, 2` − 1] ; example: ` = 4, range = [3, 13]

3 13

0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 1110 1111

000 001 010 011 100 101 110 111

00 01 10 11

0 1

0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101

010 011 100 101 110

01 10

0011

110

01 10

ε ε 01 10 110 ε 0011 ε
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POR EQ(x, y) =?



From Point to Vector

Point in [0, 2` − 1]



From Point to Vector

Point in [0, 2` − 1] ; example: ` = 4, point = 8

8

binary: 1000



From Point to Vector

Point in [0, 2` − 1] ; example: ` = 4, point = 8

8

binary: 1000

1 1 10 10 100 100 1000 1000
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From One-dimensional Range Query to Or Eq (3)

Range X Point Y

X = [3, 13] Y = 8

ε ε 01 10 110 ε 0011 ε 1 1 10 10 100 10010001000

POR EQ(X , Y ) = 1

10
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