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Conceptual	  contribu7on	  towards	  the	  goal	  of	  prac7cal	  schemes	  from	  conserva7ve	  
hardness	  assump7ons	  without	  random	  oracles.	  
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We	  show	  that	  this	  scheme	  is	  secure	  against	  weak	  chosen	  message	  alacks.	  
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A	  chameleon	  hash	  func7on	  can	  be	  used	  to	  get	  from	  weak	  CMA	  to	  CMA	  [KR00,HW09].	  
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For	   each	   exit	   branch	   of	   the	   tree	  with	  
overwhelming	  probability	  there	  are	  at	  
most	  2L2	  recursive	  calls.	  
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#Recursions	  

For	   each	   exit	   branch	   of	   the	   tree	  with	  
overwhelming	  probability	  there	  are	  at	  
most	  2L2	  recursive	  calls.	  

Upper	  bound	  at	  each	  level:	  2L.	  

Each	   level	   can	   have	   at	   most	   double	  
the	  calls	  as	  the	  previous	  one.	  

If	   the	   previous	   level	   had	   at	  most	   L	   calls,	   then	   the	   current	   one	   has	   at	  most	   2L.	  
Otherwise	   the	   previous	   level	   had	   between	   L	   and	   2L	   calls	   and	   we	   apply	   the	  
Chernoff	  bound	  to	  these	  Bernoulli	  random	  variables.	  	  	  



In	  the	  context	  of	  ellip7c-‐curve	  signatures	  Coron,	  Handschuh	  and	  Naccache	  [CHN99]	  
avoided	  point	  coun7ng	  by	  working	  over	  larger	  underlying	  fields.	  
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avoided	  point	  coun7ng	  by	  working	  over	  larger	  underlying	  fields.	  

As	   in	  our	  case	  a	  naïve	  analysis	  of	  the	  smoothness	  property	  would	  result	   in	  very	  
bad	  parameters,	  so	  they	  only	  increased	  the	  size	  of	  the	  underlying	  field	  enough	  to	  
get	  smooth	  curves	  with	  low	  probability.	  
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bad	  parameters,	  so	  they	  only	  increased	  the	  size	  of	  the	  underlying	  field	  enough	  to	  
get	  smooth	  curves	  with	  low	  probability.	  

Iterate	  the	  protocol	  over	  many	  independent	  curves	  to	  guarantee	  that	  at	  least	  one	  
of	  them	  is	  not	  smooth.	  
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bad	  parameters,	  so	  they	  only	  increased	  the	  size	  of	  the	  underlying	  field	  enough	  to	  
get	  smooth	  curves	  with	  low	  probability.	  

Iterate	  the	  protocol	  over	  many	  independent	  curves	  to	  guarantee	  that	  at	  least	  one	  
of	  them	  is	  not	  smooth.	  

Smoothness	  Analysis	  
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Summary	  

²  Our	  scheme	  does	  not	  need	  to	  generate	  primes	  while	  signing.	  

²  Public-‐key	  and	  signature	  size	  compe77ve	  with	  other	  schemes.	  

²  Weakness:	  verifica7on	  performance.	  

²  Could	  be	  a	  stepping-‐stone	  to	  more	  prac7cal	  signatures	  in	  the	  standard	  model.	  




