
How	  Secure	  is	  Determinis0c	  Encryp0on?	  

Mihir	  Bellare	  
Rafael	  Dowsley	  

Sriram	  Keelveedhi	  	  
	  



Determinis0c	  Encryp0on	  

Determinis0c	  encryp0on	  was	  introduced	  by	  Bellare,	  Boldyreva	  and	  O’neill	   [BBO07]	  
and	   offers	   prac0cal	   benefits	   in	   certain	   applica0ons	   such	   as	   efficient	   search	   on	  
encrypted	  databases	  [BBO07]	  and	  resilience	  in	  the	  face	  of	  low-‐quality	  randomness	  
that	  occurs	  in	  many	  systems	  [BBN+09,RY10].	  	  



Determinis0c	  Encryp0on	  

Determinis0c	  encryp0on	  was	  introduced	  by	  Bellare,	  Boldyreva	  and	  O’neill	   [BBO07]	  
and	   offers	   prac0cal	   benefits	   in	   certain	   applica0ons	   such	   as	   efficient	   search	   on	  
encrypted	  databases	  [BBO07]	  and	  resilience	  in	  the	  face	  of	  low-‐quality	  randomness	  
that	  occurs	  in	  many	  systems	  [BBN+09,RY10].	  	  

E	  

Message	  M	  

Coins	  R	  
Ciphertext	  C	   Security	  Goal:	  IND-‐CPA,	  IND-‐CCA2	  



Determinis0c	  Encryp0on	  

Determinis0c	  encryp0on	  was	  introduced	  by	  Bellare,	  Boldyreva	  and	  O’neill	   [BBO07]	  
and	   offers	   prac0cal	   benefits	   in	   certain	   applica0ons	   such	   as	   efficient	   search	   on	  
encrypted	  databases	  [BBO07]	  and	  resilience	  in	  the	  face	  of	  low-‐quality	  randomness	  
that	  occurs	  in	  many	  systems	  [BBN+09,RY10].	  	  

E	  

Message	  M	  

Coins	  R	  
Ciphertext	  C	   Security	  Goal:	  IND-‐CPA,	  IND-‐CCA2	  

Best	  Possible!	  



Determinis0c	  Encryp0on	  

Determinis0c	  encryp0on	  was	  introduced	  by	  Bellare,	  Boldyreva	  and	  O’neill	   [BBO07]	  
and	   offers	   prac0cal	   benefits	   in	   certain	   applica0ons	   such	   as	   efficient	   search	   on	  
encrypted	  databases	  [BBO07]	  and	  resilience	  in	  the	  face	  of	  low-‐quality	  randomness	  
that	  occurs	  in	  many	  systems	  [BBN+09,RY10].	  	  

E	  

Message	  M	  

Coins	  R	  
Ciphertext	  C	   Security	  Goal:	  IND-‐CPA,	  IND-‐CCA2	  

Best	  Possible!	  

Security	  can	  be	  formalized	  using	  the	  PRIV	  defini0on	  [BBO07]	  or	  equivalently	  an	  IND-‐
style	  defini0on	  [BFOR08],	  but	  these	  defini0ons	  are	  unusual.	  	  
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3)	  AM	  cannot	  pass	  state	  to	  AG.	  	  
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In	   the	   case	   of	   randomized	   PKE	   the	   answer	   to	   these	   ques0ons	   is	   YES,	   but	   for	  
determinis0c	  encryp0on	  the	  situa0on	  is	  different	  and	  our	  results	  will	  show	  some	  
subtle	  points	  about	  security	  defini0ons	  for	  determinis0c	  PKE.	  
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uniform	  adversaries,	  but	  not	  against	  non-‐uniform	  ones.	  

Intui0vely	  it	  is	  hard	  to	  imagine	  how	  a	  standard	  model	  scheme	  can	  be	  insecure	  in	  
the	  RO	  model	  if	  the	  messages	  have	  high	  min-‐entropy	  condi0oned	  on	  the	  RO.	  



Three	  Stage	  Adversaries	  

Adversary	  AM	   Challenger	  

M0,M1	  

C	   E(PK,Mb)	  

Adversary	  AG	  

(PK,SK)	  

PK,C	  

$	  KG	  

b	   $	  {0,1}	  

b’	  

Adversary	  (ACS,AM,AG)	  wins	  if	  b’=b.	  Security	  requires	  2Pr[b’=b]-‐1	  to	  be	  negligible.	  

Adversary	  ACS:	  generate	  common	  state	  CS	  

Given	  CS	   Given	  CS	  



Three	  Stage	  Adversaries	  

Adversary	  AM	   Challenger	  

M0,M1	  

C	   E(PK,Mb)	  

Adversary	  AG	  

(PK,SK)	  

PK,C	  

$	  KG	  

b	   $	  {0,1}	  

b’	  

Adversary	  (ACS,AM,AG)	  wins	  if	  b’=b.	  Security	  requires	  2Pr[b’=b]-‐1	  to	  be	  negligible.	  

Adversary	  ACS:	  generate	  common	  state	  CS	  

Given	  CS	   Given	  CS	  

There	  are	  three	  essen0al	  restric0ons	  without	  which	  security	  is	  not	  achievable:	  
1)	  ACS	  and	  AM	  do	  not	  get	  the	  public	  key.	  

2)	   All	  messages	   in	  M0,M1	  must	   have	   high	  min-‐entropy	   and	   there	   are	   no	  
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Problems	  even	  for	  randomized	  PKE:	  very	   limited	  set	  of	  message	  distribu0ons	  or	  
non-‐polynomial	  0me	  games.	  	  	  
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There	  are	  three	  essen0al	  restric0ons	  without	  which	  security	  is	  not	  achievable:	  
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The	  fact	  that	  DE’	   is	  not	  secure	  for	  2	  users	  follows	  from	  the	  fact	  that	  the	  second	  
part	  of	  the	  ciphertexts	  can	  be	  used	  to	  check	  whether	  the	  messages	  encrypted	  to	  
different	  users	  are	  the	  same	  or	  not.	  	  
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²  Single-‐user	  security	  does	  not	  imply	  mul0-‐user	  security	  for	  determinis0c	  PKE.	  




