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Estimating LWE Security (i)

If we view HLY from an LWE perspective...

How to estimate the practical security of LWE/LWE-like

functions?

In practise, by examining the cost of: dual-lattice-reduction

+ distinguishing (MR09); lattice-reduction + decoding

(LP10, LN13) or embedding lattice reduction (AFG13).

Dual-lattice distinguishing

Reduction + decoding

Embedding

(and BKW)

In general, security closely related to q/σ.
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Dual-Lattice Distinguishing

Find a short �y ∈ L⊥ (scaled dual q-ary lattice): check if

��y ,�c� = ��y ,AT�s + �e� = ��y ,�e� is short.

Distinguishing advantage: ε ≈ exp
�
−π · (��y� · σ

√
2π/q)2

�
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Reduction + Decoding

Reduce the primal basis

Then carry out Klein’s algorithm to find closest vector (or a

pruned version [LN13])

Most effective method in practice
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Embedding and BKW

Embedding attack: Given a matrix-LWE sample (A,�c) we

construct

A� =

�
I A
0 qI

�
P−1

Then construct

B =

�
A� 0
t t

�

[t t ] shortest vector in L(B). Second minimum is first

minimum of L(A�). Resulting unique-SVP instance

somehow easier...

BKW: previous talk - also breaks the proposed parameters

but not as effectively as lattice attacks
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Estimating LWE Security (ii)

Simply, characterise ‘strength’ of lattice reduction by Hermite

root factor, δ0. δLLL
0

≈ 1.0219, δBKZ−20
0

≈ 1.0128

δ0 = 1.009: roughly limit of current algorithms. δ0 = 1.005:

“well-beyond reach".

Running time of BKZ?

Still problematic to predict - too many variables. Block-size,

choice of SVP sub-routine (further variables),

pre-processing of local bases, early termination etc.

BKZ 2.0 simulator, simple model of Lindner & Peikert

log
2

Tsec = 1.8/ log
2
δ0 − 110
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HLY Security Conditions (i)

HLY Conditions

k · ζ · n2+λ · m · β2 ≤ q/4 (correct decryption)

m · log(2nλ + 1) ≥ (n + 1) log q + 2k (hardness of subset

sum problem)

n,m, q, ζ,β satisfy MQ hardness assumption

For security against the distinguishing attack:

LWE-derived Conditions

exp

�
− π2

12β2
· (ck)−2 · n−4 · 23.6cn/(τ+78.9)

�
= d
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Implications for Required Key Sizes

To reconcile HLY with security against the distinguishing attack,

we have the following:

80-bit security ⇒ (n = 1140) ⇒ public-key size: 1.03 GB

128-bit security ⇒ (n = 1530) ⇒ public-key size: 2.49 GB

Robert Fitzpatrick PKC 2014, Buenos Aires
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Conclusions

Scheme of HLY represents an interesting and rigorous

approach to construct a provably-secure MQ PKC.

Commendable that concrete parameters were proposed.

However the extra structure required to describe it as MQ

instead of LWE leads to prohibitive key sizes

Ring-LWE analogue?
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