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The formal Definition

Definition 1 (Proxy Re-Encryption)

A unidirectional Proxy Re-Encryption (PRE) is a tuple of algorithms:
> (pk, sk) < KeyGen(1")
> Cok < Enc(pk, m)
» m < Dec(sk, c)
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The formal Definition

Definition 1 (Proxy Re-Encryption)
A unidirectional Proxy Re-Encryption (PRE) is a tuple of algorithms:

(pk, sk) < KeyGen(1")
cpk < Enc(pk, m)

v

v

v

m < Dec(sk, c)
rk i < ReKeyGen(pk, sk, pk’)

v

pk—p
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The formal Definition

Definition 1 (Proxy Re-Encryption)
A unidirectional Proxy Re-Encryption (PRE) is a tuple of algorithms:

(pk, sk) < KeyGen(1")
> Cok < Enc(pk, m)

v

» m < Dec(sk, c)
okspk’ < ReKeyGen(pk, sk, pk’)
> ¢’ < ReEnc(rky_,pk/» Cpk)

> rk
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PRE-CCA1 Security (simplified)
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PRE-CCA1 Security (simplified)

PRESH (n) A
pk”

(pk, pk’)

rkgkﬁgk'
Dec(c), pk)

mg, my mg, my € M

b+ {0,1
c* = Enc pi(*, mp) c*
If b= b output 1 b b e {0,1}
else output 0 D
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» Unidirectional (rkpkﬁpk' + rkpk/ﬁpk)
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Desired properties of PRE schemes
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v

Unidirectional (rkpkﬁpk’ + rkpk/ﬁpk)
Non-interactive (ReKeyGen(pk, sk, pk’))
Collusion ‘safe’

v

v

v

Key optimal

Non-transitive

v

v

Proxy invisibility
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PRE overview
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Unidirectional | Non-interactive | Collusion-safe | Assumption | Security Model
[BBSOs] X X X DDH IND-CPA
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PRE overview

f0r T-Sicherheit B

Unidirectional | Non-interactive | Collusion-safe | Assumption | Security Model
BBS98] X X X DDH IND-CPA
AFGHO6] v v v eDBDH IND-CPA
CHO7] X X X DBDH IND-CCA
Xag10] X X X LWE IND-CPA
This work v v v LWE IND-CCA1
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Our unidirectional Proxy Re-Encryption scheme is IND-CCA1I-secure
assuming the hardness of decision-LWE.

PRE based on lattices|PKC 2014|26.03.14 9/23



RUHR-UNIVERSITAT BOCHUM

Outline

One-way functions on lattices

.
hgi



RUHR-UNIVERSITAT BOCHUM . M
h "

Lattice definition

» Lattice A of dimension m is a discrete additive subgroup of Z™.
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Lattice definition

» Lattice A of dimension m is a discrete additive subgroup of Z™.

» Basis B = {by,...,b,} : A(B) = {Bz:z € Z}.
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Gaussians on Lattices
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» Public [A] € Z7*™, g = poly(n),m ~ nlog q
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» Public [A] € Z7*™, g = poly(n),m ~ nlog q

SIS | LWE
u:=fa(x) = Ax mod g € Z] | ga(s,e) =s'A+e’ mod g € Z
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One-way functions from lattices

» Public [A] € Z7*™, g = poly(n),m ~ nlog q

SIS | LWE
u:=fa(x) = Ax mod q € Zj | ga(s,e) =s'A+e’ mod q € Z7
f,_(l : sample x" <= Dh, s g;l : find the unique s
st. AX =u (or e)
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» For a uniform Ag € ZZX’_” and a short R < Z"™kX1k define
I —R
A=Ay |G] | =[Ao | G — AoR]

for some G with easy fol and gal.
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G-trapdoor [PM12]

» For a uniform Ag € ZZX’_” and a short R < Z"™kX1k define
I —R
A=Ay |G] | =[Ao | G — AoR]

for some G with easy fol and gal.
» [Ag | AoR] is uniform by the leftover hash lemma, so is A.
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G-trapdoor [PM12] hg1

» For a uniform Ag € ZZX’_” and a short R < Z"™kX1k define
I —R
A=Ay |G] | =[Ao | G — AoR]

for some G with easy fol and gal.
» [Ag | AoR] is uniform by the leftover hash lemma, so is A.

R

'A'[l

|=¢
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Extended G-trapdoor
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» |dea: generate multiple R-transformations

trapdoor for ga

,_/%

A=[As| G—A¢R; | G— AR,
————

trapdoor for fa

» R; allows to sample short vectors (i.e. generate rk)

» R, allows to invert s'A + e (i.e. decrypt)
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Encryption
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> pk=[Ag | G — AoR1 | G — AgRo] € Zg*™, sk := [R1 | Ro]
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Encryption

> pk=[Ag | G — AoR1 | G — AgRo] € Zg*™, sk := [R1 | Ro]
» Enc(mes, pk) :

c1=s' pk+e!l mod g,

co =s" - Ayux + €5+ enc(mes) mod g,

$ $
for s < Zgq, e1,€2 < Ds, Agux < ZZX”" and enc(mes) := mes - L%J

PRE based on lattices| PKC 2014(26.03.14
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Encryption o

> pk=[Ag | G — AoR1 | G — AgRo] € Zg*™, sk := [R1 | Ro]
» Enc(mes, pk) :
c1=s' pk+e!l mod g,

co =s" - Ayux + €5+ enc(mes) mod g,

for s <i Zg, e1,e2 < Ds, Agux <i ZZX”" and enc(mes) := mes - L%J
» Dec(c = (1,2, Aaux), Sk) : recover s using Ra:
R>

c1 | 0| =s'[G]+& mod q.
|
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» Goal: transform c; = st - pk+ef — ¢} = st - pk’ + et
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Re-Encrytion key generation
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» Goal: transform c; = st - pk+ef — ¢} = st - pk’ + et

c:st[A0|G—A0R1|G—A0R2]+et—>
c =s'[A; | G — AjR; | G — AjR,] +&°
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Re-Encrytion key generation
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» Goal: transform c; = st - pk+ef — ¢} = st - pk’ + et

c:st[A0|G—AoR1|G—A0R2]+et—>
c =s'[A; | G — AjR; | G — AjR,] +&°

» Use R; to sample Gaussian x for a vector a:
[AO ‘ G—AgRl]-x:a
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Re-Encrytion key generation

» Goal: transform c; = st - pk+ef — ¢} = st - pk’ + et
c=5s'[Ag| G- AgR; | G — AgR;] + et —
c =s'[A; | G — AjR; | G — AjR,] +&°

» Use R; to sample Gaussian x for a vector a:

[Ao‘G—AoRl]-XIa

» Extend to matrices in column-wise way:

[Ag | G—AoRl]'[Xl,...,Xn]: [a1,...,an]
————
Ao
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Re-Encrytion key generation

» Goal: transform c; = st - pk+ef — ¢} = st - pk’ + et
c=5s'[Ag| G- AgR; | G — AgR;] + et —
c =s'[A; | G — AjR; | G — AjR,] +&°
» Use R; to sample Gaussian x for a vector a:
[Ag | G—AgR;]-x=a
» Extend to matrices in column-wise way:
[Ag| G—AoRy][¥},...,x}] = [a],...,a)]

G-A/R]
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Re-Encrytion key generation

» Goal: transform c; = st - pk+ef — ¢} = st - pk’ + et

c:st[A0|G—AoR1|G—A0R2]+et—>
c =s'[A; | G — AjR; | G — AjR,] +&°

» Use R; to sample Gaussian x for a vector a:
[AO ‘ G—AgRl]-x:a

» Extend to matrices in column-wise way:

"

[AO | G_AORl] '[X&/,,,,’XZ] = [a&,?"'7an
—_——
G—A}R)
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Re-Encrytion key generation
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pk= [AoG — AqRi| G—AgRy] ™ pk' = [A}| G- A(R}| G — AGR]
N—_————
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Re-Encrytion key generation
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pk= [AoG — AqRi| G—AgRy] ™ pk' = [A}| G- A(R}| G — AGR]
N—_————

[Xo]
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Re-Encrytion key generation

pk= [AoG — AqRi| G—AgRy] ™ pk' = [A}| G- A(R}| G — AGR]
N—_————

[Xo]

[X1]
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Re-Encrytion key generation

pk= [AoG — AqRi| G—AgRy] ™ pk' = [A}| G- A(R}| G — AGR]
N—_————

[Xo] [

[X1]

[Xa]
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Re-Encrytion key generation

pk= [AoG — AqRi| G—AgRy] ™ pk' = [A}| G- A(R}| G — AGR]
N—_————

[Xo] [

[X1]

[Xa]

rKpk—spk! = [)éo )(()1 Xlz] € Z™*™ where all X are gaussian.
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So for c; = s'[Ag | G — AgR;1 | G — AgRz] + e* mod g
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Re-Encryption
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So for c; = s'[Ag | G — AgR;1 | G — AgRz] + e* mod g

/
> C = ReEnC(CPk’ rkpk—)pk/) = Cpk - rkpk—)pk/
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Re-Encryption
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So for c; = s'[Ag | G — AgR;1 | G — AgRz] + e* mod g
L Cg_ = ReEnC(CPk, rkpk—)pk/) = Cpk * rkpk—)pk’
> o =AY | G — AGR, | G — AgRy] +8¢ mod g,

Xo Xi

where &% = (eg,e1)* - [ 0 0

Xo| .
|| isas small as

=~ ﬁ . HeoX2 aF E1H.
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Proxy re-encryption scheme that
» is based on hard problems on lattices

» is unidirectional

v

does not require a trusted party to generate re-encryption keys

v

uses the ‘Extended G-trapdoor'.
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Summary

f0r T-Sicherheit B

Proxy re-encryption scheme that
» is based on hard problems on lattices
» is unidirectional

» does not require a trusted party to generate re-encryption keys

v

uses the ‘Extended G-trapdoor'.

Many thanks for your attention!
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