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Challenges in the white paper

The security target is wrong: | The performance target is wrong:
e Side-channel attacks e Denial-of-service attacks
e Birthday attacks e Very short inputs
e Data limits e Higher-level protocols
e Attack economics o Flexibility
e Quantum computers e CPU evolution
The interface is wrong: Mistakes and malice:
e Streams e Error-prone designs
o Files e Unverifiability
e Noisy channels e Miscommunication of security prerequisites
e Software engineering and e Incorrect proofs
hardware engineering e Malicious software and hardware
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