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Introduction to MAC Algorithms



Definition and Applications

= Definition: MAC=hash function + secret key

% Security properties:

* Data integrity

¢« Data origin authentication
® Practical applications

* Internet security: IPSec, SSL, SSH, etc.
* Finance: banking, electronic purses, etc.



Security

% Distinguishing Attack
Distinguishing-R Attack: MAC or a random function

Distinguishing-H Attack: which cryptographic hash function is
embedded in the MAC construction

& Forgery Attack

Existential Forgery Attack: compute a valid MAC for a random
message

« Universal Forgery Attack: compute a valid MAC for any given
message

% Key Recovery Attack

Remark: Distinguishing-R: 2"2complexity(from Preneel and van

Oorschot Attack) Ideal complexity: 2"computations, n is the
length of the tag



Three Previous MACs Based on Hash Functions

% Secret prefix: H(K[|L[[M) [ ¢ L|[M
1
L: length of the message M

W Secret suffix: H(M]||K,) M K
2

® Envelope: H(K,||M[|K,) K.| M
1




Related Distinguishing Attacks on MACs



A General Attack on lterated MACs

W Based on the birthday attack , " 1" & 7 & T
B. Preneel, P. van Oorschot, / f f
Crypto'95 S R B L

]

® The attack works with all the
iterative MACs: block cipher
and hash functions

1. Randomly select 212 M., Query the corresponding MACs C.
2. Find (M;, M,) such that C;=C,
3. Query (M;||P, M,||P)



A General Attack on Iterated MACs (2)

% Distinguishing attack
* If the MAC value of M;||P and M,||P collides, the MAC
algorithm is an iterated MAC

* Otherwise, 1s a random function.

% Convert to forgery attack directly:

* Query the corresponding MAC of M;||P||P’', denoted C,
where P' Is some non-empty string.

* Obtain a valid MAC of new message M, ||P||P’



Distinguishing Attack on HMAC/NMAC-MD5

% To appear in Eurocrypt 09,
Wang, Yu, Wang, Zhan: without

related key

W™ Main idea: Collect messages and  (IV,IV’): near-collision

the corresponding MACs which
guarantee inner DBB conditions
hold

DBB conditions: conditions of IV
In a pseudo-collision given by den
Boer and Bosselaers

= Allure a DBB-collision to occur by

appending the same message (high pseudo-collision
probability 2-4 instead of 2-128)

B Detect the Inner near-collisions

collision

UoneIa)| I1ST

UONEIS)| puZ



Distinguishing Attack on HMAC/NMAC-MD5

% The distinguishing attack can be utilized to recover a
subkey for MD5-MAC

= MD5-MAC is MDx-MAC based on MD5, MDx-MAC
was proposed by Preneel and van Oorschot



Distinguishing Attack on 61-Round LPMAC-SHA1



SHA-1 Algorithm

W Input: message A1 = (mg, - -, mys), IV = ag, bo, co, do, €o
® Forj=1,2,...,80

”?,n':" JI||': [}.+++515:
Wi = ' -
! (W3 @ wi_s@wi_ig®wji_e) << 1, j=16,---,79.

aj = (a1 = 5) + fi(Dj-1, ¢j-1,dj-1) + €j—1 + Wj—1 +kj,

bi = aj-1. ¢j=bj-1 =< 30, dj = ¢j-1, € = dj-1.

= Output: (ag + asp. bo + bgo. o + 50, dy + dgo. €0 + €50)



B Boolean functions and constants

J fi kj
1-20 IF (xAVV(-XxAZ 0x5a827999
21-40 XOR:x@eve: Ox6ed6bebat

41-60 MAJ :(xAVIVIXxAZ)VI(VYAZ) 0x8fabbedc
61-80 XOR:xeve: Oxca62c1d6



Obstacles |

® SHA-1 hasn't any differential path with high probability,
but the probability in the last three rounds is high

= How to avoid the differential path in the first round, and
completely explore the probability advantage in the last
three rounds

H{K}; _______ \5[ _____




Near-Collision Path for 15-61 Steps SHA-1

Step | DLW XNOR Difference of the Input to Step i Conditions

z’ Ay g | Aay | Aby | Aoy | Ady | Aey

14 2 2,31, 32 32 | 2,30 T aiz 2 =1, a13.30 =0,a13.32 =1
a11,4 = wi5,2+1.4a11,32 = wi4,30
10,0 = w4 7 +1

15 2127, 30, 31, 32 2 32 230 | a0 = wigq4. 9.014.92 =1

16 [ 2, 7. 30, 31 2 a2 g 4 = Wig 2+ Wig. 2,
13,4 = wi4 2+ wyig 2z +1

17 0 2, 32 32 aqg. 32 = 0

18 0 32 217,32 = 1

10 0 32

20 0 a2

-.22 I:l ? -.2 L‘LEE)_; —_ f\'..'lg._; + 1""‘2('.‘2 + 1""23_? + -l.

23 2 2 32 agq o = Wag T + 1

-.24 |j TS-:‘I_ 2 3-:"_ L‘Lﬂ-z..; = f\'.-z.'l..; + 1""‘23.7 + EL'EEI_?

25 2 3z 2 32 az anr o = Wor 7 + 1

26 0 v 2 32 G244 = 2234 + W25, 7 T W2g,1

27 3 1. 32 1 32 iz agr { = wag | + 1

28 ] 6. T 1 32 aog 3 = a2 3 + wog 1 + woag 1 + 1

20 ] 1, 2, 32 321 a2 aag 31 = a2g.1 + woag 1 + won 31

20 2 2.31 2 31 a0, = wag 2.
220,31 = d2g8,1 + wag,1 + wzp,31 +1

31 0 7,31, 32 2 31 aog 4 = @498 4 + Wog o + wgq o0 + 1

32 0 2,31, 32 32

D.V.: Disturbance Vector



Sufficient Conditions on Message Words

w1431 = wig3o + L,wis7 = wiao + 1owis30 = wia.30. w1531 = wis30 + |

w217 =

W02 + 1, wa76 = wae 1 + 1,waz7 = wae 1, wag = wog | + |

w307 =

W + L, w331 = wae + 1,wasg = wgp + Lowg 7 = wypp + 1

Wy3,7 =

Wa02 + Liwagn = wagp + Lwssg = wsg3+ 1, wse3 = wsy3 + 1

Ws7,1 =

Ws43 + 1, wsg |

ws43 + 1, wsg0 = ws74 + 1, w591 = wsg 3 + |

w594 =

w574+ 1, ws08

W38.3 + l




Obstacles I

® A H,=Hp- H), IS unknown
output difference: A™Hp + A™che;

Birthday attack can't be applied
directly

® How to choose messages, and
fulfill the birthday attack to detect
the inner near-collision

P | P+
|'IIIII IIII' A_H
f"fﬂ IIlIII Il'll 1 f 0
M, \/1{1
>
(Y t—1
e




Mathematical Properties of the Differential Path

% If the inner near-collision occurs, replace (M, , M,’) with
another (M, M)

Pr((P\MoliM, P'IIMGIM}) follows the DP) = 27,

DP: Differential path
B F (PUMIM,y, PIMIM? ) and (PIIMolINy. PIMGIING) s.t.,
Hy (PlIMolIMy) — Hg (P"[IM{|IM7)

= Hg(PlIMolIN1) — Hg (P’|[M|IN7)
= A Hp+A"chg = 0.

H;.(P||\Mol||M 1) — Hx (P||MolIN7)
= Hg(P'|IM{|IM7) — Hx (P’ ||MG|INT) = o



Distinguisher

P P’
M
Mo ’
er )] :f\?’] :Lf 0 j\"rf
|
M, I M
|
[
:
o o ___|l____
- S’ %




Distinguishing Attack Detalls

% (1) Randomly choose a structure S, which consists of 284
different one-block messages

® (2) For all P In S, compute the following two structures of
differences

S| = {LPMAC(P|Mo|M}) — LPMAC(P|Mo|INy) | P € S},
Sy = {LPMAC(PIM}|IM])— LPMAC(PIIM}|IN!)| P € S}.

Search all the collisions between two structures by the
birthday attack



Distinguishing Attack Detalls

% (3) For each collision, compute
0 = LPMAC(P||Mp|IM) — LPMA(“(P"IIM&IIM" :

Substitute M, and M1" with 2°* different 77~ o
respectively, compare |

LPMAC(P|IMy |My) — LPMAC (P'|\M/,|M) with 6.

" 11 ULIE HHIalul | 1VUIIU, LI IVIALU 15 badcu UII UJ. n]8v V) OI_IA'l.

* Else, go to step 4.
% (4) Choose another structure S, and repeat steps (2)-(3)

If the number of structures exceeds 2%, then a random
function

The complexity Is about 2



Comparison with the Previous Distinguishing
Attacks on MACs Based on SHA-1

MAC | Steps| Data
Kim et al. 9] HMAC | 43 [91549
Rechberger et al. [13]| HMAC | 50 9193.5
13 | 91245
T'his paper LPMAC]| 50 [21365




Conclusions



Main Contribution

% This paper: distinguish an inner near-collision occur
Inside one iteration

* To distinguish 61-round LPMAC-SHA1
% Previous distinguishing technigues

¢ Distinguish an inner collision between iterations such that
(M{|IM,), (M;’||M,), H(K, M,) and H(K, M,’) is a collision

Avalilable to iterative MACSs

¢ Distinguish an inner near-collision between iterations such
that (M,||[M,), (M;’|IM,), H(K, M,) and H(K, M,’) is a near-
collision

Available for some important specific iterative MACs



Further Research Results

% Distinguish inner near-collisions or inner collisions with
specific truncated differential path

* To distinguish the instantiated MAC from a random
function

* To recover the subkey or equivalent subkey



Further Research Results

----Attack on ALPHA-MAC

W A successful example: ALPHA (Alred MAC with AES operation),
FSE 2005. Designers: Daemen and Rijmen

® Distinguish an inner collision with 2-round differential path
W Recover the inner state which is an equivalent subkey with 26>

computations

——

AES

!

(_x1 ) Injection Layout}—s{ Round

}

(xy y»{Injection Layout}—{ Round

!

(_x3 ) Injection Layout|—s{ Round

!
¢

(% )y Injection Layout|—s{ Round

!

AES

-
=

MC

ME

Ay

J.'.'-.":

[ zousero byte

{t — 1}-th round

f-th round



Further Research Results
---Attack on Pelican, MT-MAC and PC-MAC Based on 4-Round AES

® To distinguish an r Az}

Azl AzE Az
Inner near-collision ""“”i:'_*ﬁiﬁil f..ﬂ;E -
or inner collision

———= 3—tound mmpossible differential property =

with specific -
differential path

® Choose message

pairs to allure an 2 |
impossible e =Tl

differential path to ] —
crmers -
Wrong SUb key Eh_ E,B"-dF; SR I _,x-:c“'- .uc:"-

- nonzero biyte

4th round




Related References

= Impossible Differential Cryptanalysis of Pelican,
MT-MAC-AES and PC-MAC-AES, IACR ePrint

% Distinguishing and Second-Preimage Attack on
CBC-like MACs, IACR ePrint

% Distinguishing and Forgery Attacks on Alred
and Its AES-based Instance Alpha-MAC, IACR ePrint

® Cryptanalysis on HMAC/NMAC-MDS5 and
MD5-MAC, To appear in Eurocrypt 09
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