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Introduction

Integral attack is very suitable for word-oriented ciphers

Problem for bit-oriented ciphers

Any all-values property (a set of all possible values) of bijective S-box
output will be destroyed by bit-wise linear component

View each input bit position within structure as a sequence of bit
patterns — bit-pattern based integral attack

Application of bit-pattern based integral attack
7-round PRESENT, 5-round Noekeon and 6-round Serpent
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e Bit-Pattern Based Integral Attack
@ Background
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Bit-Pattern Based Integral Attack

Comparison between conventional byte-based and bit-based integral
attacks

Bit-Pattern Based

@ A set of m-bit active words @ A set of m-bit active words
into a single S-box in into m S-boxes in Round 1
Round 1
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into a single S-box in into m S-boxes in Round 1
Round 1 @ Each active s-box receives

@ The active S-box receives a pair of values in Round 1
all possible 2™ values in

Round 1 ‘

Fast Software Encryption (2008) Bit-Pattern Based Integral Attack 13 February 2008 5/34



Bit-Pattern Based Integral Attack

Comparison between conventional byte-based and bit-based integral
attacks

Bit-Pattern Based

@ A set of m-bit active words @ A set of m-bit active words
into a single S-box in into m S-boxes in Round 1
Round 1 @ Each active s-box receives

@ The active S-box receives a pair of values in Round 1
all possible 2 values in @ Inputs form an ordered set
Round 1 ‘

@ Inputs form an unordered
set )
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Each bit position within structure is treated independently. The
possible patterns:
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Each bit position within structure is treated independently. The
possible patterns:

@ Constant c: the bits consist of only bit ‘0’ or “1°.
E.g. 00000000 or 11111111
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Each bit position within structure is treated independently. The
possible patterns:

@ Constant c: the bits consist of only bit ‘0’ or “1°.
E.g. 00000000 or 11111111

@ Active a;: alternating blocks of 2/ consecutive bits (‘0’ and ‘1°).
E.g. a;: 00110011
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Each bit position within structure is treated independently. The
possible patterns:
@ Constant c: the bits consist of only bit ‘0’ or “1°.
E.g. 00000000 or 11111111
@ Active a;: alternating blocks of 2/ consecutive bits (‘0’ and ‘1°).
E.g. a;: 00110011
@ Balance b;: repetition of blocks of 2/ consecutive bits (‘0’ and 1°) —
not alternating.
E.g. by: 00111100
E.g. bj: 10110001
E.g. bp: 10000000
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Each bit position within structure is treated independently. The
possible patterns:
@ Constant c: the bits consist of only bit ‘0’ or “1°.
E.g. 00000000 or 11111111
@ Active a;: alternating blocks of 2/ consecutive bits (‘0’ and ‘1°).
E.g. a;: 00110011
@ Balance b;: repetition of blocks of 2/ consecutive bits (‘0’ and 1°) —
not alternating.
E.g. by: 00111100
E.g. bj: 10110001
E.g. bp: 10000000

@ Dualdj: cora;

Balancedness

Balanced pattern: XOR sum =0
For by, by is balanced, by is not necessarily balanced
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Example of bit patterns in a 4-bit structure

1Y
N
o
O %
o
[t

Hex

OO0 OO OO0
COOCORHHRHROOOOHKK R R
OO MR OFROOROMRMKORO
C O MHREMEOOKRMKOOOO M M
ON R WU WO N O I =

Note: by = ax® ag, by = az® aP ay
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Tracing Bit Patterns

Operations on bit patterns

@cdc=cC &)

Cooco0CO0O0O0O0CO0OO0O0OO0O0 OO
I e T e T = T T O = T S O ST O Y e
p—\p—w—ln—ln—l)—l)—ln—w—w—\»—u—u—w—\n—\n—l‘n
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Tracing Bit Patterns

Operations on bit patterns

@ecoc=c a & mc
@ada =c 0 L3
0 1 1

0 1 1

1 0 1

1 0 1

1 0 1

1 0 1

0 1 1

0 1 1

* 0 1|1

0 1 1

1 0 1

1 0 1

1 0 1

1 0 1
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Tracing Bit Patterns

Operations on bit patterns

@echdc=c a2 @& c|a
@ada =c i ol
@ a8, &Cc=a3q; 8 8 8
1 0| 1

1 0| 1

1 0] 1

1 0] 1

0 0] 0

0 0] 0

* 0 0/ 0

0 0] 0

1 0] 1

1 0] 1

1 01

1 01
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Tracing Bit Patterns

Operations on bit patterns

@CchCc=C ®
@ 3,Pa;=cC
@ 3,Cc=a
@ a;daj=b;forj<i
@ bjdbj=b;forj<i

(%)
w

(%)
[

o
[\

=m0 OO0 OO OO

OO0 OHRFEMFEMHEHOOOOM F M= =
e EOOOOOOOOMM MM
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Tracing Bit Patterns

Operations on bit patterns

@cdc=cC
@ ada =c
@ 3,Cc=a

@ a;daj=b;forj<i

@ bjdbj=b;forj<i

@ pd by =Dbgforp e {a,b} and
p # bo
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Tracing Bit Patterns

Operations on bit patterns

@ecdc=c

@ 3,Pa;=cC

@ 3,Cc=a

@ a;daj=b;forj<i

@ bjdbj=b;forj<i

@ pd by =Dbgforp e {a,b} and

p # bo

S-Box output patterns

Every output bit position will have a b;
pattern where i is the smallest index
found in the input patterns

v
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Tracing Bit Patterns

Example of s-box
input/output bit patterns

1001 (9) 1110 (E)
@ a set of constant inputs 1001 (9) 1110 (E)
1001 (9) 1110 (E)
1001 (9) 1110 (E)
1001 (9) 1110 (E)
1001 (9) c cC 1110 (E)
1001 (9) c ¢ 1110 (E)
1001 (9) c 1 s-box o 1110 (E)
1001 (9) — — 1110 (E)
1001 (9) c C 1110 (E)
1001 (9) 1110 (E)
1001 (9) 1110 (E)
1001 (9) 1110 (E)
1001 (9) 1110 (E)
1001 (9) 1110 (E)
1001 (9) 1110 (E)
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Tracing Bit Patterns

Example of s-box
input/output bit patterns

0000 (0) 1100 (C)

0001 (1) 0101 (5)

. . 0010 (2) 0110 (6)
@ a set of all possible inputs 0011 (3) 1011 (B)
0100 (4) 1001 (9)

0101 (5) 4, b 0000 (0)

0110 (6) a b* 1010 (A)

0111 (7) az =1 s-box I b"* 1101 (D)

1000 (8) 1= — ° 0011 (3)

1001 (9) & b’ 1110 (E)

1010 (A) 1111 (F)

1011 (B) 1000 (8)

1100 (C) 0100 (4)

1101 (D) 0111 (7)

1110 (E) 0001 (1)

1111 (F) 0010 (2)
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Tracing Bit Patterns

Example of s-box
input/output bit patterns

1000 (8) 0011 (3)
1000 (8) 0011 (3)

1000 (8) 0011 (3)

1000 (8) 0011 (3)

I . 1000 (8) 0011 (3)

o as_et of distinct inputs 1000 (8)  ¢© a, 0011 (3)
which occur an e\_/en 1000 (8) c a 0011 (3)
(odd) number of times 1000 (8) =1 s-box ® 0011 (3)
1001 (9) © o — ¢ 1110 (B)

1001 (9) a, a, 1110 (E)

1001 (9) 1110 (E)

1001 (9) 1110 (E)

1001 (9) 1110 (E)

1001 (9) 1110 (E)

1001 (9) 1110 (E)

1001 (9) 1110 (E)
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How many distinct inputs into an S-box?

Lemma 1
@ Given a set of input patterns Iy, ..., /n_1 to an m x m bijective
S-box, expressed as linear combinations of a;-patterns where
a=(ap,...,am-1)"

o Letl= (/0,...,/m,1)T
@ Represent as product of matrix Ma =1
e The number of distinct values to S-box = 2/ak(M)

Use to determine whether balancedness of structure is retained or not
after S-box
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Example Sample values

@ Input: (o, h, b, k) = (ao,az,bé,bﬁ
@ Matrix:

)
=]
o
&
o
=£3
o
=
jas}
Q
il

Ma

Il
- O O O
—_ - A O
—- O OO
o =0 =

Q

N

@ Rank(M): 3

@ Number of distinct input values:
23

HFORORORHORORORORO
COOCORRHEHOOOOK MR K
O ORHHRORHOOKOKHKORO
CORMKRHMROOHRKOO OO K K
00 © W ol ©wo e o

Note: by =ax@® ag, by = az® ax® a4
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e Bit-Pattern Based Integral Attack

@ Type of Block Ciphers
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Generic Structure of Block Cipher Round Function

Attack applies to block cipher which can be represented by:
Xi - (2136, xliv xé) Z‘é)

Y; = (y6, v, v5, vs)

H

Z; = (zéa Ziv Z%, Zé)

_ 7 7 7 )
Xi+1 - ($0,$1,$2, {E3)

The analyzed ciphers (PRESENT, Noekeon and Serpent) fit this general
structure and the non-linear layer is composed of bijective S-boxes
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Generic Structure of Block Cipher Round Function

Example of 4 x 4 bijective S-box

Y6 vs

i Y5
I‘n[n]}h[n]lug[o]lux[n]l | |Jo[1]|!/1[1]Pz[1]|!/3[1]| | fn[z]lum]l!lz[z]f/sp]l | I‘n[x]l&l1[3]|02[3]|ux[s]| |

l:u [o]ko[l] Jo[2]Po[3)

S-box

FO[(I]FI)[]]Z

|’0[0]|ﬂ[0]|z2[u]|’3[0]| | |=o[1]|=1[1]|’2[1]|=3[1]| | |=0[2]|’1[2]|‘2[2]|=3[2]| | |’0[3]|=1[3]|z2[3]|’3[3]| |

i i i i
20 21 22 23
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Generic Structure of Block Cipher Round Function

Representation of input bits into round function

31 0
Yo
n
Y2
Y3 918171645143 12]11]0

Oe (2 Ld:  E@bib; Bbo

Each row represents a sub-block
Each column represents input into a single S-box
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e Bit-Pattern Based Integral Attack

@ Attack Algorithm
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Bit-Pattern Based Integral Attack Algorithm

@ Precomputation
@ Analyze round function to identify distinguisher
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Bit-Pattern Based Integral Attack Algorithm

@ Precomputation
@ Analyze round function to identify distinguisher

@ Construct a structure of plaintexts that matches distinguisher

© Encrypt all plaintexts in structure and get corresponding
ciphertexts
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Bit-Pattern Based Integral Attack Algorithm

@ Precomputation
@ Analyze round function to identify distinguisher

@ Construct a structure of plaintexts that matches distinguisher

© Encrypt all plaintexts in structure and get corresponding
ciphertexts

@ Initialize an array A[] of size 2 bits with all ‘1’s
Q Setv=0
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Bit-Pattern Based Integral Attack Algorithm

@ Precomputation
@ Analyze round function to identify distinguisher

@ Construct a structure of plaintexts that matches distinguisher
© Encrypt all plaintexts in structure and get corresponding
ciphertexts
@ Initialize an array A[] of size 2 bits with all ‘1’s
@ Setv=0
© While # of entries such that A[v] = 1 is greater than one
@ Partially decrypt all ciphertexts using the value v as partial subkey
bits to find the output bits of one S-box in round r
@ If Equation (1): @]," Y # 0, set A[v] = 0
Q@ v=v+1
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Bit-Pattern Based Integral Attack Algorithm

@ Precomputation
@ Analyze round function to identify distinguisher
@ Construct a structure of plaintexts that matches distinguisher
© Encrypt all plaintexts in structure and get corresponding
ciphertexts
@ Initialize an array A[] of size 2 bits with all ‘1’s
@ Setv=0
© While # of entries such that A[v] = 1 is greater than one

@ Partially decrypt all ciphertexts using the value v as partial subkey
bits to find the output bits of one S-box in round r

@ If Equation (1): @]," Y # 0, set A[v] = 0
Q@ v=v+1
@ Output value v for which A[v] = 1 as correct subkey bits
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e Application to Block Ciphers
@ PRESENT
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PRESENT Block Cipher

Specification [Bogdanov et al., 2007]
@ Block size: 64 bits
@ Key size: 80, 128 bits
@ Number of Rounds: 31
@ Encryption

X2 = X31 @ Ksq

Attacks

@ Outlined by designers (differential, linear, integral attack — not
suitable, algebraic, key schedule)

@ Bit-pattern based integral attack
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Precomputation

@ S-box is 4 x 4 bijective

@ Differential 1x — w||1x with probability 1, w € {1x, 3x, 4x,6x}

@ Linear layer L is a simple permutation

20/34
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Bit-Pattern Based Integral Attack on PRESENT

3.5-round distinguisher

Round 1 S|

Round 2

Round 3

i Round 4

Oe [d Ebib; Elbo
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Bit-Pattern Based Integral Attack on PRESENT

Distinguisher

@ Prepare a structure of 24
plaintexts
@ Active S-boxes 51

o Input: 2 distinct values
repeated 8 times
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Bit-Pattern Based Integral Attack on PRESENT

Distinguisher

@ Prepare a structure of 24

plaintexts
i 3121 1[0
@ Active S-boxes ==
o Input: 2 distinct values g g i 8
repeated 8 times 151715
312]1]0

o Output: 2 distinct values 7
repeated 8 times
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Bit-Pattern Based Integral Attack on PRESENT

Distinguisher

@ Prepare a structure of 24
plaintexts

a 31211§0

@ Active S-boxes ST
e Input: 2 distinct values ot
repeated 8 times 312]1[0
e Output: 2 distinct values . el
repeated 8 times 3 3 3 3
. 2 2 2 2
@ Linear T 1 1 1
o 0 0 0 0
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Bit-Pattern Based Integral Attack on PRESENT

Distinguisher

@ Active S-boxes 3 3 3 3
@ S-box 0 input: 16 distinct f f f f
values each repeated 0 % - 0 0
once
e S-box 4,8,12 input:
1/2/4/8/16 distinct values
L]
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Bit-Pattern Based Integral Attack on PRESENT

Distinguisher

@ Active S-boxes

@ S-box 0 input: 16 distinct
values each repeated

once
e S-box 4,8,12 input:
1/2/4/8/16 distinct values

o S-box 0 output: 16 Ll
distinct values each
repeated once

e S-box 4,8,12 output: b
1/2/4/8/16 distinct values

f==] g 3% (¥

fen] [ 1G] (U0
(=] I M M

1) bt Bl 5 5
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Bit-Pattern Based Integral Attack on PRESENT

Distinguisher

@ Active S-boxes

@ S-box 0 input: 16 distinct
values each repeated

once
e S-box 4,8,12 input:
1/2/4/8/16 distinct values

@ S-box 0 output: 16 Ll
distinct values each

repeated once lolsllololololsIotoloTolollo]
e S-box 4,8,12 output:

1/2/4/8/16 distinct values
@ Linear

f==] g 3% (¥

fenl P 136] (O8]
(=] I M M

1) bt Bl 5 5
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Bit-Pattern Based Integral Attack on PRESENT

Rounds 3 and 4 Distinguisher

@ Active S-boxes
o Input: 1/2 distinct values

repeated even number [olofoToToTofo[oTolofofoo]o]olo]
. LoS |
of times
S|
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Bit-Pattern Based Integral Attack on PRESENT

Rounds 3 and 4 Distinguisher

@ Active S-boxes
o Input: 1/2 distinct values

repeated even number [0[oToToToToTo oToo oTo]ofofo]al

. LoS
of times :

S

values repeated even
number of times

@ Linear
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Bit-Pattern Based Integral Attack on PRESENT

Rounds 3 and 4 Distinguisher

@ Active S-boxes
o Input: 1/2 distinct values

repeated even number [0[oToToToToTo oToo oTo]ofofo]al

LoS |

of times

o Output: 1/2 distinct
values repeated even
number of times

@ Linear

@ S-box destroys
balancedness

24 /34
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Bit-Pattern Based Integral Attack on PRESENT

4-round Key Recovery

@ Guesses: 4 bits of Kj

@ Initialize array A[] of size 24

Guess 4-bit subkey bits v of Ky

Partially decrypt ciphertexts

If Equation (1) does not hold, set A[v] =0

If only one entry such that A[v] = 1 is left, v is correct subkey bits

Repeat for other 15 S-boxes
Complexities
e Data: 2 x 24 =25
o Time:2x2* x 16 x 24 =218
e Memory: small
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Bit-Pattern Based Integral Attack on PRESENT

5-round Key Recovery

@ Guesses
@ 4 bits of Ky
e 16 bits Ks
@ Initialize array A of size 220
@ Guess 20-bit subkey bits v of K,
@ Partially decrypt ciphertexts
@ If Equation (1) does not hold, set A[v] =0
@ If only one entry such that A[v] = 1 is left, v is correct subkey bits
@ Complexities
o Data: 5 x 24 ~ 264
o Time: (220 + 216 4 . 4 1) x 2% x 34220 2257
e Memory: small
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Bit-Pattern Based Integral Attack on PRESENT

6-round Key Recovery 7-round Key Recovery

@ Adding 1 round at the @ Guesses

beginning o 4 bits of Ks
o 16 bits Kg
@ 64 bits of K7
3 o !l 0 @ Complexities
o Data:

20 x 216 x 24 x 2243
e Time: (280 + 276 . +
@ Complexities 1) x 2% x 216 ~ 21001

o Data: 24x4 x 264 ~ 2224 o Memory: 277 bytes

e Time:
24><4 x 225.7 ~ 241.7

e Memory: small
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Summary of Attacks on PRESENT

Rounds Complexity
Data Time | Memory
25CP | 28 small
264 Cp | 2257 small
2224 Cp | 2417 small
D24.3 CP 2100.1 | o77 bytes

NOoO oA~

Analysis by designers
o Differential: 25-round characteristic (probability 2-1°0)
@ Linear: 28-round linear approximation (bias 2-43)

The best 5-round differential attack on PRESENT requires on the order
of 220 CP. Our 5-round attack requires about 80 CP
CP = chosen plaintexts
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e Application to Block Ciphers

@ Noekeon
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Summary of Attacks on Noekeon

Rounds Complexity
Data Time | Memory
4 217 CP | 2°6 small
5 2206 Cp | 21081 | 289 pytes

Related-key attack [Knudsen and Raddum, 2001]:
@ 768 related keys with probability 222 for 16-round Noekeon

Our 3.5-round distinguisher for Noekeon with probability 1 is better
than the 4-round differential trail with probability 248 predicted by the

designers
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e Application to Block Ciphers

@ Serpent
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Summary of Attacks on Serpent

Rounds | Attack Complexity
Data Time | Memory

4 Integral 21 Ccp | 220 small

5 Integral 2136 Cp | 2587 2%

6 Integral 2652 Gp | 21107 2%
Differential 283 Ccp | 2% 244
[Kohno et al., 2000]

10 Linear 2120 Kp | 264 2%2
[Collard et al., 2007]

The best differential attack on 5-round Serpent requires on the order of
242 CP. Our 5-round attack requires 236 CP
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Discussion and Conclusion

Advantages

@ Attack applies to bit-oriented block ciphers — order of texts plays
important part

@ Bit-pattern based integral attacks on analyzed ciphers are
comparable to differential cryptanalysis over a few rounds — less
chosen plaintexts
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Discussion and Conclusion

Advantages

@ Attack applies to bit-oriented block ciphers — order of texts plays
important part

@ Bit-pattern based integral attacks on analyzed ciphers are
comparable to differential cryptanalysis over a few rounds — less
chosen plaintexts

@ Differential cryptanalysis can be extended to more rounds —
integral cryptanalysis can not be extended beyond a certain point

@ Time complexity increases considerably as the number of cipher
round increases
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End

Thank you
Questions?
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