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Description

The Post Office Protocol

POP3

@ Standard protocol for remote access to a mailbox
o RFC 1460,1725,1939 (first version 1993)

@ Supported by virtually every mail provider and every mail
user agent

@ Widely used (tend to be replaced by IMAP)

Supported authentication command

@ USER/PASS: plaintext password
@ APOP: “secure” authentication

@ AUTH: any IMAP authentication mechanism: Kerberos,
GSS-API, S/Key, CRAM-MD5
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What is APOP?

Server Client

Description

id=p id, p
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@ Challenges form: <21921.1174489729@mail .com>
@ Origin authentication and replay protection
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Description

APOP authentication

What is APOP?

@ Unilateral challenge-response authentication protocol
based on a MAC: hy(m) = MD5(ml||k)

c
Server >1  Client

id, MD5(c||pwd)

@ Challenges form: <21921.1174489729@mail .com>

@ Origin authentication and replay protection

First remarks

@ hy(m) = MD5(m||k) is not a secure MAC:
offline collisions and envelope attack.

@ The protocol allows chosen-text attack.
There should be some client-chosen randomness.
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The APOP Attack

Attack setting

@ Active attack: impersonate the server

Attacker

@ No server authentication in POP.
@ Typical scenario: open WiFi network.

@ We can use the client to log on the server and access
the mails, but the password should still be safe...




owal The APOP Attack

Freedom in

MD4 and Basic idea
MD5
Collisions.
Application
fo APOP. Basic idea: use collisions
Gaétan
Leurent Cl

-

Attacker | h = MD5(c1 || pwd) Client

? 2 -
hl = h2 -
hy = MD5( || pwd)

N/ N—

@ Chosen message attack: craft challenges.

@ Choose the challenge size to isolate
some part of the key in a block.

@ Same idea as the key-recovery against the envelope
method by Preneel and van Oorschot.
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The APOP Attack

Basic idea

Recover the first password character

@ If we have an MD5 collision with a specific format:

My=[<zrr rre] [ el = <rrr..tee>

My =[<iii_iie] [ sl o= <idi...idd>

@ We send ¢; and ¢, as challenges, and we get:

MD5 ([<?t *te| | ***>[po| |PiP2-- pad])

MD5 ([<éié  dé0| |  déé>[Po| [PiP2-- pad))

@ Both hashes collide if pg = x’ (unlikely if py # ‘x’).

@ We will repeat this with all ‘x" until we find pq.
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The APOP Attack

Basic idea

Recover the next password character

@ Then we use collisions of the form:

My =[<rrr tre] [ree>[pofll] = <rrr...tee>

Mo =[<iii  iiq] |4.4’,4.>|Po. = <ddi...idd>

@ When we send the challenges ¢; and ¢, we receive:

MD5 ([<tt® tte| [te*>[po]pi] [P2--  pad])

MDS5 ([<ééi  éde| [éis>[po]p1] [p2--  pad])

@ Both hashes collide if p; = ‘y'.

@ We can recover the full password in linear time.
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Using Wang's collision to attack APOP

What we need to attack APOP

@ We need collisions with control over the end of the last
block.

@ Birthday paradox too expensive.

4

Using Wang's collisions

@ Wang's collisions look random.

@ Due to the message modifications, we loose control over
the message value.

@ Modify Wang's collision finding technique.
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© MD4/MD5 Collisions
@ The MD4 family
@ Collisions: Wang's technique
@ Revisiting Wang
@ Message freedom

© The APOP attack in practice
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The MD4 family

Compression function

Compression Function Design

@ Davies-Meyer with a L\

Feistel-like cipher.
=
—rrEEH

@ Designed to be fast: 32 bit words, and operations available
in hardware:

o additions mod232: B
@ boolean functions: ®;

@ rotations < s;
@ Message expansion M = (Mo, ...M15) — (mo, ...M47/63)
@ 4 words of internal state Q; updated in rounds of 16 steps
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Compression Function

MD4 Step Update

| Qia | | Qil—3 | | Q2| | Q1 |
I I
HH— ®; |

=t
s
K s;

| Qs | | Qo] [ Q| | Q& |

Qi =(Qi-aBPi(Qi—1,Qi—2, Qi3) EmB k) K s;




wwwell (ompression Function

Freedom in
MD5 Step Update
Gaétan

MD4 and
Leurent | Qs ] [ Q3 | | Qo | | Q1 |

Eak—ﬂ o ]
s

Collisions.

Application
to APOP.

i

| Qs | | Q2| | Q1| [ Q@ |

Qi=Qi_1B(Qi_aBPi(Qi—1,Qi—2, Qi—3) BmiB ki) K s
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technique

Collisions in MD4 and MD5

Wang in a nutshell

© Precomputation:
@ Choose a message difference.
o Compute a differential path.
@ Derive a set of sufficient conditions.
© Collision search:
o Find a message that satisfies the set of conditions.

Main result

We know a difference A and a set of conditions on the internal
state variables Q;'s, such that:
If all the conditions are satisfied by the internal state
variable in the computation of H(M), then
H(M) = H(M + A).
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to APOP. Q_2 Q14
e Q-1 OF
e mo Ic Qg mo 3c Qg
my 3c @1 my 3c Q17
my 3c @ mg 3c Qs
m3 5¢c Q3 my 2c Qg
my 5¢ Q4 my 2c Qo
Collisions: ms 5¢ Q5 m5 éC 821
e Mg 6c Qe 9 c Qo
my 4c Q7 mi3 Q23
mg 4c Qg my Qo4
mg 4c Qo me (s
mio 4c o mi Q6
mi1 5¢c Qi1
mi2 6c Q12
mi3 6c Qi3 Given the set of conditions,
T bc Qra find a message (here on MD4).
mis 6c Qs
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Collision search

Q4
D_3
D_2
[0
mo Qo
mi o))
my Q
m3 Qs
m Qa
ms [
Me o Qs
my Q7
mg Qs
my [
my o Q10
mi Qu1
mi2 Q12
mi3 Q13
mig Q14
mis Q15

Basic equations

[Qa ] | Qi|73 ] [@=2] [Q ]
T T
d; |

m;j

ki
< s

[@s] [@2] [Q@:] [ Q ]
@ = (Q,'_4EE¢;EEm;EEk;) K S;
Qi—s = Q> 580, Hm;Bk;
m; = Q> s;BQi_4+Bo;8k
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Collision search

Q4
D_3
D_2
[0
mo Qo
mi o))
my Q
m3 Qs
m Qa
ms Qs
me » @
my Q7
mg Qs
mgy [
myp J| & Qo
mi Qu1
mi2 Q12
mi3 Q13
mig Q14
mis Q15

Basic equations

[Qa ] | Qi|73 ] [@=2] [Q ]
T T
d; |

m;j

ki
< s

[@s] [@2] [Q@:] [ Q ]
Q= (Q,'_4EE¢,'EHm,'BE|k,') XK s
Qi—a= Q> s;HB®;Bm;Bk;
m; = Q> s;BQi_4+Bo;8k
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Collision search

Q4
D_3
D_2
[0
mo Qo
mi o))
my Q
m3 Qs
m Qa
ms [
Mg p Qe
my Q7
mg Qs
my [
myp H—o Qo
mi Qu1
mi2 Q12
mi3 Q13
mig Q14
mis Q15

Basic equations

[Qa ] | Qi|73 ] [@=2] [Q ]
T T
d; |

m;j

ki
< s

[@s] [@2] [Q@:] [ Q ]
Q= (Q,'_4EE¢,'EHm,'BE|k,') XK s
Qi—s = Q> 5850, HHm;Bk;
m; = Q; > siBQi_4B®;Bk;




Message
Freedom in
MD4 and
MD5
Collisions.
Application
to APOP.

Gaétan
Leurent

Collisions:
Wang's
technique

How to satisfy conditions in the first round (Wang)

[
Q_3
[
[0
Mo Qo
m @
my @
ms Qs
my Qa
ms [
me [
my Q7
mg [
mg [
mio Q@10
miy Qu1
mi2 Q12
mi3 Q13
mia Q14
mis 15

Message modification

@ Pick a message.
o Compute Q;.

o Modify Q;; recompute m;.
Alternatively, modify m;.
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m
m; 8; @ Pick a message.
g?’ (OF o Compute Q;.
s mg 8: o Modify Q;; recompute m;.
e Mg Qs Alternatively, modify m;.
il Q7
s Qs
e Qo
m10 Q10
AT Qu1
) Q12
TALE) Q13
m14 Q14
m1s5 Q15
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How to satisfy conditions in the first round (Wang)

p Q_y

Q_3

[

[0
mo ° Qo
m @
my @
ms Qs
my Qa
ms [
me [
my Q7
mg [
mg [

mio Q@10

miy Qu1

mi2 Q12

mi3 Q13

mia Q14

mis 15

@l Message modification
@ Pick a message.
o Compute Q;.

@ Modify Q;; recompute m;.
Alternatively, modify m;.
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How to satisfy conditions in the first round (Wang)

[
[ ] Q_3
[
[0
mo [
my i
my @
ms Qs
my Qa
ms [
me [
my Q7
mg [
mg [
mio Q@10
miy Qu1
mi2 Q12
mi3 Q13
mia Q14
mis 15

B Message modification

v

@ Pick a message.
o Compute Q;.

o Modify Q;; recompute m;.
Alternatively, modify m;.
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How to satisfy conditions in the first round (Wang)

[
Q_3
[
[0
mo Qo
my @
my @
ms Qs
my Qa
ms [
me [
my Q7
mg [
mg [
mio Q@10
miy Qu1
mi2 Q12
mi3 Q13
mia Q14
mis 15

B Message modification

v

@ Pick a message.
o Compute Q;.

@ Modify Q;; recompute m;.
Alternatively, modify m;.
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How to satisfy conditions in the first round (Wang)

Q4
Q 3
® Q_z

[
i Qo B Message modification
my Q1 v :
Mo — @ Pick a message.
m3 83 o Compute Q;.
mgy .
s Q‘; o Modify Q;; recompute m;.
me Qs Alternatively, modify m;.
my Q7
mg Qs
Mg Qo
mio Q10
m11 Qu1
mi2 Q12
mi13 Qi3
mia Q14
Mmis 15
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How to satisfy conditions in the first round (Wang)

[
Q_3
[
[0
mo Qo
m @
2 (@)
m3 Qs
my Qa
ms [
me [
my Q7
mg [
mg [
mio Q@10
miy Qu1
mi2 Q12
mi3 Q13
mia Q14
mis 15

SENEN

Message modification

@ Pick a message.
o Compute Q;.

@ Modify Q;; recompute m;.
Alternatively, modify m;.
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How to satisfy conditions in the first round (Wang)

[
Q_3
[
[0
mo Qo
m @
2 @
m3 @3
my Qa
ms [
me [
my Q7
mg [
mgy [
myo Q10
miy Qu1
mi2 Q12
mi3 Q13
mia Q14
mis 15

Message modification

@ Pick a message.
o Compute Q;.

@ Modify Q;; recompute m;.
Alternatively, modify m;.

Each message modification
depends on the previous ones.

N N O N NN
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my [ v my Q17
my [ v mg Q18
ms3 Q3 v m12 Q19
my Q4 v my [
ollions: ms 5 v ms (01
technique meg Q6 v mg Q22
my Q7 v mi3 @,
mg Qs v ulti message modification
m
mio 8?0 i o Compute Q;.
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mii 83 i @ Recompute Q;'s and m;'s
mis Qis v in the first round.
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How to satisfy conditions in the 2" round (Wang)

Qg 9 Q
Q_3 Q13
Q2 Q14
Q1 Q15
Mo Qo v mo__ o} — R
m @1 v my Q17
mp Q2 v mg ng
m3 [ v mip Q1o
mg Q4 v my Q20
Mms Q5 v ms Q21
Me Q6 v mg Q22
iy Q7 v mi3 Q
mg Qs v ulti message modification
m
mio 8?0 i o Compute Q.
mi1 Q11 v @ Modify Q; and recompute
mi2 Q12 v m;.
m
mii 83 ? @ Recompute Q;'s and m;'s
mis Q15 v in the first round.
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to APOP. Q_3 Q13
Gaétan Q2 Q14
Leurent Q1 Q15
Mo Qo O mo o Qie v
my @1 v my Q17
e Q v mg Q13
m3 Qs v mip Q1o
ik Q4 v my [
Collisions: msg Qs v ms @o1
technique Mg Qe v mg Qo
Wiy Q7 v m13 Q
mg Qs v ulti message modification
il Qo v C ,
1o Qo v o Compute Q;.
myy Q11 v @ Modify Q; and recompute
mi2 Q12 v m;.
m
mii 83 ? @ Recompute Q;'s and m;'s
mis Q15 v in the first round.
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m3 A O mi2 Q19
my Qs O my Q0
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my Q7 v mi3 Q
mg Qs v ulti message modification
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mio 8?0 i o Compute Q;.
mi1 Q11 v @ Modify Q; and recompute
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m
mii 83 ? @ Recompute Q;'s and m;'s
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Gaétan Q2 Q14
Leurent Q_]_ Q15
Mo Qo v mo Q16 v
m H—o @ v my Q17
my ei—fo &b v mg Q18
m3 ei—to (1 v mi2 Q19
My o ° Qg v m Q20
ollions: ms 5 v ms (01
technique meg Q6 v mg Q22
my Q7 v mi3 Q
mg Qs v ulti message modification
m
mio 8?0 i o Compute Q;.
mi1 Q11 v @ Modify Q; and recompute
m1o Q12 v m.
m
mii 83 i @ Recompute Q;'s and m;'s
mis Q15 v in the first round.
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Revisiting Wang

@ Message modification in the second round hard to find.

o Little message freedom due to message modifications.

@ We propose a new way to satisfy the conditions.
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How to satisfy conditions in the first round (New)

p Q_4

Q_3

[

(_1
mo ° (o
m @
m2 @
m3 Qs
my Qa
ms [
me [
my Q7
mg [
mgy [

m1o Q@10

mi Qu1

mi2 Q12

mi3 Q13

mia Q14

mis 15

Wang revisited
@ Choose Q;.

o Compute m;.
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How to satisfy conditions in the first round (New)

[
Q_3
[
(_1
mo Qo
m @
m2 @
m3 Qs
my Qa
ms [
me [
my Q7
mg [
mgy [
m1o Q@10
mi Qu1
mi2 Q12
mi3 Q13
mia Q14
mis 15

v
v Wang revisited
@ Choose Q;.

o Compute m;.
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How to satisfy conditions in the first round (New)

[
Q_3
Q_2
(_1
mo Qo
m @
| (I
m3 Qs
my Qa
ms s
me [
my Q7
mg [
mgy [
m1o Q@10
mi Qu1
mi2 Q12
mi3 Q13
mia Q14
mis 15

v
v —
Wang revisited
@ Choose Q;.
o Compute m;.
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How to satisfy conditions in the first round (New)

[
Q_3
Q_2
(_1
mo Qo
m @
2 @
m3 Qs
my Qa
ms [
me [
my Q7
mg [
mgy [
m1o Q@10
mi Qu1
mi2 Q12
mi3 Q13
mia Q14
mis 15

v

Wang revisited
@ Choose Q;.

o Compute m;.
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my
mg3
my
ms
Mme
Revisiting m7
mg
mog
mio
my1
mio
mi3
miq
mis

Wang revisited
@ Choose Q;.
o Compute m;.

Wang
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gi 8; é Wang revisited
m3 & o v @ Choose Q;.
m o o)
mg - X 8;' 5 o Compute m;.
mg e e v
Wong & mz e o @y v
mg er—p (g v
my e o Qo v
myo e o Qo v
my e o Qu v
mi2 er—o Qi v
m3 er—to Qi3 v
Mg e—to Qs v
mis e o 15 v
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How to satisfy conditions in the first round (New)

[
Q_3
[
[0
Mo Qo v
il M Ve reisied
m3 Qs v o Choose Q;.
ma Q /
ms Q: v o Compute m;.
Me Qs v
dlu Q|
gg 88 ? The Q;'s in the first round can
mig Q?o v be chosen in any order.
m1 Qu v
m12 Q12 v
m3 Q13 v
ma Q14 v
mis5 15 v
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How to satisfy conditions in the 2" round (New)

Q_4 Q12
(O (13
(—2 Q14
[0 Q15
mo Qo mo Q16
my Q1 my Q17
my Q> mg (18
m3 Qs m12 Q19
mgy Q4 my QZO
ms 5 ms (01
me Qs mg (22
my Q- mi3 @,
mg [ ew method
mio 8?0 @ Choose the end of the
mi1 QL first round.
m12 Q12 @ Choose m; to satisfy both
m3 Q13 rounds.
mia Q14 .
M5 Q1s o Fill the first round.
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Collisions. Q—4
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t0 APOP. Q_3
Gaétan 8_2
1
mo Qo mo Q16
my Q1 my Q17
my Q> mg (18
m3 Q3 mi2 Q19
mgy Q4 my QZO
ms 5 ms (01
technia Mo Qe My (o2
Wang my Q7 mi3 Q
mg [ ew method
mog
10 @ Choose the end of the
M1 first round.
mi2 @ Choose m; to satisfy both
m3 rounds
mig ’
mis @ Fill the first round. |
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How to satisfy conditions in the 2" round (New)

o Q_4 ? Q12

Q_3 Q13

(O Q4

G_1 Q15
mo Qo my o Q16 v
my Q1 My @17
my (@)} mg (18
m3 Q3 m12 Q19
mgy Q4 my QZO
ms (s ms Qo1
me [ Mg (22
my Q7 mi3 ()
mg [ ew method
zio 891’0 @ Choose the end of the
L Q11 first round.
mi2 Q12 @ Choose m; to satisfy both
mi3 Q13 rounds.
miq Q4 .
s Qis @ Fill the first round.
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ACollli_siorjs. Q12
ication
to APOP. 813
. 14
Gaétan
Leurent Q15
mo mo Q16 v
m my, Q17
mo mg (18
ms3 m12 Q19
mgy my Q20
ms ms [
techniq Me my Q20
Wang my Q7 mi3 ()
mg [ ew method
mg
= Qo @ Choose the end of the
10 Q10 ; d
mi1 Q11 Irst round.
mi2 Q12 @ Choose m; to satisfy both
m3 Q13 rounds.
mia Q14 . .
mis Qis @ Fill the first round.




Message

Sl How to satisfy conditions in the 2" round (New)

MD4 and

MD5

ACollli_siotrjs. Q—4 le
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Gaétan Q_2 Q14
Leurent [0 Q15

mo Qo v mo Q16 v
m  H—o @ v my Q17
my e [ v mg (18
m3 e o @3 v m12 Q19
mgy Q4 my Q20
ms 5 ms (01

Revisiting m6 Q6 mg Q22

Wang my Q7 my3 o,
L
zg Qo @ Choose the end of the

10 Q10 X

mi1 QL first round.
m12 Q12 @ Choose m; to satisfy both
mi3 Q13 rounds.
miq Q14 .
M5 O o Fill the first round.
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Leurent
| (X) O | | complexity about 2° MD4
Mmia, M5
| (X) | O | complexity about 22t MD4
mii...Mis
@ With Yu's path (CANS 2005):
| (] | complexity about 23! MD4
ms...M1is5

MD5 Collision Freedom

We can choose 3 words of a two block collision:

L () Q] [0 0

mis mis
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APQOP challenge

RFC description

The challenge has to be a message-id:
@ Begins with <’ and ends with >'.

@ Two parts separated by an ‘@'
@ Restricted set of allowed characters.
= Attack fails (ASCII collisions not possible today).
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APQOP challenge

RFC description

The challenge has to be a message-id:

@ Begins with <’ and ends with >'.
@ Two parts separated by an ‘@'
@ Restricted set of allowed characters.
= Attack fails (ASCII collisions not possible today).

In practice

With most mail user agents:
@ Very few restrictions on the set of allowed characters

= Attack works |
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@ Begins with ‘<’ and ends with >'.

Collisions.

Application
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Gaétan
Leurent

@ Must contain at least one ‘Q’.

@ Inside the msg-id, all characters are accepted, excepted:
@ 0x00 Null

0x3e Greater-Than Sign (‘>')

0x0Oa Line-Feed

0x0d Carriage-Return

¢ & ©

4

Collision search

The APOP @ First block computed only once: include ‘@’.

attack in

practice o For the second block:

@ avoid 4 characters.
@ ends with ">’ followed by some password characters.

Using message freedom, we recover 3 password characters.
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The APOP attack in practice

Mail User Agents
@ Microsoft Outlook, Apple Mail: No APOP support
o KMail: Attack does not work

@ Thunderbird, Evolution, Mutt, Fetchmail:

Attack works
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The APOP attack in practice

Mail User Agents

@ Microsoft Outlook, Apple Mail: No APOP support
o KMail: Attack does not work
@ Thunderbird, Evolution, Mutt, Fetchmail: Attack works

Attack complexity

@ A few seconds of computations per collision.

@ Need about 100 collisions (200 authentications):
if the client checks mails every minute, 3 hours.

@ Remaining characters can be brute-forced:
5 characters — 2 hours. )
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Application

Mail User Agents
to APOP. @ Microsoft Outlook, Apple Mail: No APOP support

Gaétan

Yo o KMail: Attack does not work

@ Thunderbird, Evolution, Mutt, Fetchmail: Attack works

Attack complexity

@ A few seconds of computations per collision.

@ Need about 100 collisions (200 authentications):
if the client checks mails every minute, 3 hours.

@ Remaining characters can be brute-forced:
The APOP
attack in 5 characters — 2 hours.

Recommendations

@ Mail User Agent: check challenge conformity to RFC.
@ Users: avoid APOP if possible (eg. use CRAM-MDS5).

practice
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Conclusion

@ Wang's attack allows some message freedom.

@ Collision attacks can be used to attack real protocols.

@ Study collision impact against other authentication
protocols.
@ New differential paths could improve the attack:

o Better message difference (ASCII collisions)
o More freedom
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Leurent

<xxxN0¢\#s(244Pp<Hy | 3¢ 78 78 78 d1 d5 e7 5c 88 d8 ba e4
mXArn] =@\ 4UBspiQP: | 6d 58 cO 9f 6e 5d 17 d8 5¢c 34 55 08
Rivmexxs1; iFsc’al | cb ec 22 06 02 78 f4 21 bf ef 46 73
¥1vs6G51492Vixxx@ | dd ec 8a f4 47 1b fb 34 39 be 56 89
UcCoRP=URRET | da 63 43 £2 df 50 ba 05 d9 d6 09 83
AccA$EIMH-: y6GEQU's | c4 94 34 24 bd 4d 48 2d 3a 79 36 c7
-0:Pii"| en?ve5{°p2 | 2d 30 3a de f1 95 7c 65 6e 8c eb 35

iL712P#»1]) > ef 4c b4 ef aa d8 23 bb ec 54 2
The APOP Message M’
et <xxxN0¢\#s(i2&4P<Hy | 3¢ 78 78 78 d1 d5 e7 5c 88 d8 ba e4

mXAvsn]=@\4UBspiQ: | 6d 58 cO 1f 6e 5d 17 d8 5c 34 55 08
Rivmsxx61; 1Fsc§al | c5 ec 22 06 02 78 f4 21 bf ef 46 73
¥ivs8GEi492Virxxx@ | dd ec 8a f4 47 1b fb 34 39 be 56 09
UcCoRPEUOMREY | da 63 43 f2 df 50 ba 05 d9 d6 09 83

A ACAMH_ - vEOEAYTF | 4 04 W4 a4 hd 44" 48 94 Fa 70 W L7
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