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= Local collisions and corresponding probabilities
» Impact of carries on probability
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Basic attack strategy on SHA-1
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Basic attack strategy on SHA-1
Message
Modification
[WYYO05]
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SHA-1 local collision

step i
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SHA-1 local collision

step i
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SHA-1 local collision |

step i
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step i+1

step i+4
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step i+2

step i+5
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Signed bit differences

*We define sign of difference as  w’; = w; — wj

wj, w; €{0,1} w; € {—1,0,+1}

= Signed bit difference is defined as W/ = w2’

4927 qf w; =1 and u;’ —(

"fn.r p— 1 1., — ) K
W, =40 if w; = wy,

—27 qf w; =0 and u;’ —1

. Local collisions and impact of carries
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Differential properties of signed bit differences

= Addition +27 0
_9J 27
4
0 +27
497+l _9j

4 oit2 _9itl _ 91

" fxor
= Flips sign of input difference with p=1/2

= Difference always propagates

. Local collisions and impact of carries
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Probability for local collision — fy4g

| A | B [ G | D | E |

= introduce disturbance
» propagates with p =%
» if =31 (MSB) => p=1

step i

» introduce correction (opposite sign)

step i+1

If1’7¢+1§j_|_5 D UZJ =1 (CWH&)

_ 5

= cancels difference withp =1

= introduce correction

step i+2

= cancels difference with p = %
+ 2 = if =31 => p=1

. Local collisions and impact of carries
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Probability for local collision — fyog
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Ai+6 | Bi+6 | Ci+6 | Di+6 | Ei+6

W'i+3

Wiis

WIi+5

+ 22

+ 22

_ 2j2

= introduce correction

cancels difference with p = %2
if (j-2) mod 32=31 => p=1

introduce correction
cancels difference with p = %
If (]-2) mod 32 = 31 => p=1

introduce correction (opposite sign)

Wiysj2@W; ;=1 (CWiys)

cancels difference withp =1
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Probability for local collision — fy 45

" fyor

= Set signs of corrections

* Then probability depends on bit position |
= Best probability for j=1: 2-2 (probability 1 in step i+3 and i+4)

%ii?tgét;ﬁ?;: probability | set signs of corrections
]=0,2,...,25,27,...,30 24 CW.,,,CW, ..
=31 2 CWi,1,CWiss
=26 2 CWis
=1 2 CWiy

. Local collisions and impact of carries
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Accurate probability computation

» So far we did not allow carry in step |
* Now we look at impact of carries

. Local collisions and impact of carries
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Accurate probability computation — fy o

| A | B [ G | D | E |

» introduce disturbance j=0
= assume carry occurs (p = Ya)

step i

: : = carry in correction required
= fulfill

step i+1

Witi 458 W, ;=1 (CVVHI)

= cancels difference withp =1

’ _|_21 _20’ _|_21 _|_20
21420, 2120

step i+2

= cancels difference with p = ¥4

. Local collisions and impact of carries
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step i+3

step i+4

Accurate probability computation — fy o

|
 (K5)

2

&5

+ , +231-230 +231 +230 ¢ 4 introduce correction

i 2314230 231230 & 4 cancels difference with p = %

»2

step i+5

Ai+6 | Bi+6 | Ci+6 | Di+6 | Ei+6

«h

2

+
= introduce correction
& » cancels difference with p =%
CD—W,. | + 230 (same as in step i+3)
AT 4031 930
s T » introduce correction (opposite sign)
CE— W 230 Wirsj20W, ;=1 (CWiys)
1+5 -

» cancels difference withp =1

. Local collisions and impact of carries
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Accurate probability computation — fy o

= |ocal collision with disturbance in j=0
* Probability without carry

p(fxor,j=0)=2"

= Probability including carry effect

p(fXOR?j = 0) — 24 2—3.6781

» Further improvement possible?

. Local collisions and impact of carries
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Uncorrectable carries

» introduce disturbance j=0
» assume 2 carries occurs (p=1/8)

step i

step i+1

step i+2

- 230

. Local collisions and impact of carries
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Accurate probability computation

» Do analysis for all different bit positions
= Carry impact improves in general probability

272 for 5 =1,
romj) = 42127 for j = 0,
NIXOR,]) =
PAXOR, ] Zf:? 24k forj=2,..., 26
(22740270 L ST oAk for 5 = 27,31

. Local collisions and impact of carries
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Update on complexity for SHA-1 [WYYO05]

» Attack complexity slightly lower (approx. 2.7)

disturbance # local Wang et al. our work
bit position collisions probability
: { j=1 7 214 214
XOR i=0 3 2-12 2-11.03
fyag { =1 5 2-20 2-20
fror 1 j=2,3,4,5,7 5 220 Ze i
total 206 2°64.56

» Assume local collisions are independent

» Computed probabilities were verified by performing
probability measurements

. Local collisions and impact of carries
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Conclusion

= Accurate probability computation of local collisions

* |n case of SHA-1 attack complexity is slightly lower
» Sparse L-characteristic
= Most of disturbances for f,, are in =1

= |f L-characteristic iIs more dense, carry impact is higher
* For instance SHA1-IME [JPO5]

» Looking at probabillities is more accurate than looking at
conditions

. Local collisions and impact of carries 20




