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The Attack of Wang et al.

Sufficient Conditions are 
constructed to generate collisions.

We found message 
modification satisfying 
more conditions

Conds in 1st round Conds from 2nd round

All conds are satisfied 
with probability 1.

Some conds are corrected, 
others are not.
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Our Results
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Idea 1: Message Modification for 
Conditions in 2nd Round.
A: Total num of conds in 2R

Wang et al.[1]

Klima[2]

Ours
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Pr1: Success prob of all corrections

1/2

Success 
prob of 2R
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B: Num of correctable conds in 2R
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Idea 2: Message Modification for 
Quick Repetition

1 2           15 16 17         24 25                           64. . . . . . . . .

Original Restart Point: Step 15

1 2           15 16              24 25                          64. . . . . . . . .

Ours: Step 25

Single 
message 
modification

Multi 
message 
modification

No message modification
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Conclusion

MM for 2nd round
correct 14 conds, but error rate: 1/2

Applicable to other hashs? Yes!!Yes!!

MM for quick repetition
save the complexity of collision search

Applicable to other hashs?           Yes!!Yes!!
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Thank You!!Thank You!!
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