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XOR

Measure	  „global“	  power	  
consumption  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Power	  Side	  Channel	  (PSC)	  and	  Noise

• The	  PUF	  embedding	  device	  has	  other	  parts	  that	  draw	  power	  

• Can	  we	  isolate	  the	  effect	  of	  the	  latches?	  
– Develop	  specialized	  statistical	  technique	  in	  the	  paper: 

Repeat	  measurements,	  analyze	  probability	  distribution

Power	  SC	  info	  we	  want

Power	  trace	  of	  the	  whole	  design
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Timing	  Side-‐Channel	  (TSC)

(1)	  	  M.	  Majzoobi	  et	  al.,	  T-‐IFS	  2011

TSC	  extraction	  schematic	  	  (1)

• Sweep	  clock	  to	  approximate	   
the	  timing	  of	  XOR	  inputs	  

• Toggle	  will	  be	  created	  by	  
changes	  from	  individual	   
Arbiter	  PUFs	  

• Estimate	  the	  number	  of	   
flipping	  XOR	  inputs	  with	  a	   
good	  probability
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measurement	  of	  one	  CRP	  and	  side	  channel	  info	   
takes	  about	  1ms.	  

• Power	  SC:	  	  Requires	  only	  an	  FPGA	  board	  and	  an	  oscilloscope,	  
measurement	  of	  one	  CRP	  and	  side	  channel	  info	   
takes	  about	  1ms.	  

12



Outline

1. Background:	  	  Arbiter	  PUF	  Variants,	    
Pure	  Modeling	  Attacks,	  and	  Their	  Limitations	  

2. Power	  and	  Timing	  Side	  Channels	  on	   
XOR	  Arbiter	  PUFs	  and	  LW	  PUFs	  

3. Combining	  Side	  Channels	  with	  Modeling	  
Attacks	  

4. Our	  Results	  

5. Summary



Are	  the	  Side	  Channels	  Useful	  At	  All?

14



Are	  the	  Side	  Channels	  Useful	  At	  All?

• At	  first	  sight,	  the	  cumulative	  number	  of	  zeros/ones	   
appears	  useless…	  
– No	  straightforward	  relevance	  for	  the	  underlying	   

machine	  learning	  (ML)	  problem…

14



Are	  the	  Side	  Channels	  Useful	  At	  All?

• At	  first	  sight,	  the	  cumulative	  number	  of	  zeros/ones	   
appears	  useless…	  
– No	  straightforward	  relevance	  for	  the	  underlying	   

machine	  learning	  (ML)	  problem…

• It	  requires	  a	  „tailormade“	  ML	  approach	  to	  exploit	  this	  info	  
– Quite	  non-‐trivial…	  
– One	  of	  the	  main	  contributions	  of	  the	  paper	  	  	  
– Summary	  over	  next	  two	  slides	  
– Details:	  	  See	  paper
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Attack	  Results	  on	  Silicon	  CRP	  Data	  (from	  FPGAs)

• Timing	  SC:  

• Power	  SC:

Stronger	  noise	  in	  the	  power	  SC	  for	  large	  bitlengths!
Recall:	  	  8	  XORs	  had	  explicitly	  been	  suggested	  as	  secure… 18
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Asymptotic	  Performance	  Analysis	    
on	  Simulated	  CRP	  Data	  

• Only	  cubic	  runtime	  and	  linear	  no.	  of	  CRPs	  required!	  
– Compare:	  	  Quadratic	  runtime	  complexity	  and	  linear	  no.	  of	  CRPs	    

of	  pure	  modeling	  attacks	  on	  standard	  Arb	  PUFs	  (i.e.,	  without	  XORs)	  
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– The	  first	  direct	  side	  channels	  on	  Strong	  PUFs	   

that	  can	  notably	  increase	  attack	  performance	  (compare	  (1,2,3))

• Enables	  low-‐degree	  polynomial	  attacks	  for	   
LW	  PUFs	  and	  XOR	  Arbiter	  PUFs	  
– These	  were	  considered	  the	  most	  secure	  members	   

of	  the	  Arbiter	  PUF	  family	  prior	  to	  our	  attacks	  	  
– Only	  linear	  no.	  of	  CRPs	  and	  cubic	  runtime	  required
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• Arms	  race	  between	  codemakers	  and	  codebreakers	   
on	  Strong	  PUFs	  continues!	  	  

• Watch	  this	  space,	  there‘s	  more	  to	  come!	  	  ☺
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