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Probabilistic Methodology
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Building Blocks - SBox Constraint Example
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A Conflation: lcr = ol

Building Blocks - XOR Constraint Example
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Building Blocks - XOR Constraint Example
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Constraint Graph for AES (first round
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onstraint Graph for
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or AES (first round

( | Ky, Ko ngsg B .- Ky, K );'221 XT

<500 XOR of 4 - Take I =

Ko, o 14!

X2513 D X279

Pruning by conflated probability

| X23 2 XT3?2




Pruning by conflated probability
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Finding The Key
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Using 2 Power Traces 17
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Results on DPA v4 Data Set
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Questions?

Sources available at
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