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Three Hours of Fun*
Hour 1: Background

1. Fundamentals of SCA using Power Channel

2. Why is it so expensive, let’s make it Cheap

3. Introduction to Capture Hardware

4. Attacking Practical Systems

5. H-Field Probes, Amplifiers, Differential Probes

6. Introducing ChipWhisperer Software

7. Scripting CW-Capture

Hour 2: Practical Examples
1. Initial Attacks: What should you do?1. Initial Attacks: What should you do?

2. Simple Serial Example

3. SmartCard Example

4. CW-Capture & CW-Analyzer Tutorial

5. Advanced Trigger Modes

6. Interfacing to MATLAB

Hour 3: More advanced topics, modifying, hacking
1. Using SASEBO-W as Capture Platform

2. Adding your own modules to CW-Capture

3. Overview of the FPGA Code

4. Questions, Extra Material

*Not guaranteed to be fun



Halifax, Nova Scotia



Thanks to funding providers!
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Back to Basics



Back to Basics



Back to Basics



Back to Basics



Back to Basics

Weight:                2                            1                           0                         

1



Using Power Measurement

Unavailable OutputPlain Text

K
e

y



Input Input Input Input 

PlaintextPlaintextPlaintextPlaintext

HypHypHypHyp. Key = 0. Key = 0. Key = 0. Key = 0 HypHypHypHyp ResultResultResultResult HypHypHypHyp HWHWHWHW

0100 (4) 0000 (0) 0100 (4) 1

0111 (7) 0101 (5) 2

0010 (2) 0000 (0) 0

0001 (1) 0011 (3) 2

0000 (0) 0010 (2) 1

0110 (6) 0100 (4) 1

0101 (5) 0111 (7) 3

Input Input Input Input 

PlaintextPlaintextPlaintextPlaintext

HypHypHypHyp. Key=1. Key=1. Key=1. Key=1 HypHypHypHyp ResultResultResultResult HypHypHypHyp HWHWHWHW

0100 (4) 0001 (1) 0101 (5) 2

0111 (7) 0101 (5) 2

0010 (2) 0000 (0) 0

0001 (1) 0011 (3) 2

Input Input Input Input 

PlaintextPlaintextPlaintextPlaintext

HypHypHypHyp. Key. Key. Key. Key HypHypHypHyp ResultResultResultResult HypHypHypHyp HWHWHWHW

0100 (4) 0010 (2) 0110 (6) 2

0111 (7) 0010 (2) 0101 (5) 20101 (5) 0111 (7) 3
0000 (0) 0010 (2) 1

0110 (6) 0100 (4) 1

0101 (5) 0111 (7) 3

0111 (7) 0010 (2) 0101 (5) 2

0010 (2) 0010 (2) 0000 (0) 0

0001 (1) 0010 (2) 0011 (3) 2

0000 (0) 0010 (2) 0010 (2) 1

0110 (6) 0010 (2) 0100 (4) 1

0101 (5) 0010 (2) 0111 (7) 3



e.g. From “Digital Communications” by Bernard e.g. From “Digital Communications” by Bernard e.g. From “Digital Communications” by Bernard e.g. From “Digital Communications” by Bernard SklarSklarSklarSklar

Original Paper:Original Paper:Original Paper:Original Paper:

North, DO. (1943). "An analysis of the factors which determine 

signal/noise discrimination in pulsed carrier systems"



AES-128



AES-128 Detail

1-Byte of Input (Plaintext)

1-Byte of Key (Subkey)

Substitution-Box (Lookup Table)

Bitwise XOR



Measuring Power



Measuring Power



WHY IS IT SO EXPENSIVE?WHY IS IT SO EXPENSIVE?WHY IS IT SO EXPENSIVE?WHY IS IT SO EXPENSIVE?



Power Trace

Trigger



AuthorAuthorAuthorAuthor WorkWorkWorkWork YearYearYearYear ScopeScopeScopeScope Cost (Used, 2013)Cost (Used, 2013)Cost (Used, 2013)Cost (Used, 2013)

Dario Carluccio Electromagnetic  Side 

Channel Analysis  Embedded 

Crypto Devices

2005 Infiniium

5432D MSO

$8000

Youssef Souissi

et al.

Embedded systems security: 

An evaluation methodology 

2011 Infiniium

54855

$20 000

et al. An evaluation methodology 

against Side Channel Attacks

54855

Dakshi Agrawal

et al.

The EM Side–Channel(s) 2003 100 MHz, 12 

bit

$1000

F.X. Standaert et 

al.

Using subspace-based 

template attacks to compare 

and combine power and 

electromagnetic information 

leakages

2008 1 GHz 

bandwidth

$7500



Target: Atmel AVR Running AES in C (avr-crypto-lib)



Target: Atmel AVR Running AES in C (avr-crypto-lib)





SASEBO-GII Example

PowerPower

Clock





PowerPower

Capture Capture Capture Capture 

Clock Clock Clock Clock 

= = = = 

4x 4x 4x 4x 

DeviceDeviceDeviceDevice







Phase Shift



What if using a regular scope?

• Can hack scope to output sampling time-
base, run D.U.T. from this clock or derived 
from this clock

• Some scopes tell you time between trigger & • Some scopes tell you time between trigger & 
first sample, use this to upsample, shift 
offset, and downsample traces

– Agilent calls this ‘XOffset’ parameter

• Sample at highest possible rate & 
downsample yourself





See “A Case Study of Side-Channel Analysis using Decoupling Capacitor Power 

Measurement with the OpenADC” by Colin O’Flynn & Zhizhang Chen





OpenADC Features (ADC Board)

• 105 MSPS, 10 bits (can be overclocked)

• Low Noise Amplifier (LNA) for adjustable -5 

to +55 dB gain

– ~120 MHz input bandwidth– ~120 MHz input bandwidth

• Transformer input for higher bandwidth 

(500MHz+)

• Clock Input



ChipWhisperer Capture v2



ChipWhisperer Capture v2



Other FPGAs?



Modules available for FPGA
• Base System:

– Cypress EZ-USB FX2 Interface (USB 2.0 high-speed)

– FTDI FT2232H Interface (USB 2.0 high-speed)

– Serial Interface (slow)

– Main registers + register interface

• Clock Generator:
– Phase Adjust

– Clock routing

– Phase-locked 4x generator

– Phase-unlocked variable generator (NOT DONE YET)– Phase-unlocked variable generator (NOT DONE YET)

– Target clock generator

• Triggers:
– Routing Module

– Basic Trigger Module

– I/O Pattern Trigger Module

– Correlation Trigger Module (NOT DONE YET)

• Interfaces
– Serial Interface (8-N-1 fixed baud rate)

– SmartCard Module (basic messages only)

– Universal Serial Interface (BETA)



Base System



Clock Generator

WARNING: Confirm clocks LOCKED before operating…WARNING: Confirm clocks LOCKED before operating…WARNING: Confirm clocks LOCKED before operating…WARNING: Confirm clocks LOCKED before operating…



Using the DCM (Phase Adjust)Using the DCM (Phase Adjust)Using the DCM (Phase Adjust)Using the DCM (Phase Adjust)

• DCM provides a phase locked reference.

• Variably adjust the phase of the signal passing 
through this block to sample at a specific 
moment relative to the external clock edge.

• The DCM block provides a 1x and 4x clock

• Input Input Input Input Range:Range:Range:Range: 5 - 250 MHz (-2 speed grade)

• Output Range (1x output):Output Range (1x output):Output Range (1x output):Output Range (1x output): 5 - 250 MHz



Using Using Using Using CLKGENCLKGENCLKGENCLKGEN

• CLKGEN block provides a clock synthesis, which can 
generate a range of frequencies from either the 
external or system clock. (NB: Not Complete)

• Be warned the CLKGEN block provides no phase no phase no phase no phase 
referencereferencereferencereference between the input and output. referencereferencereferencereference between the input and output. 

• CLKGEN CLKGEN CLKGEN CLKGEN Output:Output:Output:Output: 5-333 MHz (-2 speed grade)

• CLKGEN Input:CLKGEN Input:CLKGEN Input:CLKGEN Input: 0.5 - 333 MHz (-2 speed grade) 



Total Clocking System

Front Panel

PLL

Rear IO

Rear IO



PLL Input



Trigger Routing

Front Panel A

Front Panel B

Target IO 1

Target IO 2

AND

OR

Serial Pattern 

Matching

Target IO 2

Target IO 3

Target IO 4

OR

(selectable)

Level/Edge 

Trigger

Trigger Out



Use of AND/OR



Interfaces



ChipWhisperer Capture Rev2 

Hardware

PSU supports up PSU supports up PSU supports up PSU supports up 

to LX75 Modulesto LX75 Modulesto LX75 Modulesto LX75 Modules

OpenADCOpenADCOpenADCOpenADC

Interface or build Interface or build Interface or build Interface or build 

onto main PCBonto main PCBonto main PCBonto main PCB

Direct clock inputDirect clock inputDirect clock inputDirect clock input

Bidirectional voltage Bidirectional voltage Bidirectional voltage Bidirectional voltage 

translators for translators for translators for translators for 

monitoring/controlling monitoring/controlling monitoring/controlling monitoring/controlling 

DUTDUTDUTDUT

to LX75 Modulesto LX75 Modulesto LX75 Modulesto LX75 Modules

External PLL Chip External PLL Chip External PLL Chip External PLL Chip 

for Clock for Clock for Clock for Clock 

RecoveryRecoveryRecoveryRecovery

+/+/+/+/---- 8V + 3V for 8V + 3V for 8V + 3V for 8V + 3V for 

Differential Probe + Low Differential Probe + Low Differential Probe + Low Differential Probe + Low 

Noise AmplifierNoise AmplifierNoise AmplifierNoise Amplifier

Expansion header for Expansion header for Expansion header for Expansion header for 

glitchingglitchingglitchingglitching + other stuff+ other stuff+ other stuff+ other stuff

Programming interface for Programming interface for Programming interface for Programming interface for 

DUT (only supports DUT (only supports DUT (only supports DUT (only supports 

AVR/XMEGA DUT for now)AVR/XMEGA DUT for now)AVR/XMEGA DUT for now)AVR/XMEGA DUT for now)



WHY HAVE A STANDARD?WHY HAVE A STANDARD?WHY HAVE A STANDARD?WHY HAVE A STANDARD?



• Accessible, Open Hardware

– Easily modifiable for special probes

– Beyond side-channel, can be used for glitch 

attacksattacks

– High Performance

• Accessible, Open Software

– Easy to get new participants quickly “up to 

speed”



ATTACKING PRACTICAL SYSTEMSATTACKING PRACTICAL SYSTEMSATTACKING PRACTICAL SYSTEMSATTACKING PRACTICAL SYSTEMS



Getting the Clock



Varying Clocks

O’Flynn, C. and Chen, Z. Synchronous Sampling and Clock Recovery of Internal Oscillators 

for Side Channel Analysis. Cryptography ePrint Archive Report 2013/294



Varying Clocks

O’Flynn, C. and Chen, Z. Synchronous Sampling and Clock Recovery of Internal Oscillators 

for Side Channel Analysis. Cryptography ePrint Archive Report 2013/294



Internal Oscillators

O’Flynn, C. and Chen, Z. Synchronous Sampling and Clock Recovery of Internal Oscillators 

for Side Channel Analysis. Cryptography ePrint Archive Report 2013/294



Clock Recovery

O’Flynn, C. and Chen, Z. Synchronous Sampling and Clock Recovery of Internal Oscillators 

for Side Channel Analysis. Cryptography ePrint Archive Report 2013/294



Clock Recovery

O’Flynn, C. and Chen, Z. Synchronous Sampling and Clock Recovery of Internal Oscillators 

for Side Channel Analysis. Cryptography ePrint Archive Report 2013/294



Clock Recovery

O’Flynn, C. and Chen, Z. Synchronous Sampling and Clock Recovery of Internal Oscillators 

for Side Channel Analysis. Cryptography ePrint Archive Report 2013/294



Clock Recovery



Trigger Timing



Does Sample Rate = Clock Rate?

• Makes life easier… but

– A single point may be enough (especially for 

hardware crypto)







Length of Semi-Rigid cable with SMA Connectors ($3 surplus) can 

be turned into a simple magnetic loop:be turned into a simple magnetic loop:



Wrap entire thing in non-conductive tape (here 

I used self-fusing + polyimide) to avoid 

shorting out anything: 



Additional References

http://www.compliance-club.com/archive/old_archive/030718.htm



Additional References

http://www.cosic.esat.kuleuven.be/publications/thesis-182.pdf

ElkeElkeElkeElke De De De De MulderMulderMulderMulder: Electromagnetic Electromagnetic Electromagnetic Electromagnetic Techniques and Techniques and Techniques and Techniques and Probes for Probes for Probes for Probes for SideSideSideSide----

Channel Channel Channel Channel Analysis on Analysis on Analysis on Analysis on Cryptographic Cryptographic Cryptographic Cryptographic DevicesDevicesDevicesDevices





Low Noise Amplifier

Assuming we are making a probe, there is no need to purchase the expensive pre-

amplifier offered by that manufacture. Here is a 20 dB amplifier for $90, it was 

shown being used in another photo. 



Low Noise Amplifier



Even Cheaper…

~ 

$0.60





Pre-Amplifier



Pre-Amplifier



20 dB = 100x gain20 dB = 100x gain

(~80 – 400+ MHz)



16 dB = 40x gain

(0.1 – 10 MHz)





Differential Probe

From “Side Channel Side Channel Side Channel Side Channel 

Analysis of AVR XMEGA Analysis of AVR XMEGA Analysis of AVR XMEGA Analysis of AVR XMEGA 

Crypto Crypto Crypto Crypto Engine” Engine” Engine” Engine” by Ilya

Kizhvatov



V = I R

i.e. say signature was 0.2 mA, 

shunt was 75 ohmsshunt was 75 ohms

0.0002 x 75 = 0.015 = 15 mV

80



81







This chip is < $5 in single-unit 

quantities! Add a voltage supply & 

a few resistors/capacitors and 

you’ve got a pretty good probe. 

84







Brief Notes

• The AD8129 must have supply voltages with 

at least about 1.3V of headroom.

• –VS can be connected to ground (using 

jumper), and you only need to supply a single jumper), and you only need to supply a single 

positive voltage.

– COULD NOT use this on a shunt in the ground 

path, since the lowest common mode voltage it 

could measure is around 1.3V. 

– ChipWhisperer provides +/-8V Rails



Brief Notes

• Adjust resistor R3. If you start with the resistor at one 
extreme, you will see the output start at some fixed 
limited voltage. This is the op-amp trying to drive the 
output beyond what it is capable of. Typically this will be 
either around 1V or VCC-1V (e.g.: if powering from 5V, 
you’ll see around 4V at the output).  You want to adjust 
resistor R3 until the output is half-way between the two 
you’ll see around 4V at the output).  You want to adjust 
resistor R3 until the output is half-way between the two 
voltage supplies of the differential amplifier chip.
– If +VS is 5V and –VS is 0V (GND), this means you want the 

output to be around 2.5V

– If +VS is 7V and –VS is 0V (GND), this means you want the 
output to be around 3.5V

– If +VS is 5V and –VS is -2V, this means you want the output to 
be around 1.5V



DECOUPLING CAPACITOR DECOUPLING CAPACITOR DECOUPLING CAPACITOR DECOUPLING CAPACITOR 

MEASUREMENTMEASUREMENTMEASUREMENTMEASUREMENT





Decoupling Capacitor Measurement

0402 Capacitor on SASEBO-GII



Decoupling Capacitor Measurement



Decoupling Capacitor Measurement



INTRODUCING INTRODUCING INTRODUCING INTRODUCING CHIPWHISPERERCHIPWHISPERERCHIPWHISPERERCHIPWHISPERER



www.ChipWhisperer.com

• GIT Repository for tools shown here

• GIT Repository for hardware designs

• Mailing List for discussion

• Wiki for Documentation

• Tools Licensed via GPL-V3 (aggressively enforced)(aggressively enforced)(aggressively enforced)(aggressively enforced)



Design “Principles”

• Avoids forcing users into a corner

– Can run tools from a script (no need to use GUI)

– Can export data to MATLAB or anything else (no 

need to use my format)need to use my format)

– Supports various other hardware



Why Python?

• Easy to understand/modify

• Good scientific libraries (scipy/numpy)

• Cross-Platform (Linux/Mac/Windows)

• Simple GUI programming• Simple GUI programming

• Scriptable & Can use Interpreter

– Will demonstrate how useful for debugging

• Good support for interfacing to other languages

– Write high-performance code in C, send data to 
MATLAB, etc



CW-Capture v2 Features



CW-Capture v2 Features

• Supported Scopes:

– OpenADC via SASEBO-W ($$$)

– ChipWhisperer Rev2 Capture HW ($$$)

– Avnet LX9 Microboard ($)– Avnet LX9 Microboard ($)

• Supported Targets:

– PC/SC SmartCard Readers

– System Serial Port

– ChipWhisperer-specific extensions (incl. SASEBO-W)

– SASEBO-GII Board



CW-Analyzer V2 Features

Plot saved traces including performing averaging, FFTsPlot saved traces including performing averaging, FFTsPlot saved traces including performing averaging, FFTsPlot saved traces including performing averaging, FFTs



CW-Analyzer V2 Features

Run attack(s), plot outputs in different formats. Include/exclude bytes in plot. Run attack(s), plot outputs in different formats. Include/exclude bytes in plot. Run attack(s), plot outputs in different formats. Include/exclude bytes in plot. Run attack(s), plot outputs in different formats. Include/exclude bytes in plot. 

Narrow down on areas of interest, transfer that back to capture for more Narrow down on areas of interest, transfer that back to capture for more Narrow down on areas of interest, transfer that back to capture for more Narrow down on areas of interest, transfer that back to capture for more 

efficiency.efficiency.efficiency.efficiency.



CW-Analyzer V2 Features

Tabular results display.Tabular results display.Tabular results display.Tabular results display.



ChipWhispererAnalyzer v2 Software

• Supported Scopes:

– OpenADC via SASEBO-W ($$$)

– ChipWhisperer Rev2 Capture HW ($$$)

– Avnet LX9 Microboard ($)– Avnet LX9 Microboard ($)

• Supported Targets:

– PC/SC SmartCard Readers

– System Serial Port

– ChipWhisperer-specific extensions (incl. SASEBO-W)

– SASEBO-GII Board





GUI Features



GUI Features

• Access/change ANYTHING in running program!

• Load new/experimental modules without proper 

interface



GUI Features

• Keeps a record of your clicks, used in scripting



GUI Features

• Random output goes here (or to command line)



Waveform Display Toolbar

Persistence Mode

Setup Colours Clear Display

Lock X Axis

Lock Y Axis

Autoscale X Axis

Autoscale Y Axis

Reset Y Axis to Default



Waveform Display Toolbar

Persistence Mode

Setup Colours Clear Display

Lock X Axis

Lock Y Axis

Autoscale X Axis

Autoscale Y Axis

Reset Y Axis to Default



Using Average Mode

1. In Colour Menu, Disable auto-increment, set 

colour to something bland (like yellow)

2. Set Persistence Mode On



Using Average Mode

3.  Right click, enable ‘Average’



Using Average Mode
4.  Plot a bunch of things.



Using Frequency Display Mode

1. Setup display/amplifier as normal, be sure 

not to have clipping in waveform

2. Set appropriate capture length (ideally 

some power of two: 4096, 16384, some some power of two: 4096, 16384, some 

other multiple)

3. Enable FFT:



Using Frequency Display Mode



SCRIPTING CWSCRIPTING CWSCRIPTING CWSCRIPTING CW----CAPTURECAPTURECAPTURECAPTURE



Why Script?

• Clicking is boring, error-prone

• Drive CW-Capture from other software

• Easy method of exchanging settings





Important Notes/Restrictions

• Only displays things done in the Parameter 

tabs

• Other functions (e.g. connecting) require use 

of Python APIof Python API



How the Script Works

• Writing a Python program which calls the 

ChipWhisperer-Capture API

• Special interface to setting parameters • Special interface to setting parameters 

(emulates what you do with mouse)



#Make the application

app = cwc.makeApplication()

#If you DO NOT want to overwrite/use settings from the GUI version 

including

#the recent files list, uncomment the following:

#app.setApplicationName("Capture V2 Scripted")

#Get main module

capture = cwc.ChipWhispererCapture()

#Show window - even if not used#Show window - even if not used

capture.show()

#NB: Must call processEvents since we aren't using proper event loop

pe()

#Call user-specific commands 

usercommands = userScript(capture)

usercommands.run()

app.exec_()

sys.exit()



def run(self):

cap = self.capture

#User commands here

print "***** Starting User Script *****"

cap.setParameter(['Generic Settings', 'Scope Module', 'ChipWhisperer/OpenADC'])

cap.setParameter(['Generic Settings', 'Target Module', 'Simple Serial'])

cap.setParameter(['Generic Settings', 'Trace Format', 'ChipWhisperer/Native'])

cap.setParameter(['Target Connection', 'connection', 'ChipWhisperer'])

#Load FW (must be configured in GUI first)

cap.FWLoaderGo()cap.FWLoaderGo()

#NOTE: You MUST add this call to pe() to process events

pe()



cap.doConDis() 

pe()

#Example of using a list to set parameters. Slightly easier to copy/paste in this format

lstexample = [['CW Extra', 'CW Extra Settings', 'Trigger Pins', 'Front Panel A', False],

['CW Extra', 'CW Extra Settings', 'Trigger Pins', 'Target IO4 (Trigger 

Line)', True],

['CW Extra', 'CW Extra Settings', 'Clock Source', 'Target IO-IN'],

['OpenADC', 'Clock Setup', 'ADC Clock', 'Source', 'EXTCLK x4 via DCM'],

['OpenADC', 'Trigger Setup', 'Total Samples', 3000],

['OpenADC', 'Trigger Setup', 'Offset', 1500],

['OpenADC', 'Gain Setting', 'Setting', 45],['OpenADC', 'Gain Setting', 'Setting', 45],

['OpenADC', 'Trigger Setup', 'Mode', 'rising edge'],

#Final step: make DCMs relock in case they are lost

['OpenADC', 'Clock Setup', 'Relock DCMs', None],

]

#Download all hardware setup parameters

for cmd in lstexample: cap.setParameter(cmd)

#Let's only do a few traces

cap.setParameter(['Generic Settings', 'Acquisition Settings', 'Number of Traces', 75])



TARGET PRACTICETARGET PRACTICETARGET PRACTICETARGET PRACTICE





========



Original Process Size

Original AVR (~1998) = 0.8um

Mega8 (~2000) = 0.5um

Mega163 (~2000) = 0.5um

Mega128 (~2002) = 0.35um (first 5v 0.35um)Mega128 (~2002) = 0.35um (first 5v 0.35um)

Mega48P (~2007) = 0.35um

Mega48PAAAA (~2011)= 0.18um / 0.12um

(A indicates newer process)

http://zeptobars.ru/en/read/how-to-open-microchip-asic-what-inside



Comparison of Power Signatures

Red = AtMega8, Manufactured 2012, Week 51

Yellow = AtMega48A, Manufactured 2011, Week 31

Green = AtMega328P, Manufactured 2013, Week 10



Comparison of Power Signatures

Red = AtMega8, Manufactured 2012, Week 51

Yellow = AtMega48A, Manufactured 2011, Week 31

Green = AtMega328P, Manufactured 2013, Week 10



Other Interesting Devices

XMega



Building a Simple System







Clock Buffer Note



Special Notes - XTAL

• May get away without buffer… but probably need a buffer chip (any fast 

CMOS buffer IC should work)

• Better to use later chips (AtMega48/168/328) with explicit clock outputs

• For real systems WILL need to buffer clock, very easy to stop crystal oscillator

• Keep add-on buffer physically close, minimize extra capacitive loading

• Figure out which side of XTAL is connected to ‘output’



Special Notes – AVCC vs VCC







6-pin DIP Header



6-pin DIP Header



6-pin DIP Header







2.2uF Ceramic Capacitor

+680uF Electrolyctic+680uF Electrolyctic

+100 ohm series resistor





Persistence Mode in Scope

Adjust gain, trigger, phase 

(don’t forget!!), etc to get 

reliable signal

Set fixed plaintext on “General Settings” tab



Problems with Synchronous 

Sampling

• Cannot intuitively ‘see’ noise like with normal 

scope

– Consider using normal scope for initial setup if 

availableavailable

– Validation of noise-free environment is CRITICAL 

with synchronous sampling



Clock OptionsClock OptionsClock OptionsClock Options

XMegaXMegaXMegaXMega

SmartCardSmartCardSmartCardSmartCard

6666----pin Headerspin Headerspin Headerspin Headers

Low Noise Amplifiers (on Low Noise Amplifiers (on Low Noise Amplifiers (on Low Noise Amplifiers (on 

reverse side)reverse side)reverse side)reverse side)



Multi-Target Victim Features

• Supports AVR, Xmega, SmartCard targets

• Supports AVR/XMega programmer built into 
ChipWhisperer Rev2 (including 
MegaCard/FunCard SmartCards)MegaCard/FunCard SmartCards)

• Supports external SmartCard reader in pass-
through or modify mode

• LNA on-board for using H-Field probe



SIMPLE SERIAL SIMPLE SERIAL SIMPLE SERIAL SIMPLE SERIAL –––– EXAMPLE EXAMPLE EXAMPLE EXAMPLE 

CAPTURECAPTURECAPTURECAPTURE



SimpleSerial Protocol



SimpleSerial Protocol

Set key:

k00112233445566778899AABBCCDDEEFF\n

Encrypt with software AES:

p00112233445566778899AABBCCDDEEFF\n

Encrypt with hardware AES (Xmega target only):Encrypt with hardware AES (Xmega target only):

h00112233445566778899AABBCCDDEEFF\n

Encryption Response:

r00112233445566778899AABBCCDDEEFF\n

Serial Port = 38400, 8N1



Building the Hardware



Using Multi-Target Board



Building the Firmware

1. Get WinAVR on Windows, AVR Toolchain on 

Linux

2. Checkout GIT Repository

3. Copy avr-crypto-lib into appropriate place3. Copy avr-crypto-lib into appropriate place

4. Run ‘make MCU=atmega328p’ at 

chipwhisperer\hardware\victims
\firmware\avr-serial



Building the Firmware



Selection of Crypto in Use

1. Edit ‘Makefile’ to select Crypto module

1. NB: Crypto libs NOT included in distribution yet



Selection of Crypto in Use

avr-crypto-lib in C Straightforward C avr-crypto-lib in ASM



Programming the Target



Validating



Capturing Waveform - Normal



Capturing Waveform - Frequency



Capturing Waveform – Diff Probe





Shunt to Shunt to Shunt to Shunt to 

measure measure measure measure 

currentcurrentcurrentcurrent

Clock, Sync, Clock, Sync, Clock, Sync, Clock, Sync, etcetcetcetc

165



166



167



168



169



SMARTCARD SMARTCARD SMARTCARD SMARTCARD –––– EXAMPLE EXAMPLE EXAMPLE EXAMPLE 

CAPTURECAPTURECAPTURECAPTURE



SmartCard Example Capture

• Note: DCM input frequency should be >= 5MHz

– SmartCard clock = 3.58 MHz

– DCM Lock may fail (especially on CW-Rev2 due to 

clock routing making matters worse, works on clock routing making matters worse, works on 

SASEBO-W)

– Instead use 7.37 MHz clock, change baud to 19763

– …Or use “EXTCLK Direct”, although some bug with 

external trigger (works OK with advanced trigger)





SMARTCARD SMARTCARD SMARTCARD SMARTCARD –––– ADVANCED IO ADVANCED IO ADVANCED IO ADVANCED IO 

TRIGGERTRIGGERTRIGGERTRIGGER







SMARTCARD SMARTCARD SMARTCARD SMARTCARD –––– FEED THRUFEED THRUFEED THRUFEED THRU



177



178



Feedthru Features/Notes

• Be VERY CAREFUL VERY CAREFUL VERY CAREFUL VERY CAREFUL not to bridge 5V from 

Scard onto 3.3V rail (IO translation willwillwillwill work 

at 5V)

• Option to insert FPGA into data-line for data • Option to insert FPGA into data-line for data 

modification attacks

• Power Signature, Clocks, brought into CW-

Rev2



Feedthru Features/Notes

• Be VERY CAREFUL VERY CAREFUL VERY CAREFUL VERY CAREFUL not to bridge 5V from 

Scard onto 3.3V rail (IO translation will work 

at 5V)



CWCWCWCW----CAPTURE & CWCAPTURE & CWCAPTURE & CWCAPTURE & CW----ANALYZER ANALYZER ANALYZER ANALYZER 

TUTORIALTUTORIALTUTORIALTUTORIAL



ADVANCED IO TRIGGERADVANCED IO TRIGGERADVANCED IO TRIGGERADVANCED IO TRIGGER



Advanced IO Trigger









SELECTING HARDWARESELECTING HARDWARESELECTING HARDWARESELECTING HARDWARE



Which Hardware to Use?

• Avnet LX9 is Cheapeast

• CW-Rev2 Hardware currently used by me

• Other Options available too



GETTING THE CWGETTING THE CWGETTING THE CWGETTING THE CW----REV2 REV2 REV2 REV2 

HARDWAREHARDWAREHARDWAREHARDWARE



CW-Rev2 Assembling

• Most Cheap:

– Get PCBs. Buy some parts, get free samples for some. 
Buy ZTEX.de module ($200). Assemble.

• Less Cheap, More Legitimate:

– Get PCBs. Buy parts (~$170) + Buy ZTEX.de module – Get PCBs. Buy parts (~$170) + Buy ZTEX.de module 
($200). Assemble.

• Easier Assembly:

– Get PCBs. Buy Parts (~$130) + Buy OpenADC ($140) + 
Buy ZTEX.de Module ($200). Assemble.

• Easiest:

– Buy complete kit (~$1100, not actually available at all)





How to Build?

• Step 1: Carefully mount resistors

192



How to Build?

• Step 2: Mount everything else

193



SASEBOSASEBOSASEBOSASEBO----W BOARDW BOARDW BOARDW BOARD



OpenADC



Hardware Issues



Loading the FPGA: Method #1



Loading the FPGA: Method #1

• Load bitstream WITH SPI Flash programming WITH SPI Flash programming WITH SPI Flash programming WITH SPI Flash programming 

interface into FPGA (default does not), fairly 

slow

• Program SPI Flash through faster interface• Program SPI Flash through faster interface



Loading the FPGA: Method #2

http://newae.com/tiki-index.php?page=SASEBOW



Loading the FPGA: Method #3



Other Notes

http://www.digikey.com/product-detail/en/WM093RC,BK/SRW093-RCB-ND/2286068



Modify OpenADC for 2.5V Operation





AVNET LX9 AVNET LX9 AVNET LX9 AVNET LX9 MICROBOARDMICROBOARDMICROBOARDMICROBOARD



LX9 Microboard

Advantages:

• Cheap

• Small

Disadvantages:Disadvantages:

• Very slow capture

• Smaller FPGA, fits less features

• Limited IO (two IO lines… usually one clock, 
one trigger)



LX9 Microboard



ADDING MODULES TO FPGAADDING MODULES TO FPGAADDING MODULES TO FPGAADDING MODULES TO FPGA



Basic Instructions

• Provide standard register-based Interface
module reg_triggerio(

input reset_i,

input clk,

input [5:0]    reg_address,  // Address of register

input [15:0]   reg_bytecnt,  // Current byte count

input [7:0]    reg_datai,    // Data to writeinput [7:0]    reg_datai,    // Data to write

output [7:0]   reg_datao,    // Data to read

input [15:0]   reg_size,     // Total size being read/write

input reg_read,     // Read flag

input reg_write,    // Write flag

input reg_addrvalid,// Address valid flag

output reg_stream,

input [5:0]    reg_hypaddress,

output [15:0]  reg_hyplen,

input io_line,

output reg trig_out

);



Basic Instructions

• Define Address(es) used by your module

• Define size of registers at those addresses

– Each register can be from 1-32768 bytes long

– Address space only 6 bits, so don’t waste – Address space only 6 bits, so don’t waste 

addresses!



Basic Instructions

• Use scripting/python console to help debug 

issues

sc = cap.scope.qtadc.scsc = cap.scope.qtadc.sc

#Read 4 bytes from address 0x34

stat = sc.sendMessage(CODE_READ, 0x34, 

Validate=False, maxResp=4)



ADDING SOFTWARE MODULESADDING SOFTWARE MODULESADDING SOFTWARE MODULESADDING SOFTWARE MODULES



Adding Targets



Adding Scopes



Adding Attacks



Adding Preprocessing



FUTURE DIRECTIONSFUTURE DIRECTIONSFUTURE DIRECTIONSFUTURE DIRECTIONS



Short Term

• Documentation

• Adding new FPGA Modules

– Correlation/Matching trigger

• Fixing/Adding Software Features• Fixing/Adding Software Features

– Working Project Files



Medium Term

• Glitching Support

• PLL for Clock Recovery



Longer Term

• Redesigned capture HW for higher 

bandwidth

• API to use capture HW from other Software



Questions?

Colin Colin Colin Colin O’FlynnO’FlynnO’FlynnO’Flynn

coflynn@newae.comcoflynn@newae.comcoflynn@newae.comcoflynn@newae.comcoflynn@newae.comcoflynn@newae.comcoflynn@newae.comcoflynn@newae.com

My Site: NewAE.comMy Site: NewAE.comMy Site: NewAE.comMy Site: NewAE.com

This Project: ChipWhisperer.comThis Project: ChipWhisperer.comThis Project: ChipWhisperer.comThis Project: ChipWhisperer.com


