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Basic PUF properties: PUF A
, oo o 1o FE
Uniqueness:
PUF B

Equivalent responses from distinct
PUF instances are sufficiently mm
different HD(A; B) = large

(Un)reliability:

Equivalent responses from one PUF A:enroll

single PUF instance are sufficiently o Yo o 4o FiF

alike (up to a few errors) PUF A:reconstruct
Both properties have an equally o 1Y o Y o FYE
Important impact on the PUFs HD(A:enroll; A:reconstruct) = small

usability and efficiency
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PUF Response

Error model in use until now:

* single fixed error rate p,

e every cell equally likely to
produce an error on every
evaluation

( = binary symmetric channel )

Problem:

Does not realistically/accurately
describe actual PUF reliability
behavior...

this becomes apparent when we
evaluate the same PUF response
many times...
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New Model: Approach = Hidden Variable Model

i ) Fit observable
Response bit: (j) E .

: : . Xperimental -j ST
(evaluation j of cell 1) Tz P data dlStrlb:tlonS
on data

-------------------------------- Calculate
Cell error-probability: De.i
(= Pr (R £rgmot)) 65 Use model to

Observable ,
Cell error-count: (n) -:’ derive observable
( = #errors in n eval’s) Se,i distributions

-------------------------------- Model !
:’rocess varlable: ) m’i i
causes unigueness Hidden

(or latent)
variables

variables

Assume

E‘ underlying hidden

distributions

e e )

Noise variable: (.7)
(causes unreliability) )



New Model: Distribution Derivation
N e

Model relation: A
o _Josifmi+n? <t
! l,ifmi—l—ngj)>t.

Hidden distribution assumptions:
M ~ N(um,oir)

Nz' ~ N(O, O‘}’zv)

Pe,i ot Pr (Rz + rfnroll)

Cell error-probability distribution:

o~ (z)
cdfp, (z) =\ / D (—u)-(e(AMu+ A2) + ¢ (Au— A2)) du
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Distribution of cells

Cell error-count distribution: pmfg(n
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Cell error-count in 60 evaluations

/ fbmo 33 n ’Lt) pdfp (?L) du

Experimental data:

from UNIQUE project
[Katzenbeisser et al., CHES-2012]

PUF type mSE of )\1 )\2
<= SRAM 459 012 0.02
Buskeeper 5.8¢-10 0.09 0.03
DFF 1.28-9 0.08 0.04
Arbiter 1.82-9 0.07 0.05




Error behavior ahfiredeippartainee {AREE)

40 evaluations @ 85°C w.r.t. enrollment @ 25°C  Histogram of error-counts over cells
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New Model + Temperature: Distribution Derivation
di (T _Tref)

Model relation:

A9 (1) = 0, if m; +ny +d; - T < t,
' l,ifmi+n§3)+di-T>t.

Hidden distribution assumption:
D ~ N(0,0%)

Pei(T: Trey) = Pr (Ri(T) # "N ()

Cell error-probability distribution:
MO 2T
AT s

cdfp, (1.1, () =

A

[_J:O [dﬁ(_u)w (9%) + @)y (9%)] c@(Au+ Ag) dudv
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Distribution of cells
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Fit for SRAM PUF (from UNIQUE):
. over range T = [-40°C...+85°C]
e  optimal fit for @ =45.0
(independent of T)
. average MISE = 1.6%-6
(over full T-range)

0 10 20 30 40

Cell error-count in 40 evaluations (T=-40°C w.r.t. T, ~=25°C)
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Cell error-probability (T=-40°C w.r.t. T ~=25°C)

Majority of errors in a PUF response are caused by a small minority of cells
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Fuzzy Extractor System: (spec.: 128-bit entropy with > 1-107° reliability)

1060-bit PUF 128-bit entropy
response FE-1: FE-2: for key
(5,1,t=2) > (212, 128, t = 11) :>
repetition code BCH code

Old model: (for every key generator)

pe = 77% > 1 - Fbino(z, 5, 77%) —_—> 1 - Fbln0(11’ 212, 04%)
= 0.4% - 158_10 = pfa”
New model: (for one particular key generator)
Pe = (Pets -+ Pe,1060)»
with Pei ~ CdfPe(T;Tmf) 1- FPB(2' 5, pe) > 1- FPB(lll 212, pe,int)

(4 =0.12, 2, = 0.02,0 = 45.0) = Pejint = Prail

Fog = Poisson-Binomial distribution:
when trials are independent but no longer identically distributed

e e -



INTRINSIC I ——

New model for any key generator: random key failure distribution!
Hard to evaluate analytically > Monte-Carlo simulation over 50M key generators
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n error-probability
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Cumulative distribution of key generators

ZZzzzzzzlzzzzzzzzzzzzizzzziz3d EE%E Key failure
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Main Conclusions

* New PUF reliability model is realistic, generic and very accurate:
* Hidden variable model makes cell-specific behavior explicit
* Yields analytic expressions for error-probability distributions

* Can be fit very accurately on experimental observations, including
temperature dependent behavior

* Applicable to most Silicon PUF types, both memory- and delay-based

* Allows to study full PUF reliability behavior
* As opposed to only average-case behavior in old model

* Shows very skewed distributions:
“large majority of PUF errors are caused by small minority of PUF cells”

* Enables Monte-Carlo simulations to study effect on PUF-based
applications, e.g. key generators

e e h



INTRINSICID

Secure your digital life™

Thank you!

Any questions?
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