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Outline	

• What	  is	  Template-‐TASCA?	  

• How	  do	  you	  use	  it?	  



Review:	  solvers	  and	  op>mizers	
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Cryptanalysis	  using	  solvers	

• Modern	  crypto	  is	  strong	  enough	  to	  withstand	  
Algebraic	  Cryptanalysis	  using	  solvers	  [MM00]	  	  

•  If	  we	  add	  side-‐channel	  informa>on	  the	  key	  can	  
be	  recovered	  quickly	  and	  efficiently	  [RS09]	  

•  Physical	  limita>ons	  of	  the	  aOack	  setup	  
introduce	  errors	  which	  can	  be	  overcome	  by	  
replacing	  solvers	  with	  op>mizers	  [OKPW10]	
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Our	  contribu>ons	

• We	  extend	  ASCA	  from	  a	  priori	  (HW)	  leakage	  
model	  towards	  any	  profiled	  model	  	  

•  The	  resul>ng	  aOack	  methodology,	  called	  
Template-‐TASCA	  (alt.	  Template-‐Set-‐ASCA),	  
combines	  the	  low	  data	  complexity	  of	  
algebraic	  aOacks	  and	  the	  versaBlity	  of	  
template	  aOacks	  

•  Our	  results	  apply	  both	  to	  solvers	  and	  to	  
opBmizers	



Versa>lity	  of	  Template-‐TASCA	
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Versa>lity	  of	  Template-‐TASCA	

7	

Secret	  Key	Hamming	  
weights	  

Aposteriori	  
probability	  
vectors	  Template	  

Decoder	

Solver/	  
Op>mizer	

Power	  Trace	 EM	  Trace	 Whatever	



Two	  cases	  of	  successful	  key	  recovery	

uC	  ungrouped	 uC	  grouped	  by	  HW	

ASIC	  ungrouped	 ASIC	  grouped	  by	  HW	



Solvers	  and	  Op>mizers	

•  Solvers	  are	  fast,	  op>mizers	  are	  versa>le	  
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Solvers	  and	  Op>mizers	

•  Solvers	  cannot	  operate	  over	  the	  en>re	  
solu>on	  space	  (need	  addi>onal	  heuris>cs)	  
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Shopping	  list	

•  Device	  under	  test	  (DUT)	  
•  Template	  decoder	  

•  Op>mizer	  (or	  solver)	  

•  Cipher	  equa>ons	  
•  Leak	  equa>ons	  



Start	  like	  template…	

•  In	  offline	  phase,	  create	  template	  decoders	  for	  
many	  intermediate	  states	  

•  In	  online	  phase,	  apply	  decoders	  to	  power	  
trace,	  obtaining	  mulBple	  aposteriori	  
probability	  vectors	  	  



…	  end	  like	  TASCA	

•  Pass	  probability	  vectors,	  together	  with	  device	  
descrip>on,	  to	  opBmizer	  or	  solver	  

•  The	  output	  will	  be	  the	  state	  (and	  key)	  which	  
opBmally	  matches	  the	  probabili>es	  of	  all	  the	  
intermediate	  values:	



Summary	

• Using	  Template-‐TASCA	  and	  Template-‐
Set-‐ASCA,	  crypto	  devices	  can	  be	  
aOacked	  with	  very	  low	  data	  complexity	  
• Any	  leak	  can	  be	  used,	  as	  long	  as	  a	  “soF	  
decoder”	  exists	  for	  it	  
• This	  is	  theore>cally	  a	  very	  strong	  aOack	  
–	  can	  it	  have	  impact	  on	  real	  world	  
devices?	  
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Thank	  you!	

hOp://iss.oy.ne.ro/Template-‐TASCA	  
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The	  Informa>on-‐Robustness	  
Tradeoff	
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The	  Harsh	  Reality	  of	  Power	  Analysis	

•  The	  side	  channel	  traces	  have	  errors	  
•  Equa>on	  set	  with	  errors	  causes	  unsaBsfiability	  
•  Compensa>ng	  for	  errors	  causes	  intractability	  
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Decoder	  does	  not	  have	  to	  be	  very	  
good!	

•  In	  our	  experiment:	  
– Ensemble	  of	  100	  decoders	  for	  
intermediate	  bytes	  

– Average	  rank	  of	  correct	  byte	  in	  
decoder	  output:	  14/256	  

– Worst-‐case	  rank	  of	  correct	  byte:	  
90/256	  

– Success	  rate:	  100%	  
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