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Key is incorrect !

Abort, Retry, Fail ?

Da




Side-Channel Cryptanalysis

Let's try again

Output another key, or two, or 232 |

Wait. . . how do we choose them ?

I
]

4/ 9



Side-Channel Cryptanalysis

Let's try again

Output another key, or two, or 232 |

Wait. . . how do we choose them ?

1

4/ 9



Side-Channel Cryptanalysis

Let's try again

Output another key, or two, or 232 |

Wait. . . how do we choose them ?

gx[—]xgx-x-x cee %
I N e

I
]

4/ 9



Side-Channel Cryptanalysis

Let's try again

Output another key, or two, or 232 |

Wait. . . how do we choose them ?

4/ 9



Side-Channel Cryptanalysis

Random sampling: EUROCRYPT '91
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Sampling overhead

#Trials 216 220 224 228 232 236 240
Sampling 0.04s 0.31s 10.1s 160s 2560s 11h 182h
Enumeration 0.03s 0.55s 9.2s 163s 3130s 12h 221h
405kB | 2.7MB | 20MB | 225MB | 1.8GB 10GB | 70GB

Overhead Memory
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20 28 216 924 932 key rank
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Success rate: optimal enumeration
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If at first you don't succeed ...

http://eprint.iacr.org/2012/777
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