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Outline
 How did we start it?
 Implementation
 Finding Leakages
 A new AttackA new Attack
 Conclusions
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What is the story?
 It comes from a project

– 1st order resistant lightw
AES for FPGA/ASIC

 Looking into the literaturesg
– smallest masked AES S‐

 Implementation Implementation
– Attacks

• HD/HW models did not 
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weight implementation of 

s
‐box by Canright and Batina

work (as expected)
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1st Order Leakage of Mas
 Usually cannot be exploite
 Zero‐Value model sometim
 Toggle‐Count Model
 of course, MIAof course, MIA
 We all know why → glitche
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sking in Hardware
d by HD/HW models

mes works
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An Overview of the Arch
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hitecture
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More Evaluation
 Zero‐Value Attack worked v

 more concentration of the 
hierarchy levels avoiding ahierarchy levels, avoiding a
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very well (10K traces)

masked S‐box, keeping the 
any optimization (1M traces)any optimization,…(1M traces)
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More Evaluation?
 Templates? (without know

– First, averaging based o
• 256 mean traces for eac
• Variance over mean trac

• Something depends on p
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wing the key?)
on plaintext bytes
h plaintext byte
ces (each plaintext byte separately)

plaintext bytes
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Designing an Attack
 Supposing knowing a key byte,

corresponding plaintext byte

 For another plaintext byte (unk

 How are these mean traces rel
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known key), we get mean traces

ated to each other?
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Designing an Attack
 The mean traces for the unk

generated for each key byte 
 The correct key byte can be f

traces at each time instance
l h l h– Correlation helps here!

• Correlation of two sets of m
(is almost 1 for right key (du(is almost 1 for right key (du
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nown key bytes can be 
hypothesis
found comparing the mean 

mean traces based on key hypothesis 
ue to equal power consumption))ue to equal power consumption))
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Extending the Attack
 If the first key byte (for the

known, what we recover is t
k b k k btwo key bytes: k1+k2 , beca

– Linear correlation attac
possible collisions!

 Number of required traces
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e first mean traces) is not 
the linear difference between 

f dd dk f AESause of addroundkey of AES
ck on AES but using all 

s?
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Comparisons?
d 2nd order attack (zero‐offse

 MIA ~ 200K t i MIA, ~ 200K traces require
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et 2DPA), 8M traces required

ded
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Why does it work?
 There is one instance of S‐b

– The power consumption c
instance of the S‐box is us

– Power consumption of an
compared to itself in diffe

 What does happen for larg
– The same netlist for the S
placement and routing, b

• Small differences on power
different instances of the S‐

Th i t f th– The same instances of the
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box in an 8‐bit architecture
characteristics of the same 
sed in mean traces
n instance of the S‐box is 
erent clock cycles
ger architecture?
S‐boxes, even the same 
ut still process variations exists
r consumption characteristics of 
‐box

S b h ld b d
13

e S‐box should be compared
                                   Amir Moradi



Embedded Security Group

Larger Architectures
 32‐bit architecture

– Increased noise → more 
 128‐bit (round‐based) imp

– Crypto LSI by SASEBO’sCrypto LSI by SASEBO s
– Efficiency of the attack 
power consumption chpower consumption ch
instances of the S‐box
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traces (in our case ~ 10 Ɵmes)
lementation

depends on the similarity of 
aracteristics of differentaracteristics of different 

14                                   Amir Moradi



Embedded Security Group

The gain of the attack
 Relation between key byte

– 8‐bit arch. → 15 relaƟons
key

– 32‐bit arch. → 12 relaƟon
bit key

 How to get the correct key
– A pair of plain‐/ciphertext
– Continue the attack on th
each key candidate
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s
s, 28 candidates for the 128‐bit 

ns, 232 candidates for the 128‐

?
t
he second round of the AES for 
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First Conclusion
 The implemented masking
leakage
– because of an impleme
– glitches should be prevg p
– HOW?

• Control signals?• Control signals?
• toward logic styles
• algorithmically masked A• algorithmically‐masked A
masked logic styles, e.g.

• The circuit grows incredThe circuit grows incred
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 scheme has a 1st order 

entation error!
vented

AES S box implemented by aAES S‐box implemented by a 
, (i)MDPL
ibly
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Presence of other Count
 Shuffling?

– noise addition → more
– Combing → keeping th

 Logic Styles? Logic Styles?
– tested on an iMDPL chip (32‐

• around 200K traces are en• around 200K traces are en
– also an Crypto LSI by SASEBO

• Something between 100K‐2Something between 100K 2

 Any kind of 1st order leakag
enough traces to estimateenough traces to estimate 

CHES 2010 | Santa Barbara | 18. August 2010                                                

termeasures

e traces
he # of traces sƟll low

‐bit arch.)
nough to get the full keynough to get the full key
O’s (MAO, MDPL, WDDL 128‐bit arch.)
200K traces are enough200K traces are enough

ge can be detected given 
the means
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Can the attack be applie
 A general scheme is presen

http://eprint.iacr.org/201

– any kind of 1st order lea
(works better if same in
function (S‐box) are rep

– again, it can recover thg ,
portions (bytes, nibbles
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d to other algorithms?
nted in an eprint version
10/297

akage can be exploited 
nstances of combinational 
peatedly used)
e relation between key y
s, etc)
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Thanks!
Any questions?
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