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Trade-offs
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Simple Power Analysis (SPA)

R
1 Unprotected method

for i=n-1 to O
Q< 2Q
if k=1
Q < Q+P | ‘

end for

- Countermeasure |
Unified PA/PD
Window method-

Double-and-add-always

Montgomery ladder



Differential Power Analysis
n

1 Countermeasures

Random scalar:

K=k +r#E o7
Base point blinding: 0.2s}

P’ — P -+ R -0.25F
Random projective coordinates: -7}
(X,Y,4 -2 (X, rY, )

Random key split [Ciett03]

k=k1 + k2

[Coron’99]



Fault Analysis
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Fault AnCI|ysis

LITTIITTTTITTITILL y

1

RRRRRRRRRRRRRAR

L

.

|

=

wE

il

ol
—all
—ial
—iill
—all
il
—
—
—l

RARARARRAAARALAL)

E’:y2+d-lxy+q3yzx3+a2x2+04x+c,6

[weak curve]
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Fault Analysis

Fault Analysis on ECC

\
( |
Type A: Go to weak curves FE’ Type B: Might stay on curve E
1, Faults in base point [Biehi*00] 1, Differential fault attack [gieni*00]
2, Faults in underlying field [Ciet05] 2, Sign-change attack [Blomert0¢]
3, Faults in curve parameters [Ciet05] || 3, M safe-error [Yent00]
4, Twist-curve based attack [Fouquet08] || 4, C safe-error [Yent02]




Choice of Adversaries
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Choice of Adversaries

Need only a single successful attack to win.
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A'I"I'OCI(S VS. \/ : Effective -- : Not related

X . Attacked H : helps the attack

Counll.e Fmedasures - : Depends on the implementation
]




A'I"I'OCI(S VS. \/ : Effective -- : Not related

X . Attacked H : helps the attack

Counll.e Fmedasures - : Depends on the implementation
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A'I"I'OCI(S VS. \/ : Effective -- : Not related

X : Attacked H : helps the attack

Ccunte Fmedasures - .: Depends on the implementation

Double-add-always

Balanced PA/PD \/

Montgomery Ladder \/



A'I"I'GCI(S VS. \/ : Effective -- : Not related

X : Attacked H : helps the attack

Ccunte Fmedasures - .: Depends on the implementation

DPA
DEMA

Double-add-always

Balanced PA/PD \/ -
Montgomery Ladder \/ —
Randomized splitting key -

Scalar randomization - \/
Base point blinding - \/

Randomized proj. coord. -



A'I"I'GCI(S VS. \/ : Effective -- : Not related

X : Attacked H : helps the attack

Ccunte Fmedasures - .: Depends on the implementation

DPA |Doubling
DEMA | Attack

Double-add-always

Balanced PA/PD \/ - -
Montgomery Ladder \/ - -
Randomized splitting key -

v
Scalar randomization - \/ X
Base point blinding - \/ X
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Randomized proj. coord. -



A'I"I'GCI(S VS. \/ : Effective -- : Not related

X : Attacked H : helps the attack

Counll.e Fmedasures - .: Depends on the implementation
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DPA |Doubling|Refined
DEMA | Attack PA

Double-add-always

Balanced PA/PD \/ _— - -
Montgomery Ladder \/ - - -
Randomized splitting key -

Scalar randomization —

v
v X =

Base point blinding -— \/ X -
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A'I"I'GCI(S VS. \/ : Effective -- : Not related

X : Attacked H : helps the attack

Counll.e Fmedasures - .: Depends on the implementation

DPA [Doubling|Refined| Safe
DEMA | Attack PA error

Double-add-always

Balanced PA/PD \/ _— - - *H
Montgomery Ladder \/ - - - \/*
Randomized splitting key _— \/ -7

Scalar randomization - - --?

v
\ X

Base point blinding - \/ X - -
VI

Randomized proj. coord. - X -



A'I"I'OCI(S VS. \/ : Effective -- : Not related

X : Attacked H : helps the attack

Counll.e Fmedasures - .: Depends on the implementation

DPA [Doubling|Refined| Safe |Invalid
DEMA | Attack PA error | Point

Double-add-always

Balanced PA/PD \/ - - - *H -
Montgomery Ladder \/ - - - \/* -
Randomized splitting key - \/ \/ \/ -2 -
Scalar randomization - \/ X - -2 -
Base point blinding - \/ X - - *9
Randomized proj. coord. - \/ \/ X - -

Point validity check -— - - _— *H \/



A'I"I'OCI(S VS. \/ : Effective -- : Not related

X : Attacked H : helps the attack

Counte Fmedasures - .: Depends on the implementation

DPA |[Doubling|Refined| Safe |Invalid|lnvalid
DEMA | Attack PA error | Point | curve

Double-add-always

Balanced PA/PD \/ - - - *H - -
Montgomery Ladder \/ - - - \/* - -
Randomized splitting key - \/ \/ \/ -2 - -
Scalar randomization - \/ X - -2 - -
Base point blinding - \/ X - - *9 *9
Randomized proj. coord. - \/ \/ X - - -
Point validity check _— - - - *H \/ X

Curve integrity check - - - — _— -2 \/



A'I"I'OCI(S VS. \/ : Effective -- : Not related

X : Attacked H : helps the attack

Ccunte Fmedasures - .: Depends on the implementation

DPA [Doubling|Refined| Safe |Invalid|lnvalid| Sign
DEMA| Attack PA error | Point | curve change

Double-add-always

Balanced PA/PD \/ - - - *H - - *
Montgomery Ladder \/ - - - \/* - - \/*
Randomized splitting key _— \/ \/ \/ -2 - - -2
Scalar randomization - \/ X - -2 - - --?
Base point blinding - \/ X - - *9 *9 —
Randomized proj. coord. - \/ \/ X - - - -
Point validity check - . — . *H N X xH

Curve integrity check - - - - - -—? \/ -



A'I"I'OCI(S VS. \/ : Effective -- : Not related

X : Attacked H : helps the attack

Ccunte Fmedasures - .: Depends on the implementation

DPA |Doubling|Refined| Safe |Invalid|lnvalid| Sign | Twist
DEMA| Attack PA error | Point | curve change curve

Double-add-always

Balanced PA/PD \/ - - _— *H - - * -
Montgomery Ladder \/ - - - \/* - — \/* XH
Randomized splitting key _— \/ \/ \/ -2 - - -9 \/
Scalar randomization - \/ X - -=? - - e —
Base point blinding - \/ X - - *9 *9 — —
Randomized proj. coord. - \/ \/ X - - - - -
Point validity check - - - - *H \/ X xXH \/*
Curve integrity check - - - - - -—? \/ - -

Coherence check -_— - - - - - -2 \/ ko -



A'I"I'OCI(S VS. \/ : Effective -- : Not related

X : Attacked H : helps the attack

Ccunte Fmedasures - .: Depends on the implementation

DPA |Doubling|Refined| Safe |Invalid|lnvalid| Sign | Twist
DEMA| Attack PA error | Point | curve change curve

Double-add-always

Balanced PA/PD \/ - - _— *H - - * -
Montgomery Ladder \/ - - - \/ * - — \/ * xXH
Randomized splitting key - \/ \/ \/ -2 - - -9 \/
Scalar randomization - \/ X - -=? - - -=? -
Base point blinding - \/ X - - *9 *9 — —
Randomized proj. coord. - \/ \/ X - - - - -
st el i A - - - - *H \ X xH \*
Curve integrity check - - - - - -2 \/ - -
Coherence check -_— - - - - - -? \/ ko -
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Suggestion

e /|
1 Combine
o1 Curve integrity check
o1 Randomized splitting key
o1 Montgomery ladder
=1 Point validity check



Using the suggested countermeasures
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ECC Datapath-1

ECC Datapath-2

Curve integrity check

Randomized Splitting
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Curve integrity check
Qisoncurve E?
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Map to FPGA

Programmable & Parallel ECC Coprocessor
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Conclusions

A set of countermeasures against multiple attacks
Curve integrity check
Randomized splitting key
Montgomery ladder
Point validity check

A parallel architecture for ECC processor

An actual implementation on FPGA



Thanks for your attention!

Table of attacks and countermeasures is updated at
http://homes.esat.kuleuven.be/~|fan/eccaac.html




