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Summary (1/2)

B Motivation
» Proposed RSL as a DPA countermeasure(2004) [3]

» Improved RSL against high-order DPA(2005) [4]

We did not have a chance to implement and
evaluate RSL circuits on a real ASIC.
But we got the chance last year.

Today, we present our new RSL techniques and
show the feasibility and high DPA resistance
of new RSL circuits. 2
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Summary (2/2)

B Results

» Pseudo RSL
v" Emulating RSL function using a standard cell library

» The design methodology using RSL technigues

v How to realize the timing control of RSL circuits

» Experimental results using the prototype LSI

v Confirmed very high CPA/DPA resistance of the
pseudo RSL-AES using 1,000,000 waveforms

v" The first result demonstrating glitch suppression
effectiveness on a real ASIC 3
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Random Switching Logic (1/2)

M Basic ldea
v Randomize the transition probability of each gate
v Suppress glitches
v" Realize above functions in a single logic cell

input X=aer,, y=b®ry, Mo Ty, T, €N
output z=(a*ber,®1)-en
begin

en <= 0; /* Suppress glitches */

X, <=X®(r,®r,); /* Re-mask x */

y, <=ye(r,er,); /* Re-masky */

z <= RSL-NAND (x,, y,, r,, €n); /* Input data to the RSL gate */

en <=1 after max_delay(x,, y,, r,);/* Assert en after data signals are fixed */
end

4
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Random Switching Logic (2/2)
B RSL-NAND(NOR) gate

<Schematic>
Glitch suppression

Logical operation

<Function> z=(a*ber,®1)-en
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Pseudo RSL(1/2)

B Equivalent circuit of an RSL-NAND gate

<Example 1> Glitch suppression

Yz

Logical operation
en |

| NOR2B
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Pseudo RSL (2/2)

B Equivalent circuit of an RSL-NAND gate

<Example 2>

NOR2B

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
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Security evaluation of pseudo RSL(1/2)

M Bias of signal transitions at MAJI output

NOR2B

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

v Considering glitches, the signal transition probability
of the MAJI output is biased.

v’ Bias is never propagated beyond the NOR2B gate. 8
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Security evaluation of pseudo RSL(2/2)

B Assumption

» Pseudo RSL is sufficiently secure against DPA
If the following condition is met.
k/i2<< €

v € : lower limit of the bias detectable by DPA
v k : the number of MAJI gates sharing the same input signal

<Example : pseudo RSL-AES circuit>
» Maxvalueofk :2
» Gate counts : about 30Kgate.
» Average signal transition counts per a cycle : 15,000

As shown later, bias of 1/15,000 can not be detected by DPA.
9
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How to design RSL circuits(1/4)

B Separation of circuit blocks

Data output ~ Data input
A

Only buffers are
inserted in STEP 3.
In STEP 5, the buffers

are replaced with delay | Data re%isters I
cells in accordance with

. Timing Control
estimated delay values. g mask or unmask

Circuits SPan@rm
\ 5

4 | XOR gates (logic step 1) Tz Tyz |
I~ E)D " RSL gates (logic step 1) |«~——

a

v 4 [ XOR gates (iogic stepm ) |=
L RSL gates (logic step m) |«

2 | Pipeline.registers |
In STEP 2, locatio
of the pipeline register
gis determingd. [ XOR gates (logic step 1) ]+
7 FD RSL gate (Igglc stepl)

[ XOR gates 1:logic stepn)  |le—
=D RSL gate (logic step n) [* 10

ONdd

Timing Generator

--=dd--- <44
Db ===

MDA
| ¢4
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How to design RSL circuits(2/4)

I
<«

STEP 5
Selection of ’

STEP 1 the target circuit Delay adjustment of the

| timing control circuits

Pipelining of the
STEP 2 evaluation/pre-charge phase
Toggle count

« DPA by simulation

srep3  Addition of masking and (with SDF)
timing control circuits

|

STEP 4 Logic synthesis

lem
DPA b?f simulation
a

(0 delay model)

SDF : Standard Delay Formalt1
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How to design RSL circuits(3/4)

B Toggle count DPA by logic simulation
<Example 1 : without pseudo RSL>

Roundl Round? Round3 Round4

o LA
}F:‘JLL_/II.\ NN

N | L

— N ol

<T—T
< |
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How to design RSL circuits(4/4)

B Toggle count DPA by logic simulation
<Example 2 : with pseudo RSL>

Roundl Round? Round3 Round4 Roundb

— e |
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Implementation result

B Performance evaluation

Changes for the Better

with pseudo RSL

Evaluation item without RSL [14]
Gate counts 14.5 Kgate
Maximum delay of timing paths 16.77 ns
Maximum operation frequency 59.6 MHz
Processing performance (at f._) 763 Mbps

30.5 Kgate
14.77 ns(*)
33.8 MHz
432 Mbps

(*) Pseudo RSL-AES uses both the clock edges.

v’ Gate counts are doubled and performance is halved.
v Three times more efficient than WDDL.

B Implementation environment

Process

TSMC 130-nm CL013G [10]

Logic synthesis Design Compiler version 2004.12.SP4

Simulator

NC-Verilog version 05.40-p004

14
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Experimental environment(1/5)
B Target board and prototype LSI

Experimental board (SASEBO-R) Prototype LSI

15
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Experimental environment(2/5)

B Layout Overview
of the LSI ‘ Ej_\
with pseudo RSL
(pseudo RSL- AES)

-

without pseudo RSL
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Experimental environment(3/5)

B Evaluation equipments and parameters

Parameters Explanation
Target device TSMC 130-nm cryptographic LSl on SASEBO-R
Operating frequency 24 MHz (standard setting on the board)
Measuring point Resistance (2.2 Q) between power supply and ASIC
Oscilloscope Agilent DSO8104A
Sampling frequency 2 GHz
Number of power traces 1,000,000 traces

17
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Experimental environment(4/5)
B Four evaluation modes of RSL-AES

Our pseudo RSL-AES has the following four operation modes.

(a) combined : random masking and the glitch suppressing

(b) SUPpPressing : only the glitch suppressing

(c) masking : only the random masking

(d) NONE : disabling both the functions

18
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Experimental environment(5/5)
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B Comparison of power traces
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Experimental Results

(Loop Architecture)

We performed the following attacks in each mode.
@® CPA (Hamming distance model)
@ 1-bit DPA (SubBytes input, NAND gate input)
@ 8-bit DPA (SubBytes input, NAND gate input)

20
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CPA results

B selection functions : Hamming distance of data registers

combined suppressing masking none

—
—
—
(=1

correct key
2 =
§
2=
2 =
. W

SubBytes ()

Rank of

50 100 50 100 50 100 50 100
o 1 1 1
SubBytes 1 = 3 16 16 116 16
256 256 1 256 256
50 100 50 100 50 100 30 100
Number of waveforms Number of waveforms Number of waveforms Number of waveforms
(x 10,000) (x 10,000) (x 10,000) (x 10,000)

21
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1-bit DPA results(1/2)

M selection functions : SubBytes input

combined suppressing masking none
h | 1 ] | 1

SubBytes 0 é § 16
% &
]

256

|
-
o W
% X
SubBytes 1 é J
50 100 50 100 ] 100 30 100

Number of waveforms Number of waveforms Number of waveforms Number of waveforms
(x 10,000) (x 10,000) (x 10,000) (x 10,000)
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1-bit DPA results(2/2)

B selection functions : NAND gate input signals

combined suppressing masking none
§
o
SubBytes 0 E
F
o W
52
SubBytes I & &
2 £
50 100 50 100 50 100 50 100
Number of waveforms Number of waveforms Number of waveforms Number of waveforms
(x 10,000 (x 10,000) (x 10,000) (x 10,000)
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8-bit DPA results(1/2)

B selection functions : SubBytes input

combined suppressing masking none
o 1 | 1
ul
SubBytes0 % % 16 16 16 116
¥ 5
¥ M
256 256 256 1 256
30 100 30 100 S0 100 30 100
) | Wi 1 |
SubBytes1 £ 2 16 16 f 16 16
2]
256 256 256 256
50 100 50 100 50 100 50 100
Number of waveforms Number of waveforms Number of waveforms Number of waveforms

(x 10,000) (x 10,000) (x 10,000} (x 10,000)

T
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8-bit DPA results(2/2)

B selection functions : NAND gate input signals

combined

Sllp]JrESSillg ]“asking none
SubBytes () :'é
3
30 1 30 100
SubBytes 1 £ 16
é
256
50 50 100 50 50 100
Number of waveforny Number of waveforms \umber of waveforny Number of waveforms
(x 10,000) (x 10,000) (x 10,000) (x 10,000)

29



! EI'_TESCL{'BRIISCHI CHES 2009 in Lausanne Changes for the Better

1-bit DPA against all SubBytes(1/2)

B selection functions : SubBytes input
i} SubBytes | SubBytes ) SubBytes 3
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1-bit DPA against all SubBytes(2/2)

B selection functions : NAND gate input signals
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The problem solved (new)

» Differences between pre and post layout delay estimations
caused some timing violations of pseudo RSL.

STEP 5
Selection of —
STEP 1 the target circuit Delay adjustment of the

| timing control circuits

Pipelining of the
evaluation/pre-charge phase

STEP 2

NG

Toggle count

< DPA by simulation One-time deal
STEP 3 Addition of masking and (with SDF)
timing control circuits
| OK
STEP 4 Logic synthesis ,
< Final netlist > < Layout completed >
Toggle count
DPA by simulation

0 delay model

28
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ELECTRIC

The problem solved (new)

» Feedback the post-layout timing information to layout

Replace delay cells

STEP 5 )
Selection of Y
STEP 1 the target circuit Delay adjustment of the
| timing control circuits
Pipelining of the
STEP2 evaluation/pre-charge phase
Toggle count Toggle count
) DPA by simulation  DPA by simulation
Addition of masking and (with SDF) (with post-layout SDF)
STEP 3 timing control circuits
[
STEP 4 Logic synthesis — —
< Final netlist > < Layout completed >

Toggle count
DPA ?1 simulation
(0 delay model)

29
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Summary of experimental results

> combined mode has very high resistance against all attacks.

> masking mode quite improves resistance but insufficient for
some selection functions.

> suppressing mode itself has little effect upon resistance
but achieves very high resistance when combined

with masking mode

30
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Conclusion
@ We proposed pseudo RSL using a standard library.

@® We introduced how to design RSL circuits and
developed a prototype LSI.

@® We confirmed very high DPA/CPA resistance of our
pseudo RSL-AES circulit.

31
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Thanks for Listening
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