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Key bits leak only through the information whether the

Safe-error .
device has a normal behavior or not in presence of
fault
4+ DPA Correlating a power model parameterized by the

value of a small number of bits of the key (the partial
key) to power measurments

Differential Correlating a functional model parameterized by the

Behavioral value of a partial key to behaviors of the device in

, presence of faults
Analysis
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»DPA-like hypothesis
* Known cryptographic algorithms,
* Known plain texts (or cipher texts)
 There must exist intermediate variables (attack bits) that can be
expressed as functions depending on the plain texts and on only a
small number of key bits

» Fault injection
 Location : On nodes and instants corresponding to the computation
of the attack bits
» Type : « Stuck-at » possibly of unknown value but identical for
cach impacted bits
 Focalization: Must impact only small number of bits (typically
less than 8)
« Repetitivity : Same error for different plaintexts

» Distinguish faults which create an error during round one or during
another round

Ecole Nationale]
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Modeling Experimentations

(predicting the value of the attack
bits for different guess keys)

Correlation

Value of the partial key
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K : set of guess keys

T : set of plaintexts

B : set of attack bits

M : number of bits in B which are supposed to be faulty (M<|BJ)
S, : all the possible partial sets from B with at most M elements
and at least one

f (optional) : value of the “stuck-at” fault (in {0;1})

Given M and f, compute rf(s,k,t) for all k €K, t €T and seS,,

Guess Keys Set of attack bits (seSMl
(ky
rf (s,k,t) : 0 if all the bits of s 4
are equal to f — ftlalT) ext
1 otherwise

Robisson Bruno 13/09/2007 10




DBA

toeT

. experimentations

0: fault create an error
during round 1
1: otherwise

Behavior
= — Cgy(tr)=0

t,eT

4 Stuck-at “0”

Ciol(t)

teT

(teT)

e o o Stuck-at«“0”
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Experimentations

Parameterized modeling
toeT

Guess Keys « Set of attack bits (s€S,,) # —> cio(t)={0,1} N

(keK) :
Plain Text s
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PlaiprText teT d -
eT) S, # > oxo(t)={0,1}
ST ekl +HI-r' k)1, (L))
U S,k —tel
‘. Alsk) T
Set of attack bits(seS,,) :
» Value of the partial key
g{uelss) Keys Set of the faulty bits
€

Value of the stuck at fault
Repetitivity of the fault injection
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Parameterized modeling Simulated experimentations
- T : set of the 256 plain texts which - Standardized algorithmic description
exhaust the S-box 0 entries of the AES,,¢
- K : set of the 256 guess keys which - Modified algorithmic description of
exhaust the S-box 0 entries the AES,,; — Stuck-at zero, during
first round, on one bit at the output of

- B : the 8 bits at the output of S-box 0

during first round S-box 0

- Encryption of each element of T with

- M=1 (so :
S, ={{SB,(t®k)!,{SB, (1K)}, ..., {SB.(t®k) th.e unknown .key KO with A:ES128 and
1) with the modified one AES’,,,

- =0

W) 1 (s.k,t) V (s€S,,teT keK) BE) cy(t) = (AES,(tKO0) = = AES’ ,,(tK0))
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Parameterized modeling Simulated experimentations

Computation of AT, (s,k) and

projection on (A,K)
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teT

DBA still successful for low

(Kt )0 Behavior wrong fault injection (WFI) rate

i Stuck-at “0”

But need for more faulty
— experiments :
sl 7> ©Kot)7 0 16 with perfect injection

[ ~ 25 with 10% WFI
: ~ 60 with 20% WFI

e o Stuck-at“0”

\
—'g ) 0 And smaller correlation value:
e, 7 o(Kpt)=0 / 1 with perfect injection
B Stuck-at «0” ~ 0,90 with 10% WFI

~ 0,80 with 20% WFI

[> The more repetitive experimentations are, the best S/N 1s
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Parameterized modeling Simulated experimentations
- T : set of the 256 plain texts which - Standardized algorithmic description of
exhaust the S-box 0 entries the AES, 4
- K : set of the 256 guess keys which - Modified algorithmic description of the
exhaust the S-box 0 entries AES,,s — Stuck-at 0, during first round,
- B : the 8 bits at the output of S-box 0 °™ 4 bits at the output of 5-box 0
during first round - Encryption of each element of T with the
- M=8 (S~ unknown key KO with AES,,; and with the

i modified one AES’,q

{SB,},{SB,},...,{SB-},
{SB,,SB,},...,{SB,SB},

{SB,,SB,, SB,,SB; SB,,SB.,SB.,SB_},} } )
- =0

BB cxo(®) = (AES;5(tK0) = = AES’15,(1K0))
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Type Attack |Fault hypothesis Experimental Fault oriented Side Channel
inputs constraints countermeasure oriented
countermeasure
Type of [Multiplicity|# distinct|# faulty Error Fault Chip Path Data
fault location |realizations |checking |tolerance|sensors |balancing|randomizing
+ alarm
DFA Cipher Random |Byte 4orl |"+8 or +2" X X X
| text
Collision |Side Inversion |Bit 16 |approx. 32 X X X X
SEA Behavior|Stuck-at |Bit 128 |128 X X X
Relax fault andexperimgntal constraints
SEA Behavior Stuck-at |Bitto Byte 16 approx. 256 X X X
to 4096
N-order DBA?  [7]
SEA Behavior |Stuck-at |Bit to Byte 16 approx. 256 X X
to 4096
Ecole Nationale
upérieure des Mines 13/09/2007 21
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Efficiency of a new safe-error attack demonstrated on AES and
DES algorithms

Realistic attack scenario (robust / EDC and path balancing) but...
Define N-order DBA to overcome data-randomizing

Realistic fault hypothesis (repetitive stuck at on a byte) but...
Relax again constraints on fault injection hypothesis

Validated in simulation but...

Robisson Bruno 13/09/2007 22



G0 Conclusion
Lleti

Validation on a real circuit in progress

v" Choice of the test chips

v" Choice of the injection method

v' Preparation of the chips

Promissing preliminary results on fault injection on a
DES asynchronous circuit

+

‘cole Nationale
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