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Inverse
¢ Multiplicative inverse
Ha.al = 1 mod P IN GF(p)
BA(X)-AL(X) = 1 mod P(X) in GF(2m)

¢ Using Extended Euclidean Algorithm

B Compound multi-cycle operation
®GF(p): Shift right, Subtraction, Comparison
®GF(2m): Shift right, Addition, Comparison
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Summary

* GF(p) ¢ GF(2M) ¢ Others
B Addition B Addition / Subtraction ® Clear / Load O
B Subtraction B Multiplication M Load A
B [ncrementation B Times X B Load A
B Multiplication M Div X ® Load -A
B Shift left * Integer H Hold
m Shift right m Addition ® XOR
¢+ Comparison B Subtraction + Compound
B Lessthan O B Incrementation M [nversion
B Multiplication ® in GF(p)
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e |Results

Performance

¢+ GF(p) performance * GF(2™) performance
Bit- MUL INV ECC pr. | | Bit- MUL INV ECC pr.
length [cycles] |[cycles] |[cycles] length [cycles] |[cycles] |[cycles]
192-bit | 192 14.0k 720k 163-bit | 163 11.0k 490k
224-bit | 224 16.5k 900k 233-bit | 233 16.2k 905k
256-bit | 256 19.4k 1,150k 283-bit | 283 20.7k 1,405k

19 August 2002

© Johannes.Wolkerstorfer@iaik.at

14




TuG|Results
Circuit complexity

* Number of gates
¢+ Estimated die size

Bit- AND |XOR |MUX2 | MUX4 | FA REG |Areaon 0,35 um
length CMOS process

163-bit |660 |330 |165 330 330 | 660 0.57 mm?

224-bit | 904 452 |226 452 452 904 0.78 mm?2

283-bit | 1140 |570 |[285 570 570 1140 |0.99 mm?

n-bit 4n+8 | 2n+4 | n+2 2n+4 | 2n+4 | 4n+8

19 August 2002 © Johannes.Wolkerstorfer@iaik.at



TUG [Conclusion

¢ Dual-field arithmetic unit |
B For GF(p) and GF(2™) PPG|| SHIFT
B Processing at full precision —sA
M Scaleable | |
® CSAs prevent carry-propagation MODRED

® Signed number representation ' CéA '
B Short critical path | |
B Regular (simple) structure

H | ow gate count v

® Only a little bit larger than a mere GF(p)-multiplier
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