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0RWLYDWLRQ0RWLYDWLRQ

But still inverse computation is needed once as a final stage

More Security
More Speed

Inverse in hardware

Inverse computation Expensive

Projective Coordinates

Inverse

Computation-delay

Other computations

The inverse 
delay will 
dominate and 
make the whole 
computation slow.

Inverse Other computations
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Computing UnitMemory Unit

Computes 10 bits at
each clock cycle

Able to handle
1000 bits maximum

Computing Unit

1R�&KDQJH

A New Memory Unit

0RGLILHG 1100 bits

Why Scalable Hardware?Why Scalable Hardware?

wn

nmax
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Phase I
Input : a ∈ [1, p -1 ] and p
Output : r ∈ [1, p -1 ] and k, where r = a-12k (mod p) and n ≤ k ≤ 2n

1. u := p, v := a, r := 0, and s := 1, 
2. k := 0
3. while (v > 0) 
4. if u is even then u := u/2, s := 2s
5. else if v is even then v := v/2, r := 2r
6. else if u > v then u := (u - v)/2, r := r+s, s := 2s
7. else v := (v - u)/2, s := s+r, r := 2r
8. k := k + 1
9. if r ≥ p then  r := r - p
10. return r := p - r

0RGXODU�,QYHUVH��([WHQGHG�(XFOLGHDQ�$OJ��
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Phase II

Input : r ∈ [1, p -1], p, and k (r and k from phase I)
Output : x ∈ [1, p -1 ] where x = a-12n (mod p) 

11. for i = 1 to k - n do
12. if r is even then r := r/2
13. else r := (r + p)/2
14. return x := r

0RGXODU�,QYHUVH��([WHQGHG�(XFOLGHDQ�$OJ��
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0RQWJRPHU\�0RGXODU�LQYHUVH
Based on Extended Euclidean Algorithm
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0RQWJRPHU\�LQYHUVH�KDUGZDUH�0RQWJRPHU\�LQYHUVH�KDUGZDUH�
DOJRULWKP�IRU�*)�S�DOJRULWKP�IRU�*)�S�

MHW-Alg: GF(p) Multi-Bit Shifting AlmMonInv 

Registers: u, v, r, s, x, y, z , and p (all registers hold nmax bits) 
Input:       a2m∈[1, p-1]; Where p =  modulus, and m≥n (2n-1≤p<2n) 
Output:  result∈[1, p-1] & k;  
                                             Where result=a-12k-mmod p & n<k<2n 
1.    u = p; v = a2m; r =  0; s = 1; x = 0; y = 0; z = 0; k =  0 
2.    i f(u2u1u0=000)then{u=ShiftR(u,3);s=ShiftL(s,3);k=k+3};goto 8 
2.1. if(u2u1u0=100)then{u=ShiftR(u,2);s=ShiftL(s,2);k=k+2};goto 8 
2.2. if(u2u1u0=110)then{u=ShiftR(u,1);s=ShiftL(s,1)};goto 7 
3.    i f(v2v1v0=000)then{v=ShiftR(v,3);r=ShiftL(r,3);k=k+3};goto 8 
3.1. if(v2v1v0=100)then{v=ShiftR(v,2);r=ShiftL(r,2);k=k+2};goto 8 
3.2. if(v2v1v0=110)then{v=ShiftR(v,1);r=ShiftL(r,1)};goto 8 
4.    x = Subtract (u, v); y = Subtract (v, u); z = Add (r, s) 
5.    i f(xborrow=0)then{u=ShiftR(x,1); r=z; s=Shi ftL(s,1)};goto 7 
6.    s = z; v = ShiftR(y,1); r = ShiftL(r,1) 
7.    k  = k +  1 
8.    i f (v ≠ 0) go to step 2 
9.    x = Subtract (p, r); y = Subtract (2p, r) 
10.  if(xborrow = 0)then{result=x}; else{ result = y} 

MHW-Alg2:GF(p) Multi-Bit Shifting CorPh 

Registers: r, u, v, x, y, z, and p (all registers hold nmax bits) 
Input:       r, p, n, k;  
                        Where r ( r=a-12k-mmod p)&k fro m MHW -Alg 
Output:    result; Where result = a-12m (mod p). 
11.       j = 2m-k; x = 0; y = 0; z = 0 
12.      v = 2p; u = 3p 
13.      While j > 0 
14.           i f (j =1) then {r = ShiftL(r,1); j=j-1} 
15.           else {r = Shi ftL(r,2); j=j-2} 
16.           x=Subtract(r,p);y=Subtract(r,v);z=Subtract(r,u) 
17.           i f (zborrow = 0) then  {r =  z} 
18.           else i f (yborrow = 0) then {r = y} 
19.           else i f (xborrow = 0) then  {r = x} 
20.      result = r 

,69/6,�����

0XOWL�ELW�VKLIWLQJ

0XOWL�SUHFLVLRQ�RSHUDWRUV
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The scalable hardwareThe scalable hardware



&+(6���� ��

*)��*)��QQ��)HDWXUHV��)HDWXUHV
� D�[� DQ��[Q���DQ��[Q���������D�[��D�[�D���ZKHUH�DL∈*)����

� D �DQ�� DQ�� ����D� D� D��
� ^���	�� `�LQ�*)�S��≡ ⊕ LQ�*)��Q��
� S�[� [Q�SQ��[Q���SQ��[Q���������S�[��S�[�S�

� S ���SQ�� SQ�� ����S� S� S���
� __D�[�__� �__S�[�__��GHJUHH�RI�D�[�  �GHJUHH�RI�S�[���

⇒ D S⊕D
� 1RUPDO�6XEWUDFWLRQ��FDUU\�SURSDJDWH��IRU�GHJUHH�
WHVWLQJ



&+(6���� ��

GF(2n) AlmMonInv Algorithm  

Input:   a2m∈GF(2n) & p; (p=irreducible polynomial & m≥n) 
Output: result∈[1, p-1] & k (result=a-12k-mmod p & n<k<2n) 
1.    u = p; v = a2m; r = 0; s = 1; k = 0 
2.    While (v > 0) 
3.          if u0 = 0 then {u = u/2; s = 2s}  
4.          else if v0 = 0 then {v = v/2; r = 2r} 
5.          else if u > v then {u = (u⊕v)/2; r = r⊕s; s = 2s} 
6.          else {v = (u⊕v)/2; s = r⊕s; r = 2r} 
7.          k=k+1 
8.    if r ≥ 2n+1 (||r|| > ||p||) then {result = 2p⊕r} 
9.   else if r ≥ 2n (||r|| = ||p||) then {result = p⊕r} 
10. else result = r  

GF(2n) CorPh Algorithm 

Input:       r, p, m, & cowherd r & k from AlmMonInv 

Output:    result; Where result  = a-12m (mod p) 
11.     j = 2m-k 
12.    While j > 0  
13.        r = 2r 
14.        if r ≥ 2n (||r|| = ||p||) then {r = p⊕r} 
15.        j = j-1  
16.    result = r 

*)��*)��QQ��0RQWJRPHU\�LQYHUVH��0RQWJRPHU\�LQYHUVH
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0RQWJRPHU\�LQYHUVH�KDUGZDUH�0RQWJRPHU\�LQYHUVH�KDUGZDUH�
DOJRULWKP�IRU�*)��DOJRULWKP�IRU�*)��QQ��

MHW-Alg3:GF(2n)  Multi-Bit Shifting AlmMonInv 

Registers: u, v, r, s, x, y, z , &  p (all registers hold nmax bits)  
Input:  a2m, 2n∈[1,p-1] (p=irreducible polynomial & m≥n) 
Output:  result∈[1, p-1] & k (result=a-12k-mmod p & n<k<2n) 
1.    u = p; v = a2m; r =  0; s = 1; x = 0; y = 2n; z = 0; k =  0 
2.    i f(u2u1u0=000)then{u=ShiftR(u,3);s=ShiftL(s,3);k=k+3};goto 8 
2.1. if(u2u1u0=100)then{u=ShiftR(u,2);s=ShiftL(s,2);k=k+2};goto 8 
2.2. if(u2u1u0=110)then{u=ShiftR(u,1);s=ShiftL(s,1)};goto 7 
3.    i f(v2v1v0=000)then{v=ShiftR(v,3);r=ShiftL(r,3);k=k+3};goto 8 
3.1. if(v2v1v0=100)then{v=ShiftR(v,2);r=ShiftL(r,2);k=k+2};goto 8 
3.2. if(v2v1v0=110)then{v=ShiftR(v,1);r=ShiftL(r,1)};goto 8 
4.    S1 = Subtract (u, v); x = v⊕u; z = r⊕s  
5.    i f(S1borrow=0)then{u=ShiftR(x,1); r=z; s=ShiftL(s,1)};goto 7 
6.    s = z; v = ShiftR(x,1); r = ShiftL(r,1)  
7.    k  = k +  1 
8.    i f (v ≠ 0) go to step 2 
9.    x = p⊕r ; z  = 2p⊕r ; S1 = Subtract (y,x); S2 = Subtract (y,z) 
10.    i f(S1borrow=0)then{result=x} 
10.1  else if(S2borrow=0)then{result=z}  
10.2  else {result = r} 

MHW-Alg4:GF(2n)  Multi-Bit Shifting CorPh  

Registers: r, u, v, s, x,  y, z , & p (all registers hold nmax bits) 
Input:       r, p, m, 2n & k; 
                        Where r ( r=a-12k-mmod p)& k fro m HW -Alg3 
Output:    result; Where result = a-12m (mod p). 
11.   j = 2m-k-1; x = 0; y = 0; z = 0 
12.  v = 2p; u = 3p; s = 2n  
13.  While j > 0  
14.      if j =1 then {r = ShiftL(r,1); j=j-1}  
15.      else {r =  ShiftL(r,2); j=j-2} 
16.      x = p⊕r ; y = u⊕r ; z = u⊕r 
16.1    S1=Subtract(s,x);S2=Subtract(s,y);S3=Subtract(s,z)  
17.      if (S3borrow = 0) then  {r = z}  
18.      else if (S2borrow = 0) then {r = y } 
19.      else if (S1borrow = 0) then  {r =  x} 
20.  result = r 
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([SHULPHQWDO�5HVXOWV([SHULPHQWDO�5HVXOWV
� VHDL Î functional simulation
� Maple – verification.
� Leonardo (Mentor Graphics) – synthesis 

¾0.5 Micron CMOS technology - ASIC Design Kit (ADK) 
¾VHDL code compiled to obtain estimates for:

9Area Î the number of gates
9Clock PeriodÎLongest path delay (nanoseconds)
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$UHD�&RPSDULVRQ$UHD�&RPSDULVRQ
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Technology

Technology
independent

independent

6SHHG�&RPSDULVRQ6SHHG�&RPSDULVRQ ��QQPD[PD[ ����ELWV� ����ELWV�
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&RQFOXVLRQV&RQFOXVLRQV
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