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Presentation Outline

o Introduction

0o GF(p) Montgomery inverse algorithm &
hardware

o GF(2") Montgomery inverse algorithm

0 The unified and scalable architecture
implementation

O Area & speed comparisons
o Conclusions
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Introduction

o Modular inverse is essential in
public-key cryptography

o This work is targeted mainly toward
the ECC utilization

o ECC is frequently defined over finite
fields GF(p) or GF(2")
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Previous Work

o Several designs for GF(2") only

o Takagi (1993): inverse algorithm with a
redundant binary representation (GF(p))

0 Goodman and Chandrakasan (2001): processor
that performs inversion in both GF(p) and
GF(2M):
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Scalable Architecture

0 Features:

= Short design’s longest path,
independent of operand precision

= Design area adjustable to available
space (flexible)

= Allows the computation with virtually
infinite precision (limited only by
memory).
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Unified architecture

o Definition: An architecture is said to
be unified when it is able to work
with operands in both prime and
binary extension fields (GF(p) and
GF(2"))
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Modular Inverse (Extended FEuclidean Alg.)

Phase |
Input :al[l,p-1]andp
Output :r0[1,p-1]andk, wherer = a2k (mod p) andn<k < 2n

u:=p,v=ar:=0ands:=1,

k:=0

while (v > 0)
if uiseventhenu:=u/2,s:=2s
eseif viseventhenv :=v/2,r .= 2r
gseifu>vthenu:=(u-v)/2,r:=r+s,s:=2s
esev:=(v-u)/2,s:=str,r.=2r
k=k+1

ifr=zpthenr:=r-p

0. returnr :=p-r

ROONOORrwNE
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Modular Inverse (Extended FEuclidean Alg.)

Phase |l

Input :r0[1, p-1], p,and k (r and k from phase )
Output : x O [1, p-1] where x = a'2" (mod p)

11. fori=1tok-ndo

12. If riseventhenr :=r/2
13. eser:=(r+p)/2

14. return X :=r
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Montgomery Modular inverse

Based on Extended Euclidean Algorithm

— New proposed methods

(k iterations)
---» Previously proposed

AimMoninv (Phase [)
o P

a 2%,
methods 4 e “ (k-n iterations)
7 ' Phase li
g z
A \
\o‘;ﬂ;’,’ N
W .
oh& 7 %\ = a—.ﬂr2n
G
,(Q\
(k iterations) & ;
AlmMoninv (Phase 1) \“\/' . Montgomery
: /Product (a!,2%)
TP Phasell _____ [ 7]~ (nieratons)
(k-n iterations)
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Montgomery inverse hardware

algorithm for GF(p)

, Multi-bit shifting

MHW-Alg: GF(p) Multi-Bit Shifting AlmMonlnv

Registers u,v,r,s, X, Y, z,and p (all registers hod npex bits)
Input.  a2™J[1, p-1]; Wherep = modulus, and m2n (2™ <sp<2")
Output: result]1, p-1] & k;
Whereresult=a*2™mod p & n<k<2n

1. u=p:v=a2™r=0:5=1:x=0:v=0:z2=0: k=0
2. |if(uau1up=000)then{u=ShiftR(u,3);s=ShiftL (s,3);k=k+3};goto 8
if(uzu1up=100)then{u=ShiftR(u,2);s=ShiftL (s,2);k=k+2};goto 8
if(uzuiup=110)then{u=ShiftR(u,1);s=ShiftL(s,1)};goto 7
3. |if(vavive=000)then{v=ShiftR(v,3);r=ShiftL (r,3);k=k+3};goto 8
if(v2ovivo=100)then{v=ShiftR(v,2);r=ShiftL (r,2);k=k+2};goto 8
if(vovive=110)then{v=ShiftR(v,1);r=ShiftL (r,1)};goto 8
4. x =Subtract (u,V); y =Subtract (v,u); z=Add (r,s)

ShiftR(x,1)¥&sz; s=Shi ftL(s,1)};
~G ShiftL(r,1

to 7

6. s =2z v=ShiftR(y,

7. k=k+1

8. if(v #0)gotostep 2
9. x =Subtract (p,r); y = Subtract (2p, )
10. if( Xoorrow = 0)then{result=x}; el se{ result =y}

MAW-Al2: GR(p) Multi-Bit Shifting CorPh

egisters r, u,v, X\, z, and p (al registers had npex bits)

Input:  r,p,n, k
Wherdr (r=a2“"mod p)&k fromMHW-Alg
Output: result; Whekeresult =a*2™(mod p).
11. j=2m-k;x=0\y=0;z=0
12. v=2p;u=3p
13. _Whilej>0
14. if(j =1) then{r = ShiftL(r,1); j=j-1}
15. else {r = ShiftL(r.2); =j-2}
16. x= Subtract(r,p);y=Subtract(r,v);z=Subtract(r ,u)
17. i f(Zborrow =0) then {r ¥4z}
18. elseif(Yborrow =0) theh {r =y}
19. elseif(Xoorrow =0) t {r=x
20. result=r

A\
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The scalable hardware
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GF(2") Features

0 a(x)=a,_xX"1+a, x"?+ ... +a,x’+a,x+a, where
a,l0GF(2)
w a=(a,.;a,, ... a,a;ap)

o{+ &-}inGF(p)=0in GF(2")

O p(xX)=X"+p,_ X" 1+p, X2+ ... +p.X°+p X+P,
m p=(1Pp.s Ppz - P2 P1Po)

o |la(x)Il = [Ip(x)|| (degree of a(x) = degree of p(x))
0 a=pla

o Normal Subtraction (carry propagate) for degree
testing
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GEF(2") Montgomery inverse

GF(2") AImMonlnv Algorithm GFE(2") CorPh Algorithm

Input: a2™IGF(2") & p; (p=rreducible polynomial & m=n)  Input: 1, p,m, & cowherdr & kfrom AlmMoninv
Output: resuit 1, p-1] & k (result=a2“"mod p & n<k<2n)  Output: resuit; Whereresuit =a'2™(mod p)

1. u=p;v=a2™r=0;s=1;k=0 11. j=2mk

2. While(v >0) 12. Whilej> 0

3. if Uo=0then {u=u2; s=2s} 13. r=2r

4. elseif vo=0then{v=v/2;r =2r} 14. if r =2" (|rll = lIpl) then {r =p0Or}
5 eseif u>vthen {u=(udv)/2;r =r0s, s=2s} 15 j=j1

6 else {v = (uOv)/2; s=rOs,r =2r} 16. result=r

1. k=k+1

8. ifr=2" (||l > |Ip|) then {result =2p0r}

9. eseifr=2"(|Ir]l = lp|]) then {result = pUr}
10. elseresult =r
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= Montgomery inverse hardware

algorithm for GF(2")

MHW-AIg3:GF(2") Multi-Bit Shifting AlmMoninv MHW-Alg4:GF(2") Multi-Bit Shifting CorPh

Registers u,v,r,s, X, y,z,& p (al registers hold Ny bits) Registers r,u, v, s, X, y,z,& p (al registers hod Ny bits)
Input: a2™, 2"0[1,p-1] (p=irreducible poynomia & m>n) Input.  r,p,m, 2"& k;

Output: resultC][1, p-1] & k (result=a™2™mod p & n<k<2n) Wherer (r=a*2“"mod p)& k fromHW-Alg3
1. u=p;v=a2™r=0;s=1;x=0;y=2%2z=0;k=0 Output: result; Whereresult =a™2™(mod p).

2. i f(uuue=000)then{u=ShiftR(u,3);s=ShiftL (s,3);k=k+3};goto 8 11. j=2m-k-1;x=0;y=0;z2=0

2.1. if(u2u1ue=100)then{u=ShiftR(u,2); s=ShiftL (s,2);k=k+2} ;goto 8 12. v=2p;u=3p;s=2"
2.2.1f(u2u1up=110)then{ u=ShiftR(u,1); s=ShiftL (s,1)} ;goto 7 13. Whilej >0

3. if(vavave=000)then{v=ShiftR(v,3);r=ShiftL (r,3);k=k+3};goto 8~ 14. ifj=1then{r = ShiftL(r,1); j=j-1}
3.1.if(v2v1ve=100)then{v=ShiftR(v,2);r=ShiftL (r,2);k=k+2};goto 8 15.  else{r = ShiftL(r,2); j=j-2}

3.2.if(vav1vo=110)then{v=ShiftR(v,1);r=ShiftL (r,1)};goto 8 16. x=pdr;y=ulr;z=ulr

4. Sl1=Subtract (u,v); x =vOu; z=r0s 16.1 S1=Subtract(s,x);S2=Subtract(s,y); S3=Subtract(s,z)
5. i f(Slborrow=0)then{u=ShiftR(x,1); r=z; s=ShiftL (s,1)}:goto 7 17.  if (S3borow =0) then {r =z}

6. s=z v=ShiftR(x,1); r = ShiftL(r,1) 18. elseif (S2borow = 0) then {r =y}

7. k=k+1 19. elseif (Sluorow= 0) then {r = x}

8. if(v #0)gotostep2 20. result =r

9. x=p0r;z=2p0r; S1 = Subtract (y,X); S2 = Subtract (y,z)
10. i f(Slborrow=0)then{result=x}

10.1 dseif(S2porron=0)then{result=z}

10.2 else{result =r}
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Experimental Results

“* VHDL = functional ssimulation
s Maple - verification.
¢ Leonardo (Mentor Graphics) — synthesis

»0.5 Micron CMOS technology - ASIC Design Kit (ADK)

»VHDL code compiled to obtain estimates for:

v Area =» the number of gates
v'Clock Period=>»Longest path delay (nanoseconds)
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Area Comparison

Area fgates)
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65,000 4
60,000 1
55,000
50,000 4
45,000 H
40,000 H
35,000 M-<777-
50,000
25,000 7
20,000

128 192 256 354
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—{+— GF(p) Scalable Hardware
with w=4 bits

—4&— GF(p) Scalable Hardware
with w=8 bits

—— GF(p) Scalable Hardware
with w=10 bits

—ik— GF(p) Scalable Hardware
with w=32 hits

—_— GF(p) Scalable Hardware
with w=04 bits

—il— GF(p) Scalable Hardware
with w=128 hits

Fixed Hardware

- Inified & Scalable with
vw—4 hits

- Unified & Scalable with
w=_8 hits

- Inified & Scalable with

w=106 hits
- Unified & Scalable with

vw—=32 hits
- Unified & Scalable with

w=04 hits
- Unified & Scalable with

w=128 bits
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A scalable and unified architecture that operates in both
GF(p) and GF(2") fields was proposed.

Adjusted a GF(2") MonInv algorithm to include the multi-
bit shifting method making it very similar to a previously
proposed GF(p) inversion hw design.

A comparison of the scalable & unified design with a
reconfigurable hardware shows that the scalable design
saves a lot of area and operates at comparable speed.

Scalable/unified design has similar or better performance
than a fixed-precision design, with significantly less area.

Small extra cost to add unified design feature to
previously proposed design for GF(p) only.
(around 8.4%).
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Note

o Figures in the paper included in the
proceedings -> difficult to read

m Contact tenca@ce. orst. edu

THANK YOU
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