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i Abstract

Motivation The use of multi-scalar multiplication
in the verification of ECDSA [ANSII
The transformation from scalar -
multiplication to multi-scalar multiplication

Problem sSpeeding up the multi-scalar multiplication
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What is
i Multi-Scalar Multiplication?

Scalar multiplication
Scalar
K  aninteger multiplication _ | kP=P+P+...+P
P anelliptic point K times
Multi-scalar multiplication
Multi-scalar kP+|Q:P+P+"'+F3

K,  integers multiplication K times
P,Q elliptic points +Q+Q+---+Q

| times
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Two Computation Methods
i for Multi-Scalar Multiplication

sSeparate Compute separately
Method two scalar multiplications
Comb method Scalar
L94i k, P multiplication kP addition
Window method Scalar | kP + IQ
IKnu81, CM098I |, Q [muttipiication |Q

Gompute simultaneously
two scalar multiplications

Shamir’s trick
[Elg85, HHMOO!I

Improvement

[Aki01, Moe01]

k,P
,Q

Multi-scalar multiplication
sP +1Q
T addition
P,Q,P+Q

kP +1Q
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i Computation Process

Input Precomputa- Evaluation Output
tion stage stage
Preparation of Actual
atahle computation
sP +tQ
K O P 2P 3P
|’ —Pp Q P+Q 2P+Q F+Q | —P + addition —» kP + |Q

R PR 2P+ PN

P
,Q 20 P+2Q 2P+2Q 3P+ a 2P +30

Precomputation

table Tahle
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Target of Speedup
Precomputation Evaluation
Stage Stage

o

Slow
ICM098]1  ICC87, M09O, llM.BMlI!IB....li )

[Aki01, Moe01, Sol01]
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What are Obstacles to Speed up
‘-h the Precomputation Stage?

Obstacles

Inversions are required
(1per point

Multi-scalar multiplication only
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What are Obstacles to Speed up
ﬁ the Precomputation Stage?

Inversions are required Points are computed in affine
(1per point) coordinates

Many precomputation Table should he saved points
points In affine coordinates for
speeding up evaluation stage

The operation In affine
coordinates requires inversion

Multi-scalar multiplication only

9/22



HYDUL 10/22

Harmonize the Society with Digital Life

i the Precomputation Stage?

Ohstacles Reason
Inversions are required 2 dimensions
(1 per point
UP+VQ U,V:O,l,---
Many precomputation
points o P 2P 3P

Q P+Q 2P+Q 3P+Q
Some points are not 2Q P+2Q 2P+2Q 3P+2Q
used in evaluation stage 30 P+3Q0 2P+30 3P+30

Multi-scalar multiplication only
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What are Obstacles to Speed up
ﬁ the Precomputation Stage?

Inversions are required Precomputation stage
(1per point) Points to compute: 64 points

Many precomputation _Evaluation stage
points Points to use: 54 points

Some points are not 160 hits, window width 3
used in evaluation stage

Multi-scalar multiplication only
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i Simple Improvements

P=(xy) - -P=(x,-y)

Simultaneous + Q has same x-coordinates
inversion

P+Q

Negate the y-coordinate
P+Q - -P-Q
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Montgomery Trick
‘-h of Simultaneous Inversions iconss

Input a;,a,,8;, -, a,

-1 41

Output a, ", a ag

3(n-1M +1

/i

ICoh93I i

It speeds up the ECM 1
of factorization a,

kl &, a,3,

M: multiplication

I: Inversion
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Use of Montgomery Trick icmoss:
(Scalar Multiplication)

I
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Montgomery trick reduces from plural

inversions to 1inversion

P doubling P

Use of Montgomery trick

1 3P

allllililln» 7P

allllililln» 5P

4P

lllllllllillﬂ SP -

addition
—»

Gompute inversion using Montgomery trick
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Use of Montgomery Trick
(Multi-Scalar Multiplication)

I
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Montgomery trick reduces from plural

inversions to 1inversion

Q

doubling ZP
aditon _| 1,
doubling ZQ

addition
—

addition
—

3P+Q
2P + 20

addition
b

addition
T

Compute inversion using Montgomery trick

GComplicated hecause of 2 dimensions
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Preparation of
i Precomputation Table

Precomputation Table
® P 2P 3P
Q P+Q 2P+Q 3P+Q

20 P+2Q0 2P+2Q 3P+20Q

3Q P+3Q 2P+3Q 3P+3Q

Each step uses Montgomery trick of
simultaneous inversion

Step 0
Step 1
Step 2
Step 3
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i to be Computed
Precomputation Table
o P 2P 3p Sten 0
Step 1
Q >< 2P+Q = 3P+Q
Sten 2
20 P+2Q 2P+2Q 3P+2Q

step 3
3Q P+3Q | 2P+3Q 3P+3Q

They cannot he computed in Step 2
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i Proposed Method
Precomputation Table
O P 2P 3P
Q P+Q 2P+Q 3P+Q

20 P+2Q 2P+2Q 3P+2Q

3Q P+3Q 2P+3Q 3P+3Q

uP,vQ are first, the middies are last

Step 0
Step 1
Step 2
Step 3
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i to be Computed
Precomputation Table
O P 2P 3P

Q >< 2P+Q  3P+Q

20 P+2Q 2P+2Q 3P+2Q

3Q P+3Q 2P+3Q 3P+3Q

Step 0
Step 1
Step 2
Step 3
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‘-h Comparison

160 bits Precompu- | | Evaluation Total
tation stage stage

Separate Method 336.8M 2809.8 M1 3146.6M

GConventional Method 1011.6: M 1693.9M 2667.1\1

[HHMO0O0] [MoeO1l
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Conclusion

4
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Problem Sneeding up the Multi-scalar multiplication
Points Montgomery trick of simultaneous inversions
Simplification of precomputation procedures
Result Efficient Precomputation provides speedup for
multi-scalar multiplication
3 times faster
Application Sneeding up the verification of ECDSA

Speeding up the scalar multiplication using
multi-scalar multiplication




