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Context

Term project at the Integrated Systems
Laboratory of ETH Zurich

2 teams of 3 EE 4th year students

14 weeks to tape-out

e 0.6 ym 3 LM CMOS technology
e Maximum die size 50 mm?

* Pin compatibility

 Focus on ASIC hardware implementation



Impact of Architectural Transforms
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Variations of Architectural Parameters
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The Rijndael Chip

AES 128bit implementation
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Algorithm Summary

» 128bit user key
e 11 128Dbit round keys

e 10 rounds
e 8X8-S-box

) instantiate 1, 2, 5, or 10 rounds
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Rijndael Architecture - Overview
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Rijndael Architecture - Overview
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Rijndael Architecture - Round

Basic architecture: separate encryption and decryption paths
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Rijndael Architecture - Round

Shared AddKey Function
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Rijndael Architecture - Round

SubBytes and InvSubBytes occupy 85 % of the area
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Rijndael Architecture - Round

Rijndael S-box consists of two operations

— Encr:yptlon SubBytes [
E— Pt ol |,
B Q S
— > E I I: >
3| |<
2 13
© )
- >
- = —> = >
< +
2| [S| InvSub
| [ Bytes

Multiplicative inverse can be shared

Decryption
Path



Rijndael Architecture - Round

Sharing Mult Inverse saves 30 % to 50 % of area
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Rijndael Architecture - Round

Round architecture with shared Mult Inverse
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Rijndael Architecture - Round

Partition of the rounds not suited for intraround pipelining
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Rijndael Architecture - Round

Shifting round limits makes intraround pipelining possible.
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Rijndael Architecture - Round

Partition of the rounds suited for intraround pipelining
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Rijndael Architecture - Round

InvMixColumns can be shifted to a better location
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Rijndael Architecture - Round

Architecture suited for intraround pipelining
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Rijndael Architecture - Round

Introduction of intraround pipelining
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The Serpent Chip
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Algorithm Summary

» 256bit user key
e 33 128Dbit round keys

e 32 rounds
8 types of 4x4-S-boxes

j‘> Instantiate preferably 8, 16, or 32 rounds
also possible: 1, 2, or 4 rounds



Architecture Development — Step 1
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Architecture Development — Step 2
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Architecture Development — Step 3
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Architecture Development — Step 4
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Serpent Architecture - Round
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Serpent Architecture - Round
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Architecture Development — Step 4
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Key Generation
On The Fly
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Serpent Architecture — Final
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Comparison: Functionality

Rijndael | Serpent
Rounds in the algorithm 10 32
Data length 128bit 128bit
128bit
User key length 128bit 192bit
256bit
Rounds in hardware 2 4
Round key computation stored on the fly




Comparison: Figures of Merit

Comparison based on 128bit keys

Rijndael

Serpent

Technology, process name

0.6 ym 3LM, AMS CUA

Area per hardware round 6.3 mm? 3.1 mm?
(after synthesis)

Area for round key 4.5 mm?2 3.8 mm?
generation

Chip area 22.5mm? | 21.6 mm?
(estimated, after synthesis)

Chip area (effective) 49 mm? 49 mm?
Data throughput 2.16 Gbit/s | 1.86 Gbit/s
(estimated, ECB)

Data throughput 2.26 Gbit/s | 1.96 Gbit/s

(measured, ECB)




Conclusions (1)

Both chips were

* designed from scratch
* synthesized
 fabricated

e measured?

Throughputs and areas almost identical:
e In ECB and CTR modes: = 2 Gbit/s
 In feedback modes: = 500 Mbit/s

Contributions towards optimum datapath design

1 Serpent chip: fully functional; Rijndael chip: limited functionality due to error in mask fabrication



Conclusions (ll)

Considering that the two algorithms are rather different
In nature, their respective performances in hardware
come remarkably close.

Rijndael

+ Reuse of the same S-box for all rounds

Serpent

+ Accommodates multiple key lengths with no
Impact on hardware architecture

+ Number of rounds (32) is hardware-friendly



Questions?



