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R I\/Iot|vat|on » Embedded cryptographic systemin reconfigurable
el e “hardwar e - system-in-a programmablechip
(SOPC) solution

' Offermg -. Higher security

L_ower: price
Adaptability

i At ;-' Problem Missing cryptographic primitivein programmable
S s s = - ogic.applications - True Random:Number
Generator-(TRNG)




i Source of
| -”-randomness

PI’ 0b|em Field Programmable Logic Device (FPL D) = suitable
- ¥ especially for pseudo-random nhumber generators
- (logic circuitry), usually the source of randomnessis
eTE missing
L aeol(tion ¢ Analog part of recent FPLD ~a PLL used usuallyfor
st Sd i the clack synthesis - introduces very small-random
jitter

- Jitte parameters.




Analog PLL
m Altera FPLD

Phase
Comparator

Voltage-Controlled
Oscillator

H Clock Shift I FOUT2=|:,N[”‘ ]
o : nxv
Circuitry :

« Analog PLL-with high-multiplication-and-division
factors(up:to 160)

Used for:-high-speed clock generation (typically up
to 200MHz2)

|nstability reduced:to-a minimum - clock jitter
1-sigma value: '~ 15 ps (very:good for :a-clock
synthesis, less good for-a TRNG implementation)




Decimator
P (Kp)

| ?_ Prl nCIple o Summation modulo 2 of thesynthesized. clock
A S et e signal (CL:J) sampledin the fixed clock intervals
(CLK) duringtheperiod T,
o It Fers = Feuk Ky /Kp
and Ky; and Kgarereative primes

To=KpTek =Ky Te;




SR ExampIeE -5
i If.of the clock
i f;;.,I?I'E|a'tl0hshlpj?f.f

ol 7= 2vaxaTa

o

Critical samples

NOte « ‘Sampling of the signal CL J in K, discrete positions
' e AD TR (phases)
Condltlon for the:_

Jltter detectlon Gjit > Tela/4Kp = Tei /4Ky




TRNG realization

1
1 XOR Decimator |

XORCOFI’GC’[OI‘ * ‘| ncreasestheprobability-of CLK ‘and-CLJ edge
S e B e R L zones overapping during the T, period

XOR deClmatOl’ . Removes deterministic part.of the signal with the
A B e T per |0d




e Hardware

WEA LR teStlng Altera NIOSdevelopment board-based on
AR :-;:_eqmpment * APEX 20K 200-2X: device

4 Dedicated

R SR 2T PI_ I_ S Clocks
o Confl guratlon o ||

G4G2G1G3

FEXTW =88.245 MHz

157
Fexr—g— = 108.918 MHz

Fext = 33.3MHz 1
Fexr—15— =2775MHz

Par ameters o Ky =785 Ky =1272, Tei 14Ky =72 ps< o

SE '-'_t':}'.ﬁflmp|emented . TRNG
b|OCkS e ‘4 kB FIFOand1/0 control logic

CHES 2002




i Hardwaref :
i |mplementatlon:'_

Descr | ptlon
Ianguage;

DIffICU|tIeS’

Devel opment tools |

Reqwrements?

* AHDL
* VHDL

o - Simulation of thejitter and:ssmulation of:the
TRNG performanceisimpaossible

o -Placement and routing resultsare very
Important

s “Quartusll, verson 2.0




o ;Te.é.t's ffesmts-

NSRSk I\/Iean valuesfor
-i‘:'_"r-'l Glgablt records'
B Rl oar _----“-_
R _' Conclusmn For: very long records sonme small bias can'be noticed;
e el this bias should be negligiblefor cryptographic
applications and:it.can:befurther: reduced

Frequency, Block-Freq;, Cusum, Runs, L.ong-Run,
. Rank; FFT; Periodic-T'emplate, Universal; Apen,
e Serfial, Lempéd-Ziv, Linear-Complexity

NI ST test su1_te_,_

Concluson All thetests have passed with some small deviation for
Sk ot some FFT tests




~ Conclusions.

We have proposed-a new method for the true
random number:genéerator implementation-in
reconfigurable hardware

s the principleof randomness extraction isvery
reliable (independion voltage:and temperature
fluctuation)

since no external -component isneeded, 1t'seems
to bevery difficult to manipulatethe generator
output values

theprincipleisadaptabletoall devicesusing
analog PL L with sufficiently high K, and:K
and relatively-highjitter (all:recent -Altera
FPLDs, someother FPLDs; ASICs, €tc.)




~ Perspectives

| ntensive testing In cooperation with other
(specialized) organizations

| mprovement of the characteristics of the XOR
corrector toreducethe bias

Exact measurement of:thejitter:in different
conditions

Design of the complete | P block: including on-line
F PStests

I mprovement:of the strategy-of the choice of
multiplication and division factors




