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Motivation

4

= Security in Embedded Systems
Smartcards, PDAs, Cellphones, etc
VPN, line accelerators, cars,...

m Countermeasures

Suitable for constraints of embedded
system




Previous Research
1
R
s Power & EM Attacks

DPA (Kocher 96,99), (Clavier& 00),
(Fahn& 99), (Messerges 00), DEMA
(Gandolfi& 01), (Agrawal& 02) (Carlier&
04),...

m Countermeasures

1.9 times latency, # memory accesses
large, or large tables stored




Problem Definition
——
s PDA Side Channel Attack
EM analysis

= Low Energy Countermeasure
Design for PDASs

Resistance from EM-attacks




- Experimental Setup : PDA
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"=EM of Rijndael Rounds on PDA
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Averaged EM Traces
0N ARM7 and PDA
ull

0.04

0.01

-0.05

01

-0.15

-0.04

s00 1000 1s00 2 3 3800 4000 4500 &000

0.4
Tirne




Frequency-based Differential
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Key

S-Box

Plaintext

- Differential Analysis of Rijndael

Partition EM traces
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EM Frequency-based Differential
for Correct Key

Spectrogram on AES without countermeasure (correct key gquess)

difference of means
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EM Frequency-based Differential
for Incorrect Key

opectrogram on AES without Countermeasure (wrong key guess)
difference of means ||
2*STD
-2FSTD

Induced Yaltage (u%)
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All Keys Guess for
EM Frequency-based Differential
1 Analysis

correct key = Ox5C
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EM Time-based Differential for
Correct Key

DEMAL, of AES without countermeasure [(correct key)
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All Keys Guess
for EM Time-based Differential
Analysis

correct key = 0x5C
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= Countermeasure in Rijndael
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All Keys Guess for EM Freguency-
based Differential Analysis with

A Countermeasure




2"d Order EM Analysis with
Countermeasure
<= (\Waddle 2004)
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# Sbox
# 1d/st

| (MA)
E, (mJ)

Rijndael C1
5 6
160 320
4,46 4,41
0.33 0.57

- Countermeasure Energy

(Messerges
C2 2001)

I 5
480 2048
4.40 4.17
0.81 2.92



EM Time-based Differential for
ECC
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EM Frequency-based Differential
for ECC
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= Conclusions
ull

s Evaluated PDA side-channel
SEMA of AES on a PDA

= Proposed a spectrogram-based analysis
DSA of AES on PDA
MSB attack for ECC

= Proposed low energy countermeasure

= Low energy security for wireless
embedded systems
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