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example: Dual EC RNG C‘/

— “trusted” parameters P, () T\

— int'l standard; NSA paid RSA $10 million

— knowledge of log, P = predictable [ShuFer07]
= break TLS [CFN™"14]
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goal: subversion resistance
this work: NIZK, relies on common reference string (@)

example: zk-SNARK parameters
for Zerocash (@)casH) [BCG T 14]
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e implies 2-move ZK (verifier chooses CRS)

= only achieved under extractability assumpt’s [BCPR14]

e construction under new knowledge of exponent assumption
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