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Hybrid Encryption — KEM/DEM paradigm
o Asymmetric primitive to establish key (KEM)

o Symmetric primitive to encrypt the message (DEM)
e.g. CTR, CBC, CCM, GCM blockcipher modes

Previous Results
o DHIES, RSA-OAEP are SIM-SO-CCA secure [HJKS15]

o DEM: xor with the output of a random oracle
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A ‘DEM’ (Enc, Dec) with oracle access to a permutation m where
Enc™: X' x M = C
is simulatable if there exist stateful algorithms Fake, Make where
Fake: K' — C Make: M — Perm

such that:
1. If (c + Fake(k'); # < Make(m)) then ¢ = Enc™(k’, m).
2. Running (Fake,Make) yields a uniform permutation.
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In a nutshell

o We define a structural property of DEMs: Simulatability.

o Simulatability of the DEM lifts security of the hybrid PKE from
IND-CCA to SIM-SO-CCA security.

o Many practical hybrid PKE schemes are SIM-SO-CCA secure.
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Proof Sketch

Ideal cipher: (ICx)kexc, ICx random permutation.

Let denote a key encapsulation of (k, k).

Let (, Enc/(k’, m)) be the hybrid encryption of m.
Ensure that /Cy, remains unevaluated until A queries Open.
o IND-CCA secure KEM: (k, k") computationally hidden.
o OT-INT-CTXT secure DEM: A cannot force an evaluation of /Cy

by querying Dec(, o)
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o Simulatability of the DEM lifts security of the hybrid PKE from
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