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Key-Dependent Message

� KDM security: allow adversary to access encryptions of messages, which are

closely dependent on the secret keys.

Enc�pk; f �sk��

� Applications:

{ Hard disk encryption

{ Anonymous credential system

� Traditional security notion does not imply KDM security.
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Public-Key Encryption

PKE = �Setup; Gen; Enc; Dec�:

Alice Bob

(pk, sk) $ Gen(prm)
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KDM Security

User 1 User i User n
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KDM Security

User 1 User i User n

(pk1, sk1)←$ Gen(prm) (pki, ski)←$ Gen(prm) (pkn, skn)←$ Gen(prm)

pk1, · · · , pkn

pke.ct∗ ←$ Enc(pki, f (sk1, · · · , skn))

pke.ct∗ ←$ Enc(pki, 0)or f

… …
































































































































