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® KDM security: allow adversary to access encryptions of messages, which are

closely dependent on the secret keys.
Enc(pk, f(sk))

® Applications:

— Hard disk encryption

— Anonymous credential system

® Traditional security notion does not imply KDM security.

[ABBC'10, CGH'12, MO'14, BHW'15, KRW'15, KW'16, AP’16] - -
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Function Set of KDM Security
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Function Set of KDM Security

KDM security is related to a set of functions F from 8K X - - - X 8K to M.

— Feire: the set of selection functions.
f:(sky, -+, skp) > sk;

— Fafr: the set of affine functions.

n
fZ(Skl"" ,Skn)'_> > aj-ski+b
i=1
- g4 - the set of polynomial functions of bounded degree d.
poly
f:(sky, -+, skp) — > a(cl,---,cn)'Skcll - skén

0<ci+--+cp<d

The larger F is, the stronger the security is.



Related Works: KDM-CPA secure PKE
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— {: security parameter.

— d: bounded degree of polynomial functions.
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[LLJ'15] Fur ® 0(1) |G| | DDH & DCR

— {: security parameter.

— d: bounded degree of polynomial functions.
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— Efficient: our scheme is free of NIZK and free of pairing.



Our Contribution

KDM-CCA

PKE Scheme . KDM-CCA? | |Ciphertext| | Assumption
Function Set

Our first scheme Fatr 0o(1) |G| DDH & DCR

Our second scheme ffsoly 0(d°) |G| | DDH & DCR

e We give the first efficient KDM[F,¢]-CCA secure PKE with

ciphertexts.

- . the ciphertexts consist only a constant number of group elements.

— Efficient: our scheme is free of NIZK and free of pairing.

e We extend our technique, and construct the first efficient KDM[&"‘;Oly]—CCA

secure PKE with

ciphertexts.
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The LLJ Scheme from Related-Key Attack secure “AE”

AE The LLJ Scheme

©)

DDH =— INT-F,#RKA —> KDM[F,¢]-CCA

o One essential building block called “Authenticated Encryption” (E) is employed.

o The "“INT-F,4-RKA” (ciphertext-integrity against related-key attacks) security

proof of the LLJ's AE does not go through to the DDH assumption.



INT-Fa-RKA security of LLJ's AE

DDH tuple or DDH Problem Solver

Random tuple

No trapdoor
| Adversary against
: INT-Fa-RKA
: — T
Decision bit: 0/1 Beciten forgery of AE
: procedure
e LLJ's AE: (ElGamal)-type.
r o kr
(8" &™)

e The DDH adversary does not have any trapdoor to convert the forgery from the

adversary of AE to a decision bit in an efficient way.
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A Plausible Solution

e Our new AIAE: (Kurosawa-Desmedt [KD'04])-type.

ky+kst ko+kyt
(gli’gg,g;(l 3)’g;(2 4)).

New Problem!
The secret key of our AIAE consists of several elements k = (kq, ko, k3, k4).
The affine function of k is too complicated to prove the INT-F,#-RKA security.

4 4 4 4
fi(ka, ko, k3, kg) V— (X a1 - ki + b1, 2 a2 -ki+ba, 3, aj3-ki+b3, 3 ajs-ki+by)
=1 =1 =1 =1



Our Solution: Authenticated Encryption with Auxiliary-Input
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Our Solution: Authenticated Encryption with Auxiliary-Input

AIAE = (AIAE.Setup, AIAE.Enc, AIAE.Dec):

k k
7 aiae.ct, aux )
m « AIAE.Dec(k, aiae.ct, aux) < — aiae.ct «s AIAE.Enc(k, m, aux)
Alice Bob

e We introduce “Authenticated Encryption with Auxiliary-Input” (AIAE).

— AIAE must have auxiliary input “aux”.

— Weak INT-F-RKA security: an additional “special rule” for the forgery.



Weak INT-F-RKA security for AIAE

f, m, aux



Weak INT-F-RKA security for AIAE

k

aiae.ct «s AIAE.Enc(f(k), m, aux) .
<1

User

f, m, aux

R



Weak INT-F-RKA security for AIAE

k
aiae.ct «s AIAE.Enc(f(k), m, aux) .
<1
User
aiae.ct f, m, aux

R



Weak INT-F-RKA security for AIAE

k
aiae.ct «s AIAE.Enc(f(k), m, aux) .
<1
User
aiae.ct f, m, aux

7, alae.ct”, aux” g
—



Weak INT-F-RKA security for AIAE

aiae.ct «s AIAE.Enc(f(k), m, aux)

aiae.ct

7, alae.ct”, aux”
—

@ AIAE.Dec(f"(k), aiae.ct”, aux®) # L

(@ Special rule

User
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Our AIAE

DDH tuple or DDH Problem Solver

Random tuple

Sample trapdoor itself

—
“| Adversary against
weak INT-Fp,-RKA
Decision bit: 0/1 Decision forgery of AIAE
« : — 7
: procedure

o We prove the weak INT-F,,¢-RKA security of our AIAE w.r.t. a smaller restricted

affine function set Faf.

f i (k, ko, k3, kq) = (a - ky + by, a ko +ba, a-kz +bs, a-ky+by)
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The LLJ's Method does not work for Our AIAE

AE The LLJ Scheme

INT-Fo-RKA  —— KDM[Far]-CCA

e Our AIAE only achieves a very weak INT-F.5-RKA security w.r.t. a small Fa.

We cannot apply the LLJ's method to construct KDM[F,¢]-CCA secure PKE.



Our Approach

o Build KDM-CCA secure PKE from three building blocks: KEM, £ and AIAE.

— KEM: a key encapsulation mechanism.
(k, kem.ct) «<$ KEM.Enc(pk), k « KEM.Dec(sk, kem.ct).
— &: a public-key encryption scheme.
&.ct «$ E.Enc(pk, m), m « &.Dec(sk, €.ct).

— AIAE: an authenticated encryption with auxiliary-input.

AIAE.ct «s AIAE.Enc(k, m, aux), m « AIAE.Dec(k, AIAE.ct, aux).

ENCRYPTION DECRYPTION

sk
kem.ct kem.ct
KEM.Enc KEM.Dec

k
2 K aux = kem.ct aux = kem.ct l K

m €.Enc E.ct AIAE.Enc aiae.ct  aiae.ct AIAE.Dec Ect €.Dec




Our Construction

ENCRYPTION
ikem.ct
KEM.Enc :
k aux = kem.ct
&.Enc E.ct AIAE.Enc aiae.ct

— KEM and € share the same key pair (pk, sk).

— AIAE.Enc uses k encapsulated by KEM to encrypt £.ct with aux = kem.ct.



Our Construction

DECRYPTION
sk
kem.ct
KEM.Dec
aux = ker}n.ct lk
aiae.ct AIAE.Dec E.ct &.Dec m

— KEM and € share the same key pair (pk, sk).

— AIAE.Enc uses k encapsulated by KEM to encrypt €.ct with aux = kem.ct.
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Proof Idea of KDM[F,¢]-CCA Security

The Encryption Oracle:

kem.ct
KEM.Enc
sk K
aux = kem.ct
f(sk) &.Enc &.ct AIAE.Enc aiae.ct
-  ———————

e Use sk to answer the encryption queries.



Proof Idea of KDM[F,¢]-CCA Security

The Encryption Oracle:

kem.ct
KEM.Enc
sk
k aux = kem.ct
f(sk) &.Enc &.ct AIAE.Enc aiae.ct
—_— >
skmod ¢(\)

o Under the DCR assumption, €&.Enc is changed to €.Enc.

— &.Enc behaves like an entropy filter for Fu¢f, such that - is reserved.
sk mod N



Proof Idea of KDM[F,¢]-CCA Security

The Encryption Oracle: skmod N

|
|

k = frari(k") for some base key k*

kem.ct
KEM.Enc T
sk ~
& aux = kem.ct
f(sk) &.Enc &.ct AIAE.Enc aiae.ct
—_—— >

:skmodqﬁ(N)
e Under the DCR assumption, KEM.Enc is changed to KEM.Enc.

— k is expressed as an Fyafr-function of a fixed base key k*.

— In kem.ct, - protects the base key k*.

sk mod N



Proof Idea of KDM[F,¢]-CCA Security

The Decryption Oracle:

sk
kem.ct
KEM.Dec
= kem.ct
aux em.c lk
N
aiae.ct AIAE.Dec E.ct &.Dec m
—_— ——

e Divide the secret key sk to two independent parts, - -
sk mod N sk mod ¢(N)



Proof Idea of KDM[F,¢]-CCA Security

The Decryption Oracle:

sk

l

kem.ct

KEM.Dec

aux = kem.ct

aiae.ct
- ]

sk mod ¢(N)

o KEM.Dec rejects the query, if the computation of k involves - .

— By the weak INT-F,¢-RKA security of AIAE, this change is computationally

indistinguishable.

&.Dec




Proof Idea of KDM[F,¢]-CCA Security

The Decryption Oracle:

sk

kem.ct

aux = kem.ct

aiae.ct
- ]

sk mod ¢(N)

€.Dec

sk mod ¢(N)

e ¢ .Dec rejects the query, if the computation of m involves - .

sk mod N

— Since &€ has an authentication functionality, this change is computationally

indistinguishable.



Proof Idea of KDM[F,¢]-CCA Security

The Encryption Oracle: skmod N
_ . - hides k*
k = fraff(k ) for some base key k l
kem.ct
KEM.Enc
sk N
K aux = kem.ct
f(sk) &.Enc &.ct AIAE.Enc aiae.ct
_ —

sk mod ¢(N)

o We compute k as Fpaf-functions of an independent base key k.

— In €.Enc and the Decryption Oracle, - is not involved.
sk mod N

— In kem.ct, the base key k™ is protected by - perfectly.

sk mod N



Proof Idea of KDM[F,¢]-CCA Security

The Encryption Oracle: skmod N

- hides k*
l

k = frar(K') for some base key k'

— kem.ct
KEM.Enc 1
sk
K aux = kem.ct
f(sk) &.Enc 0 AIAE.Enc aiae.ct
. — - -

e By the IND-F,¢-RKA security of AIAE, we change aiae.ct as encryptions of 0.

— kis an F-function of E*, which is independent of other parts of the game.



Proof Idea of KDM[F,¢]-CCA Security

The Encryption Oracle: skmod N

- hides k*
l

k= fraff(R*) for some base key k-

— kem.ct
KEM.Enc 1
sk
K aux = kem.ct
f(sk) & Enc 0 AIAE.Enc aiae.ct
— —_— s

e By the IND-F,¢-RKA security of AIAE, we change aiae.ct as encryptions of 0.

— kis an F-function of E*, which is independent of other parts of the game.

e The advantage of the adversary is zero.
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Our Approach
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e We design a new &: an entropy filter for the set of polynomial functions ?goly.

— Entropy Filter ([LLJ'15]): through some computationally indistinguishable

change, - can be reserved by &.Enc(pk, f(sk)), for f € Tpioly.
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Our Approach

ENCRYPTION DECRYPTION
sk
kem.ct kem.ct
KEM.Enc KEM.Dec
k
2 k aux = kem.ct aux = kem.ct l K
m €.Enc E.ct AIAE.Enc aiae.ct  aiae.ct AIAE.Dec &.ct €.Dec m

e We design a new &: an entropy filter for the set of polynomial functions ?goly.

— Entropy Filter ([LLJ'15]): through some computationally indistinguishable

change, - can be reserved by &.Enc(pk, f(sk)), for f € Tpioly.

sk mod N

e The other two building blocks KEM and AIAE are the same.
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& designed for monomial f(sk) = a - x1y1X2y2X3Y3X4Y4

pk
F(sk) gEnc | &, &.ct = (table, ¢, t)
o prm=(g1, - -,85). sk=(x1, - -, Xg,y1, """, Ya)

pk=(hy, -, ha) = (877857, 8528572 8570 8,7° 81 e™).

e Forj €0, 8],

r: ri ri ri ri ri ri ri ri ri ri i
_ | oma | a2 | T2 | T | Tis | Tia | T _ T, T2, T8, T4
=g |8 |82 |85 (857 |84 |84 |85 |- vi=h{ hyThg h4) :
Uo,1 uo,2 T Uo,8
ui1cvo| ur2 |- | uns
e table = uz1 juz2- V1)) U2s o e=ug-T/H), t:g{(Sk) mod ¢(N),

us,1 us,2 cc|us,8 U7




& designed for monomial f(sk) = a - x1y1X2y2X3Y3X4Y4

sk
e — E.ct
f(sk) &Enc |2, &.ct = (table, e, t)
[
e Forje|0, 8],
|| TR | TR | Tis | Tis | Tia | Ti4 _ i1, 72,78, T4
81] & |82 3 (837|847 |&4 (&5 |- vi=hi hy Thy TRy

—X1,,~Y1, —X2_ —Y2_ —X3_ —Y3 —X4_ ~V4

= U S Wy Wt s e Y

up,1 ug2 |+++| uos |=Uo=vo

uy1cvo| uiz |ccc| uns (=01 =U1

e table = uz1 fugzcvUp|ccc| uzs [ 02=1U2
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& designed for monomial f(sk) = a - x1y1X2y2X3Y3X4Y4

sk
e — E.ct
f(sk) &Enc |2, &.ct = (table, e, t)
[
e Forje|0, 8],
| R T T2 Tis | TS| T4 Tia PSSR S & B
—81] & |82 3 (837|847 |&4 (&5 |- vi=hi hy Thy TRy

—X1,,~Y1, —X2_ —Y2_ —X3_ —Y3 —X4_ ~V4

= U S Wy Wt s e Y

up,1 ug2 |+++| uos |=Uo=vo

uy1cvo| uiz |ccc| uns (=01 =U1

e table = uz1 fugzcvUp|ccc| uzs [ 02=1U2
usg 1 ug 2 <o+ |ug,g s U7 |= U8 =Ug

o e=ug - Tf(sk) =e=10g - Tf(sk)' t= g{(sk) mod ¢v(N).



& designed for monomial f(sk) = a - x1y1X2y2X3Y3X4Y4

sk
_— e.ct _
F(sk) &Enc |——— &.ct = (table e, t)
W
sk mod p(N)
e Forj€e|0,8],
TR 2| 2| T | Tis | Tia | i _pTh1p T2, 3, T4
glj & |82 3 (8377 |84 |84 (&5 |- vi=hi Ry Thy TRy
— X1 Y1, —X2_ —Y2_ —X3_ ~Y3 —X4 ~Y4
= U U Wy Wty s e Y
uo, 1 ug,2 |-+ | uos |=Uo=vo
ui1 Vo - uy2 || uns [0 =uv T
e table = uz 1 Ug o Uy |- | Ugg |0y =uvp - TN

ug 1 ug,2 |- |ugg ur|= g =vg - TTEIV1IXAYA = yg pf(sk)




& designed for monomial f(sk) = a - x1y1X2y2X3Y3X4Y4

sk
1 — E.ct
F(sk) &Enc |——— &.ct = (table e, t)
}
sk mod p(N)
e Forje|[0,8],
LSS T R0 S U N -0 L - N < B <3 O ) ) _pTh1p T2, 3, T4
= ’81] 83 |83 |85 7|83 |84 [&4 [&5 |- vp=hi hyThyThyT.
I R TIEe TH A THC TIRC  TIE R TR TIE
J i1 T2 i3 T4 Ti5 6 Ti7 Ti8
uo, 1 ug,2 |-+ | uos |=Uo=vo
U1 - o @ uye || ung |[=01=uvp T
e table = uz,1 Ug o Uy |- | Ugg |02 =vp  TTHVL
ug, 1 ug o |+ |uss 7 |= g =vg - TTIY1TNAYA = g p=f(sk)

o eug T ey T/ o yy  £= g{(sk) mod ¢(N)



& designed for monomial f(sk) = a - x1y1X2y2X3Y3X4Y4

sk
— E.ct
f(sk) &.Enc TC— &.ct = (table, e, t)
sk mod p(N)
e Forje|[0,8],
|| A T2 | Tis | Tis | T4 | Ti4 _ i1y T2, i3, 4
=gt &g |85 |85 [g5 7 & 84 |88 | vi=h{ Thy Ty TR
Uo,1 ug,2 || Uo,8
ulyl-vg- ui,2 ui,g
e table = ug 1 Ug o V1| | Uas
us,1 us,2 cco|us,8 t U7

t = g)l‘(sk) mod (fJ(N).



& designed for monomial f(sk) = a - x1y1X2y2X3Y3X4Y4

sk
l — E.ct
F(sk) &.Enc T— &.ct = (table, e, t)
sk mod p(N)
e Forje|[0,8],
LT S B L 2 - N R R < 2 O O B "1, T2, T8, T4
e e e e e e R R e L e T R
Uo,1 ug,2 || Uo,8
ulvl'l}g' ui,2 ui s
e table = ug 1 Ug o V1| | Uas
ug,1 ug2 |+ |ugsg U7

t = g)l‘(sk) mod (fJ(N).

e ¢ =ug.

€.Enc behaves like an entropy filter for the monomial.
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f(sk) = )Y PO S ) CRRREE 8
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General & designed for Polynomial Functions

e A polynomial function f in sk = (x1, - -+, X4, Y1, - - - , Y4) of degree d is

f(sk) = T Ay e XYL XYY

0<cy+---+cg<d

e For each monomial ¢ = (cy, -+, cg), E.Enc creates a pair of table© and (9.

The products of these v©) are used to hide the message: e = []v(© - /(K.
C

e Under the DCR assumption, €.Enc is changed to €.Enc, such that each v(® is

multiplied with an additional term:

C7.,C8

l)(c) - U(C) . Tfa(q.»mcgi'xily? Xy Yy
Consequently,

XEyE2 Ly CT 08
= XAy, cg) X YT Xy Yy

e = H ﬁ(c) . Tf(Sk) - H U(c) LT c ,Tf(sk) — H U(C).
c c c

&.Enc behaves like an entropy filter for polynomial functions.
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Conclusion

In this work, we propose:

e A new approach for constructing KDM-CCA secure PKE scheme, from

KEM, &, and a new primitive called “AlAE".
e Efficient KDM[F,¢]-CCA secure PKE with compact ciphertexts.

e Efficient KDM[S"goly]—CCA secure PKE with almost compact ciphertexts.
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