Dual System Encryption Framework
in Prime-Order Groups
via Computational Pair Encodings

Nuttapong Attrapadung (Nuts)
AIST, Japan

Asiacrypt 2016
Hanoi, Vietham, December 7, 2016



Our Main Result in One Slide

A Generic Framework
for Fully Secure ABE

in Prime-order Groups

Implies many first fully-secure & prime-order instantiations:
ABE for regular languages, Short-ciphertext ABE, etc.
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1 Introduction



Attribute Based Encryption (ABE) (/05

ABE for predicate R: X x Y = {0,1}

o &

Key for  \, Decrypt " Ciphertext for
xeX yeY
| (encrypt M)

M if R(x,y)=1
? if R(x,y)=0



More Complete Picture of ABE

- 2

Master Secret key Master Public key

B con oo [
! |
™0 &
Key for  \ Decrypt " Ciphertext for
xeX yeY
| (encrypt M)

M if R(x,y)=1
? if R(x,y)=0 .



Example of Predicates
1. Key-Policy ABE for Boolean Formulae [GPS\W06]

e suitable for content-based access control.

Movie
Drama
Disney
So Japanese
Animation
Movie Disney
N \%
policy x attribute sety

8associated to <) associated to 1((A))

* R(x,y)=1 iff y satisfies x.



Example of Predicates
2. Ciphertext-Policy ABE for Boolean Formulae [BS\W07 W11

 suitable for person-based access control.

EP;D. @
Thai cfo (AND
Asian
Ph.D. CS
)

V

attribute set x policy y

@ associated to e associated to _ﬁ @

e R(x,y)=1 iff x satisfiesy.



Example of Predicates
3. Dual-Policy ABE for Boolean Formulae [AI0?]

@ Blood
Heart @ Fat value

ate:201507

date:
Blood date:20150 | !L
Y1

Doctor:K
Patient: Bob @

Department: X
Nurse \

Clinic:A

Hospital:T
Doctor:K Hospltal T

* R(x,y)=1 iff yq satisfies x; AND x; satisfies y>.



What Predicate

More Examples of Predicates (1//)

=0

1 R(x,iyf?:1

Identity Based (IBE) | x€{0,1}" ye€{0,1}" x=y
S84, BBOA4, ]

Inner Product (IPE) X € Ly y € Zj (x,yy =10
[KSWO8]

Doubly Spatial (DSE) X y xNy #0

H11]

(affine spaces in Zg )




What Predicate

More Examples of Predicates (//)

=0

1 R(x,iyf?:1

Span Program
[GPSWO06, .. ]

Finite Automata
W12 A14]

Branching Program
[GVW13,W14]

Circuits
(GGHSW13,GVW13]

f(-) y fly) =1

f in that class
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Is there a generic way to design
ABE for arbitrary predicate R ?



Yes, using recent generic frameworks
[A. Eurocrypt 14], [Wee TCC14]

“Pair encoding” for R ==H4 Fully secure ABE for R

+ Subgroup Decision

* Advantage of pair encoding: security is much easier!
* Perfect[A14 \W14]: Info-theoretic argument.
 Computational [A14]: Similar to selective security.

* Butyield ABEs in composite-order groups.
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Motivation for Prime-order Groups

e Better efficiency than composite-order groups. [G13]
» Element size: 256 bits vs 3072 bits

 Bilinear pairing: 254 times faster
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Recent Prime-order Frameworks

e [Chen,Gay,Wee EC15], [Agrawal, Chase TCC16]
» extending [W14,A14].

* but only for perfect encoding

* This work: both perfect & computational encoding
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Computational enc covers many more

Computational encoding
4 N

¢ boolean formula [A14 AY15 AH
- KP, CP, DP
- fully unbounded
- short-key or short-ciphertext

* boolean formula over doubly-spatial
- KP, CP, DP [A14 AY15]

Perfect encoding e finite automata (regular language)
. - KP,CP, DP |W12 A14,AY15]
e IBE, IPE, Spatial

¢ boolean formula with
some bounds

&LOSTWWO,WM,AM,/} /
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Our Main Theorem

Pair encoding for R — Fully secure ABE for R
(Prime-order)

+ Matrix DH [EHK+13]

Security of pair encoding: same as [A14] )
Syntax: more restricted, but all current encodings satisfy!

Pair encoding for R [A;;] Fully secure ABE for R
(Composite-order)

+ Subgroup Decision
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Instantiations: Apply to Existing Encodings

Computational encoding

¢ boolean formula [A14 AY 15 AHYT5]
- KP, CP, DP
- fully unbounded

The first fully-secure &
prime-order schemes

- short-key or short-ciphertext
* boolean formula over doubly-spatial
- KP, CP, DP [A14 AY15]
Perfect encoding e finite automata (regular language)
- KP, CP, DP [W12 A14,AY15]
e branching program
- KP, CP, DP
- unbounded [new]

e IBE, IPE, Spatial
e boolean formula with
some bounds

LOSTWIT0,W14, A4, . ,
[ | - short-key or short-ciphertext [new|




Table 2: Prime-order ABE schemes, positioned by properties

Predicate Properties Unbounded KP CP DP
Security Universe Input Multi-use
ABE-PDS full - - - New, New; New;
selective large yes  yes RW13 [57] RW13([57] sub
Unbounded ABE.MSp  1ull small yes  yes sub LW12[47] sub
full large yes  no OT12 [54] OT12([54] sub
full large yes yes New, New; Newsg
Short-Cipher ABE-MSP selective large no yes ALP11 (8] sub sub
semi large no yes CW14,T14 [19,60] AC16 (3] sub
full large no yes New; AHY15 [5]* Newerzs
Short-Key ABE-MSP selective large no yes BGG+14[12]"  sub sub
full large no yes AHY15 [5]* News Newer2g
selective large no yes GPSWO06 [34] Wi11[61]  Al09|[6]
full small no no CGW15 [17], CGW15[17], New,
(Bounded) ABE-MSP New) New’,
full large no no OT10[52], OT10[52], Newis
New/, New/,
ABE-RL, selective small - . W12 [63] sub sub
full large - - New;; New g New;7
Unbounded ABE-BP full - yes yes New;s New ;g Newsyg
Short-Cipher ABE-BP  full - no yes New;; Newer,; Newersg
Short-Key ABE-BP selective - no yes GV15 [33]" sub sub
full - no yes Newerzs New22 Newers:
selective - no yes Gvw13 [32]* sub sub
(Bounded) ABE-BP Il - no  no CGW15 [17], CGW15[17], Newas
18 Newhs Newh,







Bilinear Maps
e . (Gq X Gz — GT

PrimeG(\) — (e,p,g91,92)

G1,G, : groups of prime order p
generators g1 € 1,92 € (&

CompositeG(A) — (e, N,g1,91,92,92)
&1, Gy : groups of composite order N = pqg

g1 €G1p,91€Grg,92€ Gop, g2 € G
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Pair Encoding Scheme (PES) (a14

Syntax: Param(k) — n
Encl(x,N) — ky(a,r,h) and mq,m>
Enc2(y,N) — ¢, (s,h) and wj,ws
Pair(x,y,N) — E € Z;" ™™

where k, € Zy[a,r,h]™ and ¢, € Zy]s, h]"" have variables:

Oé7h: (h17'°°7hn)7r: (r17°'°7rm2>7sz (507“°7SW2)

and only monomials «a, rj, heri, sj, hisj = TENEETRLY
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Pair Encoding Scheme (PES) (a14

Syntax: Param(k) — n
Encl(x,N) — k.(ca,r,h) and mq,m>
Enc2(y,N) — ¢, (s,h) and wj,ws
Pair(x,y,N) — E € Z;" ™™

where k, € Zy[a,r,h]™ and ¢, € Zy]s, h]"" have variables:
Oé,h - (/’H,...,hn),f: (I’1,...,I’m2),5 a (So,...,SW2)

and only monomials «, ri, hyri, s;, hgs;.

Correctness: R(x,y) =1 = kEc, = asg

22



Fully Secure ABE from PES (214 <implified]

Setup(\, k) : CompositeG(A) — (e,N,g1,81,92,92),

PES.Param(k) —n, «a&Zy, h<& 7

PK = (91, 9}, e(g1,92)°)

MSK = (92, g5, 93)
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Fully Secure ABE from PES (214 <implified]

Setup(\, k) : CompositeG(A) — (e,N,g1,81,92,92),

PES.Param(k) —n, «a&Zy, h<& 7

PK = (91, 9}, e(g1,92)°)
MSK = (g5, 98, 95 )

Encrypt(PK,y, M) : PES.Enc2(y,N) — (c,,w1,w3), s <& Zp2,

h as
CT = (9?(5’ ) e(g1,92)° 'M>
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Fully Secure ABE from PES (214 <implified]

Setup(\, k) : CompositeG(A) — (e,N,g1,81,92,92),

PES.Param(k) —n, «a&Zy, h<& 7

PK = (91, 9%, e(g1,92)7)
MSK = (92, gh, 93)
Encrypt(PK,y, M) : PES.Enc2(y,N) — (c,,w1,w3), s <& Zp2,
CT = (Q?(S’h), e(g1,92)™" M)

KeyGen(MSK, x) :  PES.Enc1(x,N) — (ky,my,mp), r< Z37?,

SK p— ggx(ajr’h)
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Fully Secure ABE from PES (214 <implified]

h s
CT = (Q?(S’ ) e(g1,92)" 'M)

SK — glz(x(a,f,h)

Decrypt(CT,, SK,) : PES.Pair(x,y,N) — E,

! k.Ec'

Ec' k
6(91 97 ) =e(91,92)"" =el(g1.92)

QS

where e(gY",g5?) = e(gr,go)Mz M
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Fully Secure ABE from PES (214 <implified]
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Towards Prime-order Setting

Substitute scalar by vector/matrix as in [Chen, Wee C13]
a — aecZl he s Hy e zZ@tDxE+D

S; = sjezg ri r,-EZ/‘;’
Generators: pickB,Z ¢ ZS " * (9" Dwith a distribution 8,

L c ngﬁ)xd L c G§d+1)><d

g1 = g7 g2 — 95

-9
where L := RIGEaE LD
0

(left projection)
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Towards Prime-order Setting

s stZg he o erzéd—l—ﬂx(d—l—ﬂ

g1 Q?LengM)xd

Exponentiations:
gﬁ’k . gI{IkBL c G%d+1)><d
g7 - g?LsJ - ngw)m
g/;ks, . 9I1-I,<BLsJ ng+1)><1

(tweaked from [CW13], which is not directly applicable.)

30



Subgroup-Decision

Composite-order groups

Sj /\Sj

g9 ~ g9

G’|’p1 G17P X G17q

subgroup whole group

Matrix-DH =+« 13

Prime-order groups

BLSj BLSj BJ§I
oF ~ 91 Y

d 1 d 1
subspace  whole space
( J = right projection)

e d-DLIN is an instance.

31



Our Prime-order ABE from PES

Setup(\, k) : PrimeG(\) — (e,p,91,92), pick B,Z & 8,

o< 73, H & gD

PK = (gt g%, P elgr,90) B

H, ZL H'ZL o
MSK = (g3, g5 [\ g5 %, g% )

h
emulate 191, 9
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Our Prime-order ABE from PES

H,BL . ol
PK = (9181_7911 7“'79’1-, BL76(91792) BL)

HT zL HTZL o
MSK = (g%’-, g, g, ,92>

Encrypt(PK,y,M) : S & ng(wz+1),

BLS, T
CTy - (9(1:)/( H)v 6(91792)a oo M)

KeyGen(MSK,x): R & ngmzv

SK. — gl;x(a,ZLR,H)
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Our Prime-order ABE from PES

H,BL n -
PK — (Q?L7911 g e(g1, o) BL)

H ZL HTZL o
I\/|Si'<:(g§l—7 921 7---792n 792>

Encrypt(PK,y,M) : § & ZgX(W2—|—1)

cT, = (97 (BLS. &)
KeyGen(MSK,x): R & ngmZ
ke (v, ZLR, H)

SKX - gzx
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Our Prime-order ABE from PES

H,BL . ol
PK = (g1BL7911 7“'79’1-, BLve(g1792) BL)

HT zL HTZL o
MSK = (g%’-, g, g, ,g2>

Encrypt(PK,y,M) : S & ng(wz+1),

cT, - (9? (BLS, H)
KeyGen(MSK,x) : R & Z3”
ke (v, ZLR, H)

SKy =g,
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Our Prime-order ABE from PES

BLS, T
CT)/ — (9?( H)7 6(91792)a ohec M)
SK. — gl;x(a,ZLR,H)

Decrypt(CT,,SKy) : PES.Pair(x,y,p) — E,
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Correctness: Use Associativity (/13

Correctness of PES implicitly uses
Sj - (hkl’,') - (hij) - I

In bilinear map on scalars (as used in [A14]), we have

In bilinear map on vectors here, we have

H'b
e(g3. g, ) =e(g)?,g3)
since e(g1 ,92)(bTHk)'a — e(91 ,Qz)bT'(Hka)

and recall  e(g)" ,9’2"’2) = e(9g; 792)M§M1
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What About Commutativity?

Correctness of PES also implicitly (possibly) uses
(hesj) - (heri) = (hes)) - (heri)

In bilinear map on scalars (as used in [A14]), we have

hyri hesj_hor;

hys;
9(9’1“792 ):e(g1 9o )

But, in bilinear map on vectors here, we have

H'b H H'b
e(gl{leavgzk )#6(91/@792@ )

since e(g1,g2)® M) 2L gy, gp)(® He) (i
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What About Commutativity? —No.

Correctness of PES also implicitly (possibly) uses

(hesj) - (heri) = (hys)) - (heri)

Hence, we simply restrict PES to exclude these.
Done by restricting E outputted from Pair.

Call this as Rule I.



3 Security Proof




Definition for Full Security

Pictorially in timeline

ﬁ coo w

A X y, Mg, Mj X guess b
SK, %Ty SK, )
Encrypt My

condition: R(x,y) =0
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“Dual System” Proof Method |09

Real
game

ﬂ...ﬂ

& ™o - .,,.o>

Normal

"Semi-functional”

1> ‘H-°> Modify one

at a time.

Final
came el - el m - w>%

advantage=0
42



Semi-Functional (SF) Ciphertext/Key in |A14]

a k,(ce,r,h
:gf]:)’(sah) ﬂ:gz ( r )

ke(c,r,h) ~ky(&,0,0)
1& gcy<sh>Acy<sh> w:%( r >92
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Semi-Functional (SF) Ciphertext/Key in [A14]

a” @
1 gcy(s h) Acy(s h)mm

=0

=

-0

ey

— ghi(erh 0

_ ghi(orh) ggxm,?fw).mo,s_o
_ glleorh) @Sm,?ﬁ) 0 %@
_ ghe(orh) gk(2,00)

TOLR
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Proof Intuition 1 212

a” @
ﬁ gcy(sh)wy(sh)llll

a0 —

= —

- =

ey —

X(a r,h) =0

N

X(arh)glgx(O?,h)‘H;o‘Hs_o

XOéhAI(Oéh
o )92( r )1-0,%

N S

X(a r,h) ~k.(&,0,0)

92" ok

48



Proof Intuition 1 212

"Copy” from Normal to SF can use Subgroup Decision.
_ Cy(S,h)

=9 &
!Iﬁ :gﬁ)/(svh)gf]:)/(gai:’)

O — X(arh)
ﬂ: X(arh)AkX(Orh)cn-Odl

N

onh/\kozh
-0 — (r)gz(r)-n-c

N

Subgroup Decision ) — x(a r, h>92X(&’O’O)-H-o

N S

9’? R~ 9191

49



Proof Intuition 2 212

The only remaining hybrid uses the security of PES.

a gcy(s h) |1 o X(Q‘ r,h) T
I: (s,h) ~c,(8,h) X(a h) Ak (0,7,h)
gcy S cy 5 mll O — r P r ""';°

onh/\kozh
-0 — (r)gz(r)-n-c

N

S

on h) ~ky(&,0,0)
w0 =g Mg
2 1-0%

N
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Definition for Security of PES (214

Computational security [A14]: For x,y s.t. R(x,y) =0,

which? )
~ ky(0,7,h)

7
\ ggx(@a?f’)

Given g‘{y(g”’) 1

S

1

*

(each x,y is queried once by% in any order.)

Perfect security [A14 W/14] : info-theoretic sense.
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Our Scheme: SF Ciphertext/Key

c, (BLS, H)

k. (o, ZLR, T
g (a ) =0

9o N

&
&

k(o ZLR.H) &, (0,ZRH) -0
&9, NS

S

k(o ZLR.H) (&, ZJR,H)
-H-O%

N S

g, ,92A’ | ﬂlﬂém

N

53



Our Proof Intuition 1

"Copy” now uses Matrix Diffie-Hellman [EHK+13].

g? (BLS, H) 1 ke (v, ZLR, H) =0

4

N S

N

c,(BLS. 1) ¢, (BJS,H) 1

91 9,

op. g- 0
Matrix DH ( ) ( )
k.\ao,ZLR,H) k. (&. 0 .0
BLs; BlLs; BJs; X ’ ’
g, =~ gy 9;° 92 92 ‘";os

New technique uses random self-reducibility of Mat-DH.
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Our Proof Intuition 2

Goal: The remaining hybrid will use the security of PES.

BLS. k. (o, ZLR,
9?( %) I 92( ) ™o

N

BLS, H BJS. H koo, ZLR, H o ZJR, ]HI
9’1 ( )Q?( )_d_d g, (a )
N S
kx(a,ZLR,H) &, ZJR, H %
92 2 ﬁ

k(o ZLR,H) k (&, 0 ,0)
9> op. 1-0%

N

Problem: But security of PES was not in “matrix-form”.
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Need to find a condition for reduction

so that the security of PES implies exactly this hybrid.

Given 9? (BJ& H) 1

\ g/;x (a,ZJR, H) %
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Need to find a condition for reduction

f o which? k :
Given @?ys 1 %/ g (1)
A X(ozrh)

Qecurity of PES
f which?
c, (BJS, H) k.(0,ZJR, H)

Given 91 /92

\ ke (&, ZJR, H)
Qur hybrid 92

ey

& 1

o1
~



Need to find a cc

Our conditions:

Acy(§f))

Given g, m Can be defined solely on syntax.
S

Security of PES o hyriallowed only if r;is in k.

 hisjallowed only if sjis in c,.

. c,(BJS, H
Given g ( ) -
® So IS InN Cy.

Our hybrid

Call these as Rule 2,3,4.




Wrapping Up to Our Theorem

m B Fully sccure ABE for
(Prime-order)

+ Matrix DH [EHK+13]

e PES syntax is restricted to Rule 1,2,3,4.

» PES security is unchanged from [A14].
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Concluding Remarks

 We presented a generic conversion from pair
encoding to fully secure ABE in prime-order groups.

 Itimplies the first fully secure prime-order ABE
instantiations for many predicates.

e Omitted here:
 tighter reduction as in [A14].

e can use simpler basis [CGW15], instead of [CW13].
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