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The HIMMO Scheme
and its Contest

Oscar Garcia-Morchon; Ronald Rietman; Ludo Tolhuizen; Jose Luis
Torre-Arce; Moon Sung Lee; Domingo Gomez; Jaime Guiterrez; Berry
Schoenmakers

Philips Research; University of Luxembourg; University of Cantabria; University of
Cantabria; TU/e
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HIMMO

Efficient quantum- and collusion-resistant key pre-distribution scheme

1) Setup

2) Keying material extraction

3) Operational protocol
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Contest 2015

www.himmo-scheme.com

HIMMO Contest  LearnaboutHIMMO ~  TheContest v+  Newsletter

Canyou break it?

We are challenging you to attempt to break the HIMMO scheme as well as the mathematical problems it is built
upon.

Enter the contest »
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Results from 2015 Contest

Attacks and parameter choices in HIMMO

Oscar Garcia-Morchén!, Ronald Rietman!, Ludo Tolhuizen', Jose-Luis
Torre-Arce!, Moon Sung Lee?, Domingo Gémez-Pérez?, Jaime Gutiérrez®, and
Berry Schoenmakers?

' Philips Research, Eindhoven, The Netherlands
2 University of Luxembourg
3 University of Cantabria, Santander, Spain
* TU Eindhoven, The Netherlands

https://eprint.iacr.org/2016/152.pdf
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New Phase for the HHIMMO Contest

www.himmo-scheme.com

HIMMO

Efficient, authenticated, and quantum-resistant communications

Learn more »
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About the HIMMO Contest

* No time limit for five challenges,
* 1000 Euros per solved challenge

HIMMO1 2000
HIMMO?2 4000
HIMMO3 8000
HIMMO4 16000
HIMMOS5 32000
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About the HIMMO Contest

* No time limit for five challenges,
* 1000 Euros per solved challenge

___# | @ | Forthe bestknown attack

- 700 Can be attacked with LLL
HIMMO1 2000 Root Hermite factor of 1.011
HIMMO?2 4000 Root Hermite factor of 1.005
HIMMO3 8000
HIMMO4 16000
HIMMOS5 32000
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Parameter choice

* Very conservative, still practical and best performance:
* one-way key exchange and verification of parameters
with 107 B and 0.68 ms on standard PC for HIMMO2

* More details at www.himmo-scheme.com or on Friday
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