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Energy efficient 
Small messages 

and real-time 

Simple operation Quantum Secure 

Fits device lifecycle 

Nice features to have 
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HIMMO 
Efficient quantum- and collusion-resistant key pre-distribution scheme 

𝐼𝐷 𝐵 
Configuration 
parameters 

𝐼𝐷 𝐺𝐼𝐷(𝑥) 

 𝐾𝐴,𝐵 TTP TTP 𝑆𝑒𝑐𝑟𝑒𝑡  
𝑅(𝑥, 𝑦) 

 𝐾𝐵,𝐴 

𝐸 𝐾𝐴,𝐵
(𝑚) 

𝐴 

1) Setup 2) Keying material extraction 3) Operational protocol 
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Contest 2015 
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Results from 2015 Contest 

https://eprint.iacr.org/2016/152.pdf  
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New Phase for the HIMMO Contest 

 
www.himmo-scheme.com  

 
 
 

http://www.himmo-scheme.com/
http://www.himmo-scheme.com/
http://www.himmo-scheme.com/
http://www.himmo-scheme.com/
http://www.himmo-scheme.com/
http://www.himmo-scheme.com/
http://www.himmo-scheme.com/


 6                                 PHILIPS RESEARCH    www.himmo-scheme.com  
 

About the HIMMO Contest 

• No time limit for five challenges,  
• 1000 Euros per solved challenge 
 

 
 
 
 
 
 
 
 
 
 
 

# 𝛼  

HIMMO1 2000 

HIMMO2 4000 

HIMMO3 8000 

HIMMO4 16000 

HIMMO5 32000 
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About the HIMMO Contest 

• No time limit for five challenges,  
• 1000 Euros per solved challenge 

 
 
 
 
 
 
 
 
 
 
 
 

# 𝛼  For the best known attack 

- 700 Can be attacked with LLL 

HIMMO1 2000 Root Hermite factor of 1.011 

HIMMO2 4000 Root Hermite factor of 1.005 

HIMMO3 8000 

HIMMO4 16000 

HIMMO5 32000 
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Parameter choice 

• Very conservative, still practical and best performance:  
• one-way key exchange and verification of parameters 

with 107 B and 0.68 ms on standard PC for HIMMO2 
 

• More details at www.himmo-scheme.com or on Friday  
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