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Keyed Function F

Key space K 

Numerous applications in Cryptography
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- Key corresponding to circuit C : can evaluate PRF at input x if C(x) = 1 
- Multilinear maps based construction (Boneh-Waters 13), iO based 

construction (Boneh-Zhandry 14) 

- Identity based Noninteractive Key Exchange (Boneh-Waters 13)

Families of Constraints:

Circuits can handle only bounded 
length inputs!

for bounded number of users
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- Broadcast encryption : unbounded users
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P

P’
P(x) = P’(x) for all inputs x
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Construction based on  
public coins differing inputs obfuscator

- Identity based Noninteractive Key Exchange : unbounded users 
- Broadcast encryption : unbounded users



Can we build a constrained PRF scheme for Turing machines 
based on indistinguishability obfuscation (iO)?



Can we build a constrained PRF scheme for Turing machines 
based on indistinguishability obfuscation (iO)?

iO for 
circuits

Boneh- 
Zhandry 14

Circuit 
constrained PRFs



Can we build a constrained PRF scheme for Turing machines 
based on indistinguishability obfuscation (iO)?

iO for 
circuits

Boneh- 
Zhandry 14

Circuit 
constrained PRFs

iO for Turing 
Machines

iO for 
circuits

K, Lewko,  
Waters 14



Can we build a constrained PRF scheme for Turing machines 
based on indistinguishability obfuscation (iO)?

iO for 
circuits

Boneh- 
Zhandry 14

Circuit 
constrained PRFs

iO for Turing 
Machines

iO for 
circuits

K, Lewko,  
Waters 14

 Turing Machines 
constrained PRFs

??



Can we build a constrained PRF scheme for Turing machines 
based on indistinguishability obfuscation (iO)?

iO for 
circuits

Boneh- 
Zhandry 14

Circuit 
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iO for 
circuits

K, Lewko,  
Waters 14

 Turing Machines 
constrained PRFs

??

bounded length  
inputs only

✘
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Our Results

Assuming iO (and one way functions), 
we show a constrained PRF scheme 

for Turing machines.

Assuming iO (and one way functions), 
we show an Attribute  Based Encryption 

scheme for Turing machines.
FREE !!
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Indistinguishability 
Obfuscation for Circuits

Indistinguishability Obfuscator
C0, C1 functionally identical circuits.

iO(C0) ≈ iO(C1)

Candidate iO schemes for circuits:
Garg-Gentry-Halevi-Raykova-Sahai-Waters 13 

Barak-Garg-Kalai-Paneth-Sahai 14 
Zimmerman 14 

…
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PRF F with bounded length inputs

For unbounded inputs : Choose PRF key K, hash function H

Output F(K, v) 

H

HH

H H H H

H H H H H H H H

1 0 0 1 0 1 0 1 1 1 0 1 1 1 0 0

v

Merkle Tree
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H

HH

H H H H

H H H H H H H H

1 0 0 1 0 1 0 1 1 1 0 1 1 1 0 0

Output F(K, v) v
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Prog-Iterate

Verify sig on st and h

Output signature on st’ and h’

If st’ = final, output F(K, v)

Next-
Step

st, sym st’, sym’

Using h, verify sym at position p

Using sym’, update h to h’

Prog-Iterate’

Verify sig on st and h

Output signature on st’ and h’

Else if st’ = final, output F(K{v*}, v)

Next-
Step

st, sym st’, sym’

Using h, verify sym at position p

Using sym’, update h to h’

≈
If st’ = final and v=v*, output ⍊

KLW  
techniques
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• Attribute Based Encryption for Turing machines 

• Functional Encryption for Turing machines - Ananth, Sahai 15
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