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In this paper, we show that applications of GGH map with public tools
for encoding are not secure, and that one application of GGH map with
hidden tools for encoding is not secure. On the basis of weak-DL attack
presented by the authors themselves, we present several efficient attacks
on GGH map, aiming at:

@ multipartite key exchange (MKE)

@ the instance of witness encryption (WE) based on the hardness of
exact-3-cover (X3C') problem
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Background

In this paper, we show that applications of GGH map with public tools
for encoding are not secure, and that one application of GGH map with
hidden tools for encoding is not secure. On the basis of weak-DL attack
presented by the authors themselves, we present several efficient attacks
on GGH map, aiming at:

@ multipartite key exchange (MKE)

@ the instance of witness encryption (WE) based on the hardness of
exact-3-cover (X3C') problem

WE is another novel cryptographic primitive published on STOC 2013, and the instance

of WE based on the hardness of X3C' problem is its first instance
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We use special modular operations, which we call modified encoding/zero-

testing to drastically reduce the noise.
@ Such reduction is enough to break MKE

@ Moreover, such reduction negates K-GMDDH assumption, which is

a basic security assumption
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We use special modular operations, which we call modified encoding/zero-

testing to drastically reduce the noise.
@ Such reduction is enough to break MKE

@ Moreover, such reduction negates K-GMDDH assumption, which is

a basic security assumption

- The procedure involves mostly simple algebraic manipulations, and rarely needs

to use any lattice-reduction tools

- The key point is our special tools for modular operations
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Contribution 11

Under the condition of public tools for encoding, we break the instance

of WE based on the hardness of X3C' problem.

- To do so, we not only use modified encoding/zero-testing, but also introduce and

solve “combined X3C problem”, which is not difficult to solve

- In contrast with the assumption that multilinear map cannot be divided back, this
attack includes a division operation, that is, solving an equivalent secret from a
linear equation modular some principal ideal

- The quotient (the equivalent secret) is not small, so that modified encoding/zero-
testing is needed to reduce size

- This attack is under an assumption that some two vectors are co-prime, which

seems to be plausible
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Contribution 1l

For hidden tools for encoding, we break the instance of WE based on

the hardness of X3C problem.

- To do so, we construct level-2 encodings of 0, which are used as alternative tools

for encoding
- Then, we break the scheme by applying modified encoding/zero-testing and com-
bined X3C, where the modified encoding /zero-testing is an extended version

- This attack is under two assumptions, which seem to be plausible
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Main Techniques of Our Attack

Contribution 1V

@ We check whether GGH structure can be simply revised to avoid our
attack. We present cryptanalysis of two simple revisions of GGH map,

aiming at MKE

We show that MKE on these two revisions can be broken under the

assumption that 2% is polynomially large
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Contribution 1V

@ We check whether GGH structure can be simply revised to avoid our
attack. We present cryptanalysis of two simple revisions of GGH map,
aiming at MKE

@ We show that MKE on these two revisions can be broken under the

assumption that 2% is polynomially large

- To do so, we further extend our modified encoding/zero-testing

- These two simple revisions are “natural revisions”, and cover “neighboring struc-

tures” of GGH structure
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Main Technique |: Modified Encoding/zero-testing

Pre-procession: Weak-DL Attack

For the secret of each user, we have an equivalent secret which is the sum of original
secret and a noise. These equivalent secrets cannot be encoded, because they are not
small. We compute the product of these equivalent secrets, rather than computing their

modular product.

Then our modified encoding/zero-testing is quite simple. It contains three
simple operations, avoiding computing original secrets of users, and extracting
same information. That is, it extracts same high-order bits of zero-tested mes-
sage. The following table is a comparison between processing routines of GGH
map and our work. It is a note of our claim that we can achieve the same purpose

without knowing the secret of any user.
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Main Technique |: Modified Encoding/zero-testing

Table: Processing routines

GGH map secrets — encodings — modular product — zero-testing — high-order bits

Our work equivalent secrets — product — modified encoding/zero-testing — high-order bits
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Main Technique Il: Solving Combined X3C' Problem

The reason that X3C' problem can be transformed into a com-
bined X3C' problem is that the special structure of GGH map some-
times makes division possible.

We can solve combined X3C' problem with non-negligible prob-
ability and break the instance of WE based on the hardness of X3C

problem for public tools of encoding.
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Main Technique lll: Finding Alternative Encoding Tools

When encoding tools are hidden, we can use redundant information to construct
alternative encoding tools. For example, there are many redundant pieces beside X3C'.
Encodings of these redundant pieces can be composed into several level-2 encodings of

0.

Only one level-2 encoding of 0 is enough to break the instance of WE based on the
hardness of X3C problem for hidden tools of encoding. This technique can be adapted
to other applications of GGH map, where although encoding tools are hidden, a large

number of redundant information are needed to protect some secrets.
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The GGH Construction
GGH Map and Two Applications Application 1: MKE
Application 2: The Instance of WE on X3C

Parameter Setting

°
°

°

@ R=Z[X]/(X™+1): polynomial ring

@ R,=R/qR =7Z,X]/(X™+ 1) for a (large enough) integer ¢

@ "mod ¢" is redefined

{g9,2,a,61) b2 h} C R are kept from all users
- {g,a,6M, b2} are small

- h is somewhat small

- zis random

- We use principal ideal (g)
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The GGH Construction
GGH Map and Two Applications Application 1: MKE
Application 2: The Instance of WE on X3C

Parameter Setting

@ y (level-1 encoding of 1): y = (1 + ag)z—'(mod q)
@ {x(D i =1,2} (level-1 encoding of 0): (V) = b gz—1(mod q), i = 1,2
@ p.: (level-K zero-testing parameter): p.: = (hz¥g=1)(mod q)
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The GGH Construction
GGH Map and Two Applications Application 1: MKE
Application 2: The Instance of WE on X3C

Parameter Setting

@ y (level-1 encoding of 1): y = (1 + ag)z—'(mod q)
@ {x(D i =1,2} (level-1 encoding of 0): (V) = b gz—1(mod q), i = 1,2
@ p.: (level-K zero-testing parameter): p.: = (hz¥g=1)(mod q)

A
@ p.: is always public

@ y and {z(?), i = 1,2} are called tools for encoding
@ For MKE, y and {z(?), i = 1,2} are public

@ For WE, y and {:(:(i>, ¢ = 1,2} can be either public or hidden
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The GGH Construction

GGH Map and Two Applications Application 1: MKE
Application 2: The Instance of WE on X3C

GGH Map

Suppose a user has a secret v € R, which is a short element.
(1) He encodes v into V'
- He secretly samples short elements {u(i) € R,i = 1,2}. He computes
noised encoding V = vy + (uMz™M) 4w 2(2)(mod q), where vy(mod q)
and (bMWD + 4wz (mod q) are respectively encoded secret and en-

coded noise

(2) He publishes V'

Then GGH K-linear map includes K,y,{x(i),i =1,2},p.¢, and all

noised encoding V for all users.
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The GGH Construction
GGH Map and Two Applications Application 1: MKE
Application 2: The Instance of WE on X3C

Application 1: MKE

Suppose that K + 1 users want to generate K EY, a common
shared key, by public discussion.
To do so, each user kg uses his secret v(0) and other users’

encodings {V*) k # ko}, to compute the modular product

o)y T] V®(mod o).
k+£ko

Then KEY is its high-order bits, with no relation to k.
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The GGH Construction
GGH Map and Two Applications Application 1: MKE
Application 2: The Instance of WE on X3C

X3C Problem [3, 24]

@ a piece: a subset of {1,2,...,3K} containing 3 integers
@ X3C': a collection of K pieces without intersection

@ the X3C problem: for arbitrarily given N(K) different pieces with
an X3C, find it

52 /68



The GGH Construction
GGH Map and Two Applications Application 1: MKE
Application 2: The Instance of WE on X3C

Encryption

The encrypter generates EKEY as follows. He
(1) samples short elements v p@) oo yBE) ¢ R

(2) computes v(Mp(2) ... yBK)yK 1 (mod q)
(3) takes EKEY as its high-order bits

- He can use EKEY as the key to encrypt any plaintext.
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The GGH Construction
GGH Map and Two Applications Application 1: MKE
Application 2: The Instance of WE on X3C

Encryption

Then he hides EKEY into pieces as follows. He
(1) randomly generates N(K) different pieces of {1,2,---,3K}, with an X3C
(2) for each piece {i1,42,i3}, encodes the product v(?1)p(#2)y(338) jnto V{i1i2,i5}

(3) publishes all V{i1:i2:i3}



The GGH Construction
GGH Map and Two Applications Application 1: MKE
Application 2: The Instance of WE on X3C

Decryption

The one who knows X3C computes the zero-test of

H vinizist(mod ¢).
{il,ig,ig}EX?)C

That is, he/she computes

b T[ VO mod o).
{il,iz,ig}ex?)c

Then, EKEY is its high-order bits.
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Modified Encoding/zero-testing

Our Special Tools

Y = yK_lx(l)pzt(mod q)

= h(1 + ag)X bW,
X0 =y 2202 Wp,(mod g)
= h(1+ ag)* 2 (b g),

i=1,2.
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Modified Encoding/zero-testing

Modified Encoding/Zero-testing

By GGH’s weak-DL attack, we can get equivalent secrets v(*) of each
user's secret v(¥) for k = 1,..., K 4 1 such that v(%*) = v(*) (mod (g)).
Now we transform Hf;ll v(®*) by our modified encoding/zero-testing.
The procedure has three steps, which are multiplication by Y, mod X
operation, and mod ¢ multiplication by y(z™)~*(or by Y (X))~1). De-

note n = sz+11 v(OF) Then n = kK:ll v®) 4+ £g, where € € R.
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Modified Encoding/Zero-testing

Step 1 Compute 7’ = Y. By noticing that Y is a multiple of (1), we
have a fact that ' = YHkKjll v + &M g, where ¢ € R.

Step 2 Compute " = n/(mod X)), There are 3 facts as follows.
(1) " = YHi:Lll v®) 4 ¢7b(M g, where £” € R. Notice that '/ is the sum of n’
and a multiple of X(1)| and that X(1 is a multiple of b(1)g.
7' has the size similar to that o n . In other words, 1"’ Is smaller than one
2) 1" has the size simil hat of /X, In oth ds, '’ i ller th
term of decoded noise. Notice standard deviations for sampling various variables.
(3) YH,{,(:'I1 v(¥) has the size similar to that of one term of decoded noise.

Above 3 facts result in a new fact that &/bMg =7n" —Y HkK'El v

has the size similar to that of one term of decoded noise.

59 /68



Modified Encoding/zero-testing

Modified Encoding/Zero-testing

Step 3 Compute 1"’ = y(x)) =15 (mod ¢). There are 3 facts as follows.

(1)

()

7" = (h(1 + ag) *1)HK+1 () 4 ¢”(1 4 ag)(mod q). Notice fact (1) of
Step 2, and notice the definitions of Y and x@,

&"(1 4+ ag) has the size similar to that of one term of decoded noise. In other
words, £”(1 + ag) is smaller than decoded noise. This fact is clear by noticing
that £/b(1) g has the size similar to that of one term of decoded noise, and by
noticing that 1 + ag and b(1) g have similar size.

(h(1+ag)®g™1) HkK:"'ll v(®) (mod ¢q) is decoded message, therefore its high-order

bits are what we want to obtain.
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Modified Encoding/Zero-testing

Above 3 facts result in a new fact that 1’ is modular sum of
decoded message and a new decoded noise which is smaller than

" are what

original decoded noise. Therefore high-order bits of 7"
we want to obtain. MKE has been broken. More important is that

K-GMDDH assumption (Assumption 5.1 of [2]) is negated.
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Modified Encoding/zero-testing

Thank you !
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