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Widespread Deliberate Corruption
of Hardware and Software

“The SIGINT Enabling Project [S250M/year program]
actively engages the US and foreign IT industries to
covertly influence and/or overtly leverage their
commercial products’ designs. These design changes
make the systems in question exploitable ... with
foreknowledge of the modification. To the consumer
and other adversaries, however, the systems’ security
remain intact.”

Excerpt from the N.S.A.’s 2013 budget request
The New York Times, September 5, 2013
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| ast Year, We Agreed Not to
Accept Ihis

The membership of the IACR repudiates mass surveillance and
the undermining of cryptographic solutions and standards.
Population-wide surveillance threatens democracy and human
dignity. We call for expediting research and deployment of
effective techniques to protect personal privacy against
governmental and corporate overreach.

IACR Copenhagen Resolution

Eurocrypt 2014, Copenhagen
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Debian Security Advisory

DSA-1571-1 openssl -- predictable random number generator
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Can we possibly do crypto
on a compromised machine”
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Reverse Firewalls!

e Modifies the messages that Alice sends and receives.
e J[ransparent to legitimate tratftfic.
- Certainly doesn'’t break functionality.
e Shares no secrets with Alice.
- We don’t trust the firewall.
* “Improves security!”
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Reverse Firewall Security

Underlying protocol satisfies some security notion.
ﬂm mé_] |

Note: We require that the protocol is functional and
secure without the reverse firewall when Alice’s
implementation is not corrupted.

Protocol w(For “most reasonable security definitions,” this implies 1y efficient
corrupt imthat “an adversarial firewall can’t break security.”)
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Secure Function Evaluation
with a Reverse Firewall for Each Party

e Based on Oblivious Transfer and Garbled Circuits [Yao86, BHR12].
- Naor-Pinkas/Aiello-Ishai-Reingold OT [NPO1, AIRO1].
e Rerandomizable and malleable OT.
- New rerandomizable garbled circuit scheme
e More efficient and secure than prior constructions [GHV10]
e Only two rounds.
e Send ~5 group elements per gate and compute ~5
exponentiations per gate
e Security follows from (a slight variant of) DDH.
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summary

e Recent revelations suggest that we can no longer trust
our computers when security Is paramount.

e \We give a general framework for guaranteeing security
of arbitrary cryptographic primitives even on a
compromised machine.

e \We do this without placing any additional trust in a
third party.

¢ \\Ve show that we can instantiate very strong
cryptographic primitives in this model.
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