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AKE Protocols
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(a,A) < genStatic() (h B) « genStatic()
Correct:
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Models: eCK"« and eCKKkr

agent A: WalSk agent B:
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Adversary reveaISess

reveaIEph
/ \ session |
session |
Experiment
. = s RO ETTorMIiqueries

Queries

* establishAgent

u- Init1, Inite, resp

* reveal secrets keys:
statlc ephemeral, sesi_J

2. choose test session and
obtain session or random key

3. perform queries

4. guess real or random,

can only win if test is fresh

|

e — e N —

— )

eCKMk: static keys honestly generated
eCKK" establishAgent takes public key
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Freshness in eCK

the test session ¢ is fresh if the adversary does not:
reveal t’s session key

reveal t’s ephemeral and static secret key

register a static public key for t’s intended peer

If there is a matching session m:

* reveal m’s session key

* reveal m’s ephemeral and static secret key

If there is no matching session:

e reveal the static secret key of t’s intended peer
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eCK-secure Protocols

UM+KEA:
‘ d ERZp, A= ga

| Xerdp, X= 0" i
i sessKeyl(x,Y,a,B,A,B) = H(YX B2, Y2 B%A,B) ]

t dER Zp, A=ga |
| Xcpdp, X = g&%d

| sessKeyl(x,Y.aBAB) = &

H( yG(x,a), ya, BG(x,a), A

Naxos+ [Lee,Park’08]: CDH (Trapdoor test [CKS’08]) |
f dER Zps A=ga |

| XerZp, X = gtk
| sessKeyl(x,Y.a,B.A.B) = H(Y5*4), B2 Y2, 5514 A B)




1 |

ntributiot




Contribution

» Generic Proofs': Pcore secure in M = T(Pcore) Secure in eCK

(1) For T = “hash session key of Pcore”
(2) For T = “hash session key of Pcore and use Naxos trick”

M significantly simpler than eCK
(one decisional oracle, search challenge, no freshness)

lgeneralize [Kudla,Paterson’05]



Contribution

» Generic Proofs': Pcore secure in M = T(Pcore) Secure in eCK

(1) For T = “hash session key of Pcore”
(2) For T = “hash session key of Pcore and use Naxos trick”

M significantly simpler than eCK
(one decisional oracle, search challenge, no freshness)

* |nstantiations for:
Naxos and Nets (CDH without keyReg/GDH with keyReg)
Naxos+ (CDH with keyReg)
HMQV with H(c|X|Y|A|B) (GDH with keyReg)

lgeneralize [Kudla,Paterson’05]



Contribution

» Generic Proofs': Pcore secure in M = T(Pcore) Secure in eCK

(1) For T = “hash session key of Pcore”
(2) For T = :ha§_r:1 Lses§ioi key ofLPCOC(i aLnd use Naxos trick”
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M significantly simpler than eCK
(one decisional oracle, search challenge, no freshness)

* |nstantiations for:
Naxos and Nets (CDH without keyReg/GDH with keyReq)

Naxos+ (CDH with keyReq)
HMQV with H(c|X|Y|A|B) (GDH with keyReg)

* EasyCrypt formalization_

lgeneralize [Kudla,Paterson’05]
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1. Go: eCK for protocol T"#*0S(T"ash(P..,e)) with session
key H(s) and with “ephemeral exponent” G(x,a).

2. Gy: protocol T"2sh(P..) with “ephemeral exponent” x,
ephemeral reveal modified to require static secret a,
RO G moved into simulator.

3. Go: protocol Pc:ore, New decisional oracle eqSess(i,s)
that answers “is session key of / equal to s”, used to
simulate queries sessRev(/) and H(s).

4. Mi-Ms: perform case distinctions on reveals, guess
test/peer/actor, simulate all oracles except eqSess.
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Nj
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No
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Generic Proof (Naxos Trick)

query ephemeralRev(r,a) without
previous static reveal of a?

Nf

static secret b of
test’s peer revealed?

No \Yes

Yes

‘M1 (eqSess orcl.) | | M- (egSess orcl.) M3 (no orcl.)
a, X unrevealed | |% b unrevealed X y unrevealed |

| |must compute K | ‘must compute Ji

must compute a |
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Challenger: J;W,u,B,C.,k |yes/no
X <% G;

B «°G;
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il S 0 4

l
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Naxos game (with kr): Mo

with adversarial key egSess for B,Z;:
k = cdh(Z,W) | cdh(Z;,C) | cdh(B,W) IB | C

reglstratlon arbitrary

Challenger: J;W,C,B,C.,k |yes/no
X <% G;

B <% G;

Z1,., Zn-1 ° G i,Y,A,B,S Adversary

C1,..,Cqg-1 9 Zp

|

cdh(X,Y) lcdh(X,B) IY¢ |1AIB € S

S

« n number of sessions ‘

o number of agents |




Formalization

EasyCrypt:
prototype version (Crypto’11)
redesigned version 1.0 (Oct. *14)

EasyCrypt 1.0 supports generic
proofs and instantiation

Formalization:

. Prove generic result once and for all

. Prove Twin DH reductions

. Define concrete protocol

. Instantiate generic proof

. Protocol proof in simplified model,
use Twin DH results for CDH proofs

~ W NN =

Future work:
develop more automation for both
generic proof and instantiations

Security Definitions
2 Generic Proof
Instantiations

LoC




Summary

Generic Proofs for transformations “hash session key”
and “hash session key and use Naxos trick” (no kr/kr)

[ S S — B —— _ e — e —— B — __ e — E—— ]

Instantiations for Naxos Nets, Naxos+ and
(modified) HMQV

EasyCrypt formalization

Details: http://www.easycrypt.info/ake/

(also IACR School on Computer-Aided Crypto,
UMD, College Park, Maryland - June 1-4)


http://www.easycrypt.info




Gap DH and Twin DH

 Gap DH: solve CDH with access to DDH oracle
 [rapdoor test:
 Get random group element A
e Can compute group element A’ and trapdoor:
- A’ random independent of A (ignoring trapdoor)
- for arbitrary U, V, V’ can efficiently test if
cdh(A,U) = V/\ cdh(A’,U) = V’ (using trapdoor)

A’ called a twin of A, can also generate multiple
twins



