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Background

A κ-multilinear map is a map e : G1 × . . .× Gκ → GT , which
has the following property:

e(g1, ..., α · gi , ..., gκ) = α · e(g1, .., gκ) for 1 ≤ i ≤ κ.

Multilinear map is a very useful tool in cryptography.
I N-multipartite key exchange [BS03]
I Efficient broadcast encryption [BS03]
I Key homomorphic PRF [BLMR14]
I Obfuscation [GLSW14]

For a long time, however, constructing a multilinear
map has been an open problem.
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Known Cryptographic Multilinear Maps

Recently, 2-type of cryptographic (approximate) multilinear maps are
constructed.

One by Garg, Gentry, and Halevi (Eurocrypt 2013).

First plausible Multilinear map

uses ideal lattices

The other by Coron, Lepoint, and Tibouchi (Crypto 2013).

Similar to GGH scheme

uses basic integer arithmetic

These are inspired from well-known FHE schemes.
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Some security assumptions enabled by multilinear maps

Graded Computational Diffie Hellman problem (GCDH)

Given (κ+ 1) encodings of {mi}0≤i≤κ, compute an encoding of
κ∏

i=0
mi .

The Subgroup Membership problem (SubM)

Given an encoding of m and a subgroup G ′ of a plaintext group G ,
determine whether m is sampled in G ′ or not.

The Decision Linear problem (DLIN)

Given (κ+ 1)× (κ+ 1) encodings of {mij}, determine whether
matrix (mij){0≤i ,j≤κ} is full rank or not.

SubM and DLIN do not hold in GGH.
GCDH, SubM, DLIN are expected to hold in CLT.
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Applications of [CLT13] scheme

Many applications are based on CLT scheme exploiting
the conjectured hardness of DLIN and SubM.

[ABP14] Disjunctions for hash proof systems: New constructions and
applications

[BP13] Verifier-based password-authenticated key exchange: New
models and constructions

[BLMR14] Key homomorphic PRFs and their applications

[GGHZ14b] Fully secure functional encryption without obfuscation

[GLW14] Witness encryption from instance independent assumptions

[GLSW14] Indistinguishability obfuscation from the multilinear
subgroup elimination assumption

etc...
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Result

Given instance of CLT’s, one can find all secret parameters of the
CLT scheme in polynomial time with overwhelming probability.
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Warm-up: Naive CLT,

Description and Cryptanalysis
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Naive Approach: Encoding

P := Zg , C := Zp, GCD(g , p) = 1 with g � p

Secret: z ∈ C, g , h, ri , ry ∈ Z (ry , ri � p and h ≤ √p)

Public: q, (x1, . . . , xτ , y ,Pzt) ∈ Cτ+2

I Sampling: m← Z, m is small integer.

I Encoding: For y :=

[
ryg + 1

z

]
p

, xi :=

[
rig + 0

z

]
p

,

enc1(m) := m · y +
∑

bjxj =

[
rg + m

z

]
p

I Zero testing parameter: Pzt :=

[
hzκ

g

]
p
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Naive Approach: Mul and Zero Testing

Multiplication: Given ci =
1

z
(r̂ig + mi ) = enc1(mi ),

κ∏
i=1

ci =
1

zκ
(r̂ g +

κ∏
i=1

mi ) = encκ(
κ∏

i=1

mi ).

Zero testing: Given a level-κ encoding c =
1

zκ
(rg + m), and

Pzt =
hzκ

g
,

[Pzt · c]p =

{
hr � p if m = 0
[h(mg−1 + r)]p ≈ p otherwise.

Fact: If a ≡ b mod p, 0 ≤ b < p, then [a]p = b.
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A (κ + 1)-partite key exchange

User Ui publishes an encoding of mi , enc1(mi ), for his secret message
mi .

Upon receiving all other encodings, user Ui computes

∆i := [Pzt ·mi ·
∏
j 6=i

enc1(mj)]p.

For any i , k, we have ∆i −∆k = [Pzt · encκ(0)]p = hr � p.

That is, MSBα(∆i ) = MSBα(∆k) for each i and k, which is the
shared secret of κ+ 1 users.
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Attack of Naive Scheme-GCD algorithm

Since xj = enc1(0) and y = enc1(1) are public,
we can generate a level-κ encoding of zero: [xj · yκ−1]p, then

[xj · yκ−1 · Pzt ]p =

[
rjg

z
(
ryg + 1

z
)κ−1 · hz

κ

g

]
p

= [rj(ryg + 1)κ−1h]p = rj(ryg + 1)κ−1h.

It always has a factor h for 1 ≤ j ≤ n.

Similarly, we can get gh, and hence g . Broken !
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Genuine CLT

Cheon, Han, Lee, Ryu, Stehlé Cryptanalysis of the multilinear map over Z 2015. 4. 28. 12 / 25



From naive to genuine CLT

Notation:

CRT(pi )(ri ) defined as the unique integer in

(
−1

2

n∏
i=1

pi ,
1

2

n∏
i=1

pi

]
which is congruent to ri mod pi for all i ∈ {1, . . . , n}

x0 =
n∏

i=1
pi
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CLT scheme: Algebraic Setup

P :=
n∏

i=1
Zgi , C :=

n∏
i=1

Zpi ≡ Zx0 , GCD(gi , pi ) = 1 in Z

Secret: z ∈ C, gi , hi , pi , ri , rij , r̃ki ∈ Z (ri , rij , r̃ki , gi � qi and hi ≤
√
pi )

Public: x0, (x
′
1, . . . , x

′
τ , x1, . . . , xτ , y ,Pzt) ∈ C2τ+2

I Sampling: For x ′k := CRT(pi )(r̃ki ), CRT(pi )(mi ) =
τ∑

k=1

bkx
′
k

I Encoding: For y := CRT(pi )

(
rigi + 1

z

)
, xj := CRT(pi )

(
rijg + 0

z

)
,

enc1(~m) := CRT(pi )(mi ) · y +
∑

b′jxj

I Zero testing parameter: Pzt :=
∑n

i=1

[
hiz

κ

gi

]
pi

x0

pi
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Zero testing in CLT scheme

Lemma (Zero Testing Parameter)[
CRT(pi )(ri ) ·

n∑
i=1

ai
x0

pi

]
x0

=

[
n∑

i=1

riai
x0

pi

]
x0

for x0 = p1 . . . pn

Given a level-κ encoding and Pzt

c = CRT(pi )

(
rigi + mi

zκ

)
, Pzt =

n∑
i=1

[
hiz

κ

gi

]
pi

x0

pi
,

[c ·Pzt ]x0 =


n∑

i=1
hi ri

x0

pi
� x0 if (m1, . . . ,mn) = 0[

n∑
i=1

hi (mig
−1
i + ri )

x0

pi

]
x0

≈ x0 otherwise

Cheon, Han, Lee, Ryu, Stehlé Cryptanalysis of the multilinear map over Z 2015. 4. 28. 15 / 25



Attack Algorithm

Cheon, Han, Lee, Ryu, Stehlé Cryptanalysis of the multilinear map over Z 2015. 4. 28. 16 / 25



Trivial Approach

When we perform zero testing, [c(κ) · Pzt ]x0 ’s entry has the following
form:

[c(κ) · Pzt ]x0 =
n∑

i=1

hi ri
x0

pi
. (an integer equation!)

[c(κ)Pzt ]x0 =
n∑

i=1
hi rij

x0

pi
is a linear equation for h1

x0

p1
,· · · , hn

x0

pn
.

Cannot apply the GCD algorithm to recover hi
x0

pi
.
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Idea of our work

Suppose we have a matrix equation by collecting n2 quadratic forms:

(aij)ij = (
n∑

k=1

rikAk r
′
kj)ij = (rik)ik ·

A1

. . .

An

 · (r ′kj)kj
Assume another matrix equation with different diagonal entries:

(bij)ij = (
n∑

k=1

rikBk r
′
kj)ij = (rik)ik ·

B1

. . .

Bn

 · (r ′kj)kj

(aij)ij · (bij)−1
ij = (rik)ik ·

A1/B1

. . .

An/Bn

 · (rik)−1
ik

Hence we can easily recover Ai/Bi by computing eigenvalues.
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Build Equations

For fixed j and k , by multiplying x ′j , xk , x
′
1, y , generate a level-κ

encoding of zero and apply Pzt :

[x ′j · x ′1 · xk · yκ−1 · Pzt ]x0 =
n∑

i=1

r̃ij r̃i1rik

(
(ri · gi + 1)κ−1hi

x0

pi

)

=
n∑

i=1

r̃ij(r̃i1Hi )rik .

This equation is a quadratic form of r̃ij , rik . Hence

(
r̃1j · · · r̃nj

)
·

 r̃11H1

. . .

r̃n1Hn

 ·
 r1k

...
rnk

 .
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Build Equations

Changing the indices j and k , compute [x ′j · x ′1 · xk · yκ−1 · Pzt ]x0 ,
and compose a matrix W1

W1 =


r̃11r̃11H1r11 r̃12r̃21H2r12 . . . r̃1n r̃n1Hnr1n
r̃21r̃11H1r21 r̃22r̃21H2r22 . . . r̃2n r̃n1Hnr2n

...
r̃n1r̃11H1rn1 r̃n2r̃21H2rn2 . . . r̃nn r̃n1Hnrnn



=

 r̃11 · · · r̃n1
...

. . .
...

r̃1n · · · r̃nn


︸ ︷︷ ︸

R̃

·

 r̃11H1

. . .
r̃n1Hn


︸ ︷︷ ︸

diag

·

 r11 · · · r1n
...

. . .
...

rn1 · · · rnn


︸ ︷︷ ︸

R

.
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Build Equations

By replacing x ′1 by x ′2

[x ′j · x ′1 · xk · yκ−1 · Pzt ]x0 → [x ′j · x ′2 · xk · yκ−1 · Pzt ]x0 ,

we obtain

W2 = R̃ · diag(r̃12H1, · · · r̃n2Hn) · R.

From W1 and W2, we can get

W1 ·W−1
2 = R̃ · diag(r̃11/r̃12, · · · , r̃n1/r̃n2) · R̃−1.

Its eigenvalues are r̃11/r̃12, . . . , r̃n1/r̃n2.
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Solve Equations

Recover r̃i1/r̃i2, the eigenvalues of matrix W1 ·W−1
2 .

Recover pi : By definition,

I x ′1/x
′
2 = r̃i1/r̃i2 mod pi .

I pi divides (x ′1r̃i2 − x ′2r̃i1) and x0 =
n∏

i=1

pi .

Hence, GCD(x ′1r̃i2 − x ′2r̃i1, x0) = pi with high probability.

By repeating this for i = 1 to n, we can find all the secret pi ’s.
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Attack Complexity

Our attack consists of three steps of computing
I Build a matrix
I Recover r̃i1/r̃i2
I Recover pi

The complexity is dominated by matrix computation of size
n = Θ(κλ2) for κ multilinear map with security parameter λ.

In case that R or R̃ is singular, repeat this procedure with
different set of n level-1 encodings of zero or n level-0 encodings.
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Further Work

After this work, the authors of CLT has modified their scheme. But it
has no complete security proof yet. It would be an interesting problem
to analyze or prove the security of the modified CLT.

Recently, GGH scheme is also under the attack. So it is very important
to analyze the security of multilinear maps without encodings of zero.
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