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Key-Alternating Ciphers
(Ideal Permutation Model)

Uniformly Random and Independent

k0<—{0,1}n k1<—{0,1}n k2<—{0,1}n k3<—{0,1}n kt_f—{O,l}n kt<—{0,1}n

K :ko ”kl””'”kt
Master Key




Key-Alternating Ciphers

Master Key




Indistinguishability Experiment
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Indistinguishability Security
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Previous Work

D has to make at least N”* queries to
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NN queries are sufficient to distinguish
® Attack: ' the real world from the ideal world with
. advantage > 0.5
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Transcripts

Transcript:
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Information-Theoretic Setting

Transcript:

(4 :{(aw bl)’ (azibz)’ (Cl’ dl)’ (CZ’dZ)’ (Xl’ yl)}

1. No query direction 2. No query order

We can assume w.l.o0.g. that D is deterministic.
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Statistical Distance of Transcripts
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Patarin’s H-coefficient Technique [P09]
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Reveal the Key

Real World [k « {0,033 Ideal World k «{0,3"*""
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D is given the key for free AFTER making all of its queries




Definition of Bad Transcripts
k3

r €Ty < 3L#(p), >C- E[#(p)]

3

q
Example: EY [#(p.)] = ING
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Markov Inequality = Pr[Y € T, ,] = O(tZ)E ~0




Lower Bounding the Probability Ratio
for Good Transcripts (Major Challenge)
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Lower Bounding the Probability Ratio
for Good Transcripts (Major Challenge)
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Lower Bounding the Probability Ratio
for Good Transcripts (Major Challenge)
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Lower Bounding the Probability Ratio
for Good Transcripts (Major Challenge)
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Q: What 1s the
probability of
z being free?
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Lower Bounding the Probability Ratio
for Good Transcripts (Major Challenge)
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The End

Thanks & Any Questions?




