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1. David Naccache (Ed.)

* He did the job finding and editing
* 1+ 32 papers
* With 84 authors (12 in the room)



2 _ Naccache (Ed.)

Festschrift

Prypt ography and Security:
heory to Applications

Essays Dedicated to Jean-Jacques Quisquater
on the Occasion of His 65th Birthday

LNCS 6805




2. LNCS Festschrifts

Festschrifts honor individual researchers and their
scientific work, or they honor institutions or fields.

Historical and even personal aspects may show up.

They present internationally relevant technical
contributions with a reasonable topical focus.

Designed with a fresh orange and blue cover.
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3. LNCS 6805

e This number is
also the
number of a
processor
family
(Motorola)
used for the
first smart
cards [ was
working



3. LNCS 6805

: e (AT * This number is
6805 Family alSO the

Homepage: none 7 number Of a

Family deseription: ..

s S processor

Datasheet: 7 Technology: 7
Motorola - MC6805R2L1 famlly
' (Motorola)
Introduced: 7
Architecture: a-bit

used for the
: first smart
T cards [ was
working




6800 or 6805

* David reserved long time ago 2 numbers
from LNCS: 6800 and 6805

e [ did the choice

* Waiting 8051 (the main family of processors
[ was working) was too long ...
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] CORSAIR:
A Smart Card for Public Key Cryptosystems

Dominigue de Waleffe & Jean-Jacques Quisquater

Philips Research Laboratory
Awenur Alhert Finstam 4
B=]345 Louvain-ia-Neuve, Belgivm

Abstract
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Keywords:  sman casd, public key algorithms, RSA, digital
prawocols.

1 Introduction

A large number of 5

curity problems can be solved by comect use of crypographic methods.
However, all methao

und to date are more or less computanonally inten

DES works by applying a plex multround algorithm on medium size numbers.

Diffie-Heliman key exchange protocol ic based on modular exponendation of large
integers.

R3A is based on the same exponentianon and needs large sxponents.

* on modelar exponenuaton of large numbers.
Public kev technigues are the - ing for the fulure a5 they provide more flexible

solutions and impese less burden both on users and security management. Most practical

techniques rely on large integer arithmetic.
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Next step: FAME from NXP-Philips
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Using photoshop (fuzzy) and adding
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* J.-]. Quisquater et D. Samyde:

* « anew tool for non intrusive analysis of

smart cards based on electro-magnetic
emissions, the SEMA and DEMA methods »

* Presented at the rump session of
EUROCRYPT '2000, Bruges, Belgium.
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Eurocrypt !

Bruges (Brugge), Belgium, May 14-18, 2000 ;.
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Eurocrypt 2000 Rump Session

The occasional drink and poster session (part one)

Efficient Protocols from Homomorphic Threshold Cryptography Ivan Damgard, Ronald Cramer, Jesper Buus Nielsen, Mads Jurnik
Elliptic Curve Systems Too Risky? Or TRoublesome? Arjen K. Lensira

The Schoof-Elkies-Atlan algorithm in charactenstic 2 - The Previous world record Frederik Vercauteren

A New Record in point counting on elliptic curves Pierrick Gaudry

A new tool for non-intrusive analysis of smart cards based on electro-magnetic emissions. The SEMA and DEMA methods Jean-Jacques Quisquater, David Samyde

On the Soundness of Girault's Scheme Fabrice Boudot

The NESSIE Call for Cryptographic Algorithms Eli Biham

FPGA Implementation of Modular Exponentiation Using Montgomery Method Elena Trichina

One-round secure computation and secure Autonomous Mobile Agents Christian Cachin, Jan Camenisch, Joe Kilian, Joy Miiller

The occasional drink and poster session (part two)

Braid Group Cryptosystem, the Arithmetic Key Agreement Protocol Jim Hughes

Update on UMAC Fast Message Authentication Phil Regaway

Small generic hardcore subsets for the discrete logarithm: short secret DL-keys Clauss P. Schnorr

A popular protocol whose security decreases as key size increases David Naccache

Necessary and Sufficient Assumptions for Non-Interactive Zero-Knowledge Proofs of Knowledge for all NP relations Alfredo De Santis, Giovanni Di Crescenzo, Guuseppe Persiano
A proven secure tracing algorithm for the optimal KD traitor tracing Scheme Kaoru Kurosawa, Mike Burmester, Fve Desmedt

Efficient Algorithms for Differential Probability modulo 2" and Related Problems Helger Lipmaa, Shiho Mornai

Eurocrvpt 2000 Poster Session
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Inca khipus

Fig. 3 - Formas de hacer nudos de un quipu, scgin Locke 1978 [1923]:
a) Cuerda principal; b) Lazo para atar las cuerdas colgantes a la principal; ©) Lazo ajustado;
d) Cuerda subsidiaria, con resumen de cuentas; ¢) Nudo largo (no mids de 9 lazos), sin ajus-
tar; ) Nudo ajustado; g) Nudo sin aj h) Nudo ajustado; i) Nudo sin ajustar; j) Nudo
ajustado; k) Nudo del extremo inferior de la cuerda, sin significado numérico; ) Nudo en
d 1, de una da subsidiaria; 1 a 9: numerales representados en los nudos.




Inca khipus
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ajustado; k) Nudo del extremo infer

a) Cuerda
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Thanks, David!

David Naccache (Ed.)
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A success!
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Now the challenge!

 What is the integer value of the secret key?
* 4 digits: some hint was already given

* Give me a piece of paper with the value and
your name: the prize will be given to the
first correct answer or the closest one (my
definition)



Now the prize!
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After the rump session

News from the challenge
* The winner is Mark Manulis (University of Surrey)

* My hope was that somebody remarks an anomaly
on the first slide ... ©

* The secret keyis: 1233

— See the first slide (with a fake page number)
and the key:

49



Next game

* At CRYPTO 20127



