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Black-box vs Non-black-box Proofs
(By Example: ZK)
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Black-box: 
Only Oracle access to V*.

SV*

Non-black-box: 
Use V* in more ways.
E.g., Code [Barak01].



Non Malleable ZK
[Dolev-Dwork-Naor, 1991]
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- Black-box NMZK: O(log n) –round [DDN]

- Non-black-box NMZK: O(1) –round
[Bar01,Pas04,PR05]

O(1) [Pan08]



Assumption?

- Gap Discrete Logarithm [MMY06]

- Actual assumption we use is slightly weaker.
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- Assumptions of Similar sort used regularly. 
[OP01a,OP01b]

- In the context of quasi-polynomial simulation
[Pas03], have been used before [PS04,MMY06]



Other Results

- Non-interactive Non-malleable Commitments

- First (Black-box) O(1) –round stand alone MPC 
with dishonest majority.

- First Construction (in the Plain Model)

- Gap-DL holds in generic group model uncond.

- Paper available on eprint.



Thanks!


