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Proposition 1. Let 7 €S, ,wrS,, f, €D,

a e{(a®k) ,a" Dk} for any key kel .
Then for any positive integer />1 and for any
k,....k, €V _the following are true:
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(ka j 1WVS2, iflaéO(mod3),
j=1

k (]L[fkj €S . wrS,, if [ =0(mod3). /




/ Information on unknown plaintexts
without knowledge of the key

~

k; eV, jelll,I>1.

length ¢ >1.

A
where (Otl.(l),ﬂl.(l)) =(a,[)%*,i=1,..t.
Denote by @ ~, B if[a] =[] (mod 2).

Let g = fj - fk,’ where fkj satisfies proposition 1,

Let (&, f,),.....(,, B,) be unknown plaintexts of the

Let (a”,B"),....(a'”,B") be known ciphertexts,
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Proposition 2

For any i, j € {l,...,¢} the following are true.
1. if the number of rounds / = 2(mod 3), then
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2. if the number of rounds / = 1(mod 3), then
() ()
a;” @ a;" — IBi D IB]'
() () (/) () _
pOp e Da,’ ~, a,Da;,
3. if the number of rounds / = O(mod 3), then
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Let a=aaq,,..,

1, ecm i =1,2(mod 3),

Proposition 3.

 0,ecrm i = 0(mod 3),

where @, =a._, Da_,,a,=0,a, =1,1=23,...
Let we SzwrSzm_l, f, €,
™ e{(a®k)",a" Dk} foranykey k €V . Then
Qﬂk Sh)S jSzm_l forany key k €V .
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Proposition 3

i DO,
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2. (a, )" =(a @gal—igi9ﬂ @;al_m&’i),
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where (a, )™ | =(a", ") and O c{0,1}, 1<i <.

The complexity of the brute-force attack 1s
2",
The complexity of the attack based on proposition 3 is

I(m-1)
N o /




