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Some Feistel ciphers and the 
wreath product
Proposition 1. Let  1 22m

S wrSπ −∈ , k nf ∈Φ , 
{( ) , }k k kπ ππα α α∈ ⊕ ⊕  for any key mk V∈ . 

Then for any positive integer l≥1 and for any 
1,..., l mk k V∈  the following are true:  
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Information on unknown plaintexts 
without knowledge of the key 

Let 
1
....

lk k kg f f= , where 
jk
f  satisfies proposition 1,

j mk V∈ ,  {1, }j l∈ , 1l ≥ . 

Let 1 1( , ),...., ( , )t tα β α β be unknown plaintexts of the
length  1t ≥ . 
Let  ( ) ( ) ( ) ( )

1 1( , ),...., ( , )l l l l
t tα β α β  be known ciphertexts,

where  ( ) ( )( , ) ( , ) kgl l
i i i iα β α β= , 1,..., .i t= .  

Denote by 2α β∼ ,   if (mod 2)α β≡ . 



Proposition 2
For any , {1,..., }i j t∈  the following are true. 
1.  if  the number of rounds 2(mod 3)l ≡ , then 
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Some Feistel ciphers and the 
wreath product 
Let   1 2,...,a a a=  

1,  если 1,2(mod3),
0,если 0(mod3),i

i
a

i
≡⎧

=⎨ ≡⎩
 

where  1 2i i ia a a− −= ⊕ , 0 10, 1a a= = , 2,3,...i =     
Proposition 3.  Let 12 2mS wrSπ −∈ , k nf ∈Φ , 

{( ) , }k k kπ ππα α α∈ ⊕ ⊕  for any key mk V∈ . Then 

1. 12 2mk S Sπ −∈ ∫  for any key mk V∈ . 
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Proposition 3
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The complexity of  the brute-force attack is 
2ml . 

The complexity of the attack based  on proposition 3 is 
( 1)2l m− . 

 


