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key I%l Known-Plaintext Attack
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How weak are weak PRFs (under standard assumptions)?
E.g., they can:

» have large fraction of fix-points, i.e., Fx(x) = x for many x.
» commute, i.e., Fy(Fy/ (X)) = Fr (Fk(X)).

exp:Zig xG — G (for DDH-groupG)
k

(k,x) — X

» be self inverse, i.e., Fx(Fk(x)) = x.
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Feistel-Networks?

Feistel-Networks with wPRFs do not produce a PRP.
...even for infinitely many rounds!

Reason
The wPRF F can have 0 as fixpoint,

Fk(0)=0 (for all keys k)
and hence

Y[Fy, Fi,Fi,](0) = 0.

EUROCRYPT 2007



Encryption from wPRFs

CPA-Secure Encryption from any wPRF F

1 block of data: Ency, (m;y) := [x, Fi, (X) ® ml] [NaoRei98]

EUROCRYPT 2007



Encryption from wPRFs

CPA-Secure Encryption from any wPRF F

1 block of data: Ency, (m;y) := [x, Fi, (X) ® ml] [NaoRei98]

Fi, (X) @ my

2 blocks of data: Enc, k,(m1, my) := [X’ Fr,(X) @ my

EUROCRYPT 2007



Encryption from wPRFs

CPA-Secure Encryption from any wPRF F

1 block of data: Ency, (m;y) := [x, Fy, (X) ® ml] [NaoRei98]

Fk (X) D my
2 blocks of data: Enc mi,My) := | X 1
kl,kz( 1, 2) [ ) sz(x)@mz
X
—1—
F,
Fi,
v
Y1 Y2

EUROCRYPT 2007



Encryption from wPRFs

CPA-Secure Encryption from any wPRF F

1 block of data: Ency, (m;y) := [x, Fy, (X) ® ml] [NaoRei98]

Fk (X) D my
2 blocks of data: Enc mi,My) := | X 1
kl,kz( 1, 2) [ ) sz(x)@mz
X
—1—
F,
Fi,
¥
Y1 Y2

= How to extend this further (using as few keys as possible)?

EUROCRYPT 2007



Encryption from wPRFs

CPA-Secure Encryption from any wPRF F

1 block of data: Ency, (m;y) := [x, Fy, (X) ® ml] [NaoRei98]

Fk (X) D my
2 blocks of data: Enc mi,mMy) = 1
X X

—1—
Fkl Fk]_ sz
B [E[E

v ¥ ¥
Y1 Y2 Y1 Y2 Y3 Ya

= How to extend this further (using as few keys as possible)?

EUROCRYPT 2007



Encryption from wPRFs

CPA-Secure Encryption from any wPRF F

1 block of data: Ency, (m;y) := [x, Fy, (X) ® ml] [NaoRei98]

Fk (X) D my
2 blocks of data: Enc mi,My) := | X 1
kl,kz( 1, 2) [ ) sz(x)@mz
X X
—— \rl—l
Fi, FN B

_|
‘ sz Fk1 sz
v ¥ ¥
Y1 \Z Y1 / Y3 \

= How to extend this further (using as few keys as possible)?

EUROCRYPT 2007



Encryption from wPRFs

CPA-Secure Encryption from any wPRF F

1 block of data: Ency, (m;y) := [x, Fy, (X) ® ml] [NaoRei98]

- . Fkl(X) @& my
2 blocks of data: Ency, k,(m1, my) := [’“ Fr,(X) ® My
X X !
Fk]_ Fb F 2 Fkl sz

—] i i

1 A Fkl " [ [ B
v ¥ ¥ v v

Y1 Y2 Y1 / Y3 \ Yi Y2 Y3 VYa

= How to extend this further (using as few keys as possible)?

EUROCRYPT 2007



Encryption from wPRFs

CPA-Secure Encryption from any wPRF F

1 block of data: Ency, (m;y) := [x, Fy, (X) ® ml] [NaoRei98]

- . Fkl(X) @ml
2 blocks of data: Ency, k,(m1, my) := [’“ Fr,(X) ® My
X X I
Fi, FioN 7 D 7

= =

‘ Fr, Fr, Fr, Fr, Fi,
v ¥ ¥ v

Y1 \Z Y1 / Y3 §\ Yyi Y7 VY3 %\

= How to extend this further (using as few keys as possible)?

EUROCRYPT 2007



Encryption from wPRFs

CPA-Secure Encryption from any wPRF F

1 block of data: Ency, (m;y) := [x, Fy, (X) ® ml] [NaoRei98]

Fkl(X) D my

2 blocks of data: Ency, k,(m1, my) := [X’ Fr,(X) ® My

X \ X X /

Fi,

N
= =
Fx, Fx, Fi, Fx, Fx, Py
¥ v ¥ Y v
Y1 Y2 K Y1 / K \ Yyi Y Y3 v)\

= How to extend this further (using as few keys as possible)?

EUROCRYPT 2007



Encryption from wPRFs

CPA-Secure Encryption from any wPRF F

1 block of data: Ency, (m;y) := [x, Fy, (X) ® ml] [NaoRei98]
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Proof (of the “Good” range extension for wWPRFS)
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= How can the range of F be extended even more?
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WPRF = PRF [this paper]

Input: 4-bits b1b2b3b4

P FaorFe=  Output: block bybsbsby

LIF
DDH-based wPRF: x — xK
1 Fk 1 F =
. DDH-based PRF [NaoRei97]:

1 F bUlki
0 (bl7b27b37b4) = X
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