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Tamper-Resilient Circuits
[Ishal-Prabhakaran-Sahai-Wagner06]

wire tampering:
toggle, set wire to 0/1

[IPSWO06]: 1/size tampering rate

Our work: 1/const tampering rate
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1. Tampering model

2. Security guarantee



Theoretical Result



Tampering Model
(tampering with individual wires)
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Our Results

Compiler

C}
tamper
resilient

Need to define:

\/1. Tampering model

2. Security guarantee



Security Guarantee

For everyqe% there exists simulator Sim s.t.

Sim&L®) = kﬁ%

When did self-
destruct occur




Our Results

Compiler

CU

tamper
resilient

Resilient to constant tampering rate.

nformation theoretic



Comparison with [IPSWO0G6]

[IPSWO06]

Our Work

Tampering rate < %

Tampering rate is const.

Uses randomness gates or
relies on computational
assumptions

Information theoretic
no need for randomness

No leakage

log bits of leakage

Persistent faults

Non-persistent
faults



Other Related Work

* Fault-tolerant computation
[VonNeumann56, . . ., KLM94, GZ95, KRL12]

e Tampering only with the memory gates.

[Gennaro-Lysyanskaya-Malkin-Micali-Rabin2004, Applebaum-
Harnik-Ishai2010, Dziembowski-Pietrzak-Wichs2010, Kalai-
Kanakhurthi-Sahai2011 , Choi-Kiayias-Malkin11, Liu-
Lysyanskayal2]

 Tampering with the entire circuit:

[IPSWO06, Faust-Pietrzak-Venturill]
— [FPV11] logarithmic leakage.
— [FPV11] tamper with wires, but random errors



Overview of our Construction

. . tamper-
Starting point [IPSWO06]: resilient
Add tamper-detection component that erases
memory if tampering is detected.

Key: Tamper-detection component in NC"

circuit of constant size

Tool: PCP of Proximity
[Ben-Sasson-Goldreich-Harsha-Sudan-Vadhan06]



Overview of our Construction (Cont.)

Tool: PCP of Proximity

[Ben-Sasson-Goldreich-Harsha-Sudan-Vadhan06]
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Summary

Compiler

C)

tamper
resilient

* Resilient to constant tampering rate.

e |Information theoretic

* Extend to leakage + tampering (in the paper)



Thank you!



