Multi-Instance Security and its
Application to Password-
Based Cryptography

Stefano Tessaro
MIT

Joint work with
Mihir Bellare (UC San Diego)
Thomas Ristenpart (Univ. of Wisconsin)



Scenario: File encryption

Want to store data in encrypted form using @ \
symmetric encryption. L



Scenario: File encryption

Q/\

= Keys need to be securely stored for later decryption

Want to store data in encrypted form using
symmetric encryption.




Scenario: File encryption

Want to store data in encrypted form using @ ‘!

symmetric encryption.

= Keys need to be securely stored for later decryption

Alternative solution:
Password-based cryptography.




Password-based encryption




Password-based encryption

Used widely: Winzip, OpenOffice, Mac OS X
FileVault, TrueCrypt, WiFi WPA (PBKDF), ...



Password-based encryption

Used widely: Winzip, OpenOffice, Mac OS X
FileVault, TrueCrypt, WiFi WPA (PBKDF), ...

K = 01001101 ...........0101010101

Key-derivation function T




Password-based encryption

Used widely: Winzip, OpenOffice, Mac OS X
FileVault, TrueCrypt, WiFi WPA (PBKDF), ...

K = 01001101 ...........0101010101 ]
Key-derivation function T
PB-Encrypt(pw, M)
K < KDF(pw)
C < ENC(K,M)

Return C




Password-based encryption

Used widely: Winzip, OpenOffice, Mac OS X
FileVault, TrueCrypt, WiFi WPA (PBKDF), ...

I‘\, ;I ‘\ > ENC(K,M)j >

K = 01001101 ...........0101010101 ]
Key-derivation function T
PB-Encrypt(pw, M)
K < KDF(pw)
C < ENC(K,M)

Return C




Problem: Weak passwords are unavoidable




Problem: Weak passwords are unavoidable

Security .. &l NBCNEWS.com

RSVIVANS

Breach shows even experts

choose bad passwords

Easy-to-guess passwords such as "123456' are all too common

Discuss a Relsted

By Matt Liebowitz

updated 1/4/2012 11:21:24 AM ET
Anonymous' massive year-end attack on the global-security consulting fi

even top-tier executives at the world's largest corporations don't have a c!

importance of a strong password.

Enter a password

Password Strength:

€he New York Eimes

Fashion & Style

WORLD  U.S. N.Y./REGION BUSINESS TECHNOLOGY SCIENCE HEALTH SPORTS OPINION

FASHION & STYLE DINING & WINE HOME & GARDEN WEDDINGS/CELEB}

CULTURAL STUDIES

It's as Easy as 123! @S

WITH numbers. Without. One capital letter. None. More than eight ~ Ei FACEBoOK
characters. Fewer than 16. W TWITTER

uiy 3 2 3 ¥4 coosLE
It's a nightmare,” the comedian
The Collection: A New Tranaw TTlman caid “Thaca naccurnrde E-MAIL



Problem: Weak passwords are unavoidable

Dictionary

| Thesaurus

Security ., & NBCNEWScom

SNy Y

Breach shows even experts
choose bad passwords

Euam

Easy-to-guess passwords such as "123456' are all too common

PNOLOGY SCIENCE HEALTH SPORTS OPINION

FASHION & STYLE DINING & WINE HOME & GARDEN WEDDINGS/CELEB}

CULTURAL STUDIES
It's as Easy as 123! @S

ebowitz

updated 1/4/2012 11:21:24 AM ET
Anonymous' massive year-end attack on the global-security consulting fi

even top-tier executives at the world's largest corporations don't have a c!

importance of a strong password.

Enter a password

abc3y |

WITH numbers. Without. One capital letter. None. More than eight ~ Ei FACEBoOK
characters. Fewer than 16. W TWITTER

Password Strength: -
d “It’s a nightmare,” the comedian PR reoncees

Tranav ITNlman caid “Thaca naccurnrde E-MAIL

The Collection: A New




Mitigating dictionary attacks via iteration

KDF = He




Mitigating dictionary attacks via iteration

KDF = He

c times




Mitigating dictionary attacks via iteration

KDF = He

pw—> H——> H— ...—>» H —>K

c times

H:{0,1}"—> {0,1}" is cryptographic hash
function (e.g., SHA-256)



Mitigating dictionary attacks via iteration

KDF = He

pw—> H——> H— ...—>» H —>K

c times

_ PB-Encrypt(pw, M)
H:{0,1}*— {0,1}" is cryptographic hash K <« He(pw)
function (e.g., SHA-256) ¢ < ENC(K, M)
Return €




Mitigating dictionary attacks via iteration

KDF = He

pw —> H —>» H — ...—> H —> K

c times

_ _ PB-Encrypt(pw, M)
H:{0,1}*— {0,1}" is cryptographic hash K <« He(pw)
function (e.g., SHA-256) ¢ < ENC(K, M)
Return €

Expectation:
Work N to guess pw = Work ¢ X N to break PB-Encrypt




Mitigating dictionary attacks via iteration

KDF = He

pw —> H —>» H — ...—> H —> K

c times

_ _ PB-Encrypt(pw, M)
H:{0,1}*— {0,1}" is cryptographic hash K <« He(pw)
function (e.g., SHA-256) ¢ < ENC(K, M)
Return €

Expectation:
Work N to guess pw = Work ¢ X N to break PB-Encrypt

N = 232




Mitigating dictionary attacks via iteration

KDF = He

pw —> H —>» H — ...—> H —> K

c times

_ _ PB-Encrypt(pw, M)
H:{0,1}*— {0,1}" is cryptographic hash K <« He(pw)
function (e.g., SHA-256) ¢ < ENC(K, M)
Return €

Expectation:
Work N to guess pw = Work ¢ X N to break PB-Encrypt

N = 237 N X ¢ =232 x 220 = 2°2




Mitigating dictionary attacks via iteration

KDF = He

pw —> H —>» H — ...—> H —> K

c times

_ _ PB-Encrypt(pw, M)
H:{0,1}*— {0,1}" is cryptographic hash K <« He(pw)
function (e.g., SHA-256) ¢ < ENC(K, M)
Return €

Expectation:
Work N to guess pw = Work ¢ X N to break PB-EngryR

N = 232 N x ¢ = 232 x 220 £ 252
N




Mitigating dictionary attacks via iteration
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Return €
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PB-Encryption in the multi-user setting

Real world has multiple users:

-
)Y & »
@ PB-Encrypt(pw,, M,)

PB- Encrypt(pw1 M)

Additional work to retrieve M,?

M1 > M,
N

Work ¢ X N to retrieve M,

C; <« PB-Encrypt(pw;, M3)

ldeally: Work m X ¢ X N to retrieve m plaintexts!




Multi-instance security amplification
Not true in general:




Multi-instance security amplification

Not true in general:




Multi-instance security amplification

Not true in general:

c times

o e s W




Multi-instance security amplification

Not true in general:

c times

pwy —>» H » H— ...—>» H — K,

Ky

pWwy —> H => H — ...—> H —> K



Multi-instance security amplification

Not true in general:

c times

pwy —>» H » H— ...—>» H — K,

Ky

pWwy —> H => H — ...—> H —> K

Work N x ¢ + Work N / ciphertext =N X (c + m) VS N X c X m




Multi-instance security amplification

Not true in general:

New design goal: Multi-instance security amplification
“Hardness of breaking multiple instances must increase
linearly in the number of instances.”

pwy —>» H » H— ...—>» H — K,

Ky

pWwy —> H => H — ...—> H —> K

Work N x ¢ + Work N / ciphertext =N X (c + m) VS N X c X m




PKCS#5 — Password-based cryptography standard

Salting as suggested in PKCS#5 prevents attack



PKCS#5 — Password-based cryptography standard

Salting as suggested in PKCS#5 prevents attack . X
KDF1: -

pwllsalt—% H — H — . o — H — k

> P _



PKCS#5 — Password-based cryptography standard

Salting as suggested in PKCS#5 prevents attack . X
KDF1: £ )

pv\@-—}Hv—)H%...——) H+—>K
> >

Randomly chosen per KDF
evaluation



PKCS#5 — Password-based cryptography standard

Salting as suggested in PKCS#5 prevents attack
KDF1:

pw@-—)H-—)Hv—...——) H— K

Spf,tEZC{rgﬁt}?’W' 4 Randomly chosen per KDF
K €< He(pw||salt) evaluation

C € ENC(K, M)

Return C||salt




PKCS#5 — Password-based cryptography standard

Salting as suggested in PKCS#5 prevents attack
KDF1:

pw@’#H—)H'—---——) H — K

_g—

,PB-icr t(pw, M
<Salt {gﬁ}?’ ) Randomly chosen per KDF
He(pw||salt) evaluation

C € ENC(K, M)

Return C||salt




PKCS#5 — Password-based cryptography standard

Salting as suggested in PKCS#5 prevents attack
KDF1:

pw@’#H—)H'—---——) H — K

_g—

,PB- crypt(pw, M)

< salt 11 (0,1} Randomly chosen per KDF
He(pw @ evaluation

C € ENC(KWM

Return C||salt




PKCS#5 — Password-based cryptography standard

Salting as suggested in PKCS#5 prevents attack
KDF1:

pw@-—)H-—)Hv—...——) H— K

,PB_i t(pw, M
<salt C{rg,q(pw ) Randomly chosen per KDF

He(pw evaluation

C € ENC
Return C

Allows decryption




PKCS#5 — Password-based cryptography standard

Salting as suggested in PKCS#5 prevents attack
KDF1:

pW||salt H > H— ... H—> [

N
PB-Exicrypt(pw, M)
< salt Il (0,1} Randomly chosen per KDF
He(pw evaluation
C € ENC(E
Return C\lsalt

Allows decryption

Question: Does salting provably ensure multi-
Instance security amplification?




Iteration and salting in the real world
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Our results

Question: Does salting provably ensure multi-instance
security amplification?

Answer: We do not really know!

1) No formal proof!
2) No formal model!

Our contributions:

1) General definitional framework for multi-instance
security of arbitrary cryptographic primitives.

2) Case study: Security analysis of PKCS#5 within our
framework.
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ENC(pw, m;)
\b’ Adv'°"(A) = 2 x [Pr[b = b'] — 1/2]

PWR-Security
@ ™
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N y

\ ENC(pw, m)
pw' AdvPYT(4) = Pr[pw’ = pw]
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PWR security

(pw1, pW3, pW3) 4 )
pw; <« PWD

pw, « PWD
N Y,

Adv™ PYT(A) = Pr[pw; = pwq, ..., pW;, = pW,,,]




LOR security

bl « {011}
pw; <« PWD

b3 « {011}
pws « PWD

b2 « {011}
pw, — PWD




LOR security

bl « {011}
pw, « PWD




LOR security

bl « {011}
pw, « PWD
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bl « {011}
pw, « PWD

c N
b, « {0,1}

pw, « PWD

S Wy

A / Adym-lor (A) —7
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LORA-security: Output: (b3, ..., b},)

Advantage:
Adv™1°ra(4) = Pr[(by, ..., by) = (b}, ..., bjp)]

Problem: Does not measure hardness of winning all
uncorrupted instances.
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Pr(b, = by] > 3/4

Then 3 adversary guessing second bit at random, with

V7
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Defining mi security for encryption

Attempt #2: XOR-advantage

LORX-security: Output: b’

Advantage:
Adv™1o"*(4) =2 x {Pr[b' = b, B - D b,,] —1/2}

Reason: If 3 adversary with
1+ ¢
Pr[b' — bl] > >
Then: Adversary guessing second bit has no advantage

1
Pr[b’ — b1 @ bz] — E
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m-PWR

1) Holds in most cases — proof relies on probabilistic lemma
from [UO09].

2) Very loose asymptotic implication — based on Goldreich-
Levin Theorem [GL89]



Relations — LOR vs ROR
L OR-Security

moy, m4y . N
— b {01
pw « PWD
— Y

\ ENC(pw, mp)
bl

ROR-Security

« N
b < {0,1}
mq < M

bW < PWD y

\ ENC(pw, my)
bl
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AdvTOT(¢) < Adv!OT () AdvTOT(¢)
R [ P

!

Mi setting with m instances: \
Adv—TOTX () < AdvM—lorx(y) S@Advm_rorx(t)

IA

Jm WE BE EE
+ + +
RSO

R
s [ r [s v
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PKCS#5 — Defining KDF Security

Question: Does salting provably ensures multi-
Instance security amplification? YES!

pw||salt—> H =» H — ... H — K

Main step:
Security analysis of KDF1 for case H = RO.
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KDF Security in the ROM
KDF satisfies indifferentiability-like poperty [MRHO4]

3Sim V password distributions: Left = Right

pw| ISa1 ) DWnl|sam

quef\es

1 querles I

\\:UQ//

pwi|lsay, ..., pWm||sam

l

Ky ..., Ky |gQueries |

N /)

%

0/1 €—



Final result: Security of PB-Encrypt

Question: Does salting deliver multi-instance
security amplification for PKCS#57 PB-Encrypt(pw, M)

salt < {0,1}°

K € H(pw||salt)
C € ENC(K, M)
Return C||salt

Theorem: YA making g RO queries, 3 B such that

2 2
_ q T 9
AdVEE"E crypt(4) < + m- AV (B) + 9m + 35
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Final result: Security of PB-Encrypt

Question: Does salting deliver multi-instance
security amplification for PKCS#57 PB-Encrypt(pw, M)

salt < {0,1}°

K € H(pw||salt)
C € ENC(K, M)
Return C||salt

RO=queries, 3 B such that

Theorem: YA making q

Advgér:)l%xncrypt (4) <

- q°
+ m-AdvE’ﬁC (B) + 5n + s

Work m X ¢ X N to break encryption (RO queries)
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= Weak individual instances sometimes unavoidable
= Mi security as a second line of defense

* Interesting technical questions

= First security analysis of PKCS#5 in the mi setting

Thank you!



