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My Standard First Slide

Secure Computation

» A set of parties with private inputs

» Parties wish to jointly compute a function of
their inputs so that certain security properties
(like privacy, correctness and independence
of inputs) are preserved

» Properties must be ensured even if some of
the parties attack the protocol

» Models any problem:
- Elections, auctions, private statistical analysis,...




A Question

; Can elections, auctions, statistical analysis of
di stributed partiesodo dat
using secure computation?

» Does our model of secure computation really
model the needs of these applications?
BAnd hamal ki ng about efficiel




A Big Problem

; In all known protocols, all parties mustst
interactt simultaneouslyly

1 Arguably, this is a huge obstacle to adoption
BA department wants to carry out a faculty tenure
vote using a secure protocol
1 When do they run the protocol?

BA website wishes to securely aggregate statistics
about users

{1 Each user gives her information only when connected




Stated Differently

1 The secure computation model:




Stated Differently

» The real - world web model:




An Important Question

; Can secure computation be made non -
simultaneous ?
BA natural theoretical guestion

1 Deepens our understanding of the required
communication model for secure computation

Blmportant ramifications to practice
1 Especially if this can be done efficiently

1 Note: fully homomorphic encryption does not solve the problem




Our Model

1 Parties

BOne server A
Bx parties | 18 Ak

1 Communication model

BEach party interacts with the server  exactly once

1 In all of our protocols, this interaction is a single
message from the server to the party and back, but this
IS not essential to the model

BAt the end, the server obtains the output

1 A protocol for this setting is called one pass




Residual Function Computation

}

Since the protocol is one - pass, the
computation carried outby |k 1 h|l. and
is of the residual function
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If |- B h|l. and 4| are all corrupted and
coIIudlng, they can compute |(' 1¢! Fp )

'BThls s not allowed In classic secure computatlon
but is inherent to the one - pass model




Function Decomposition

1 A decomposition of a function e [Bhe,)isa
series of = two - input functions 8 || such
that [l (E (l (e )e )E o.) e B he,)

Bln the one - pass setting |- (and 4|) compute [}-and
pass on the result

BIf |k« M h|l. and { are all corrupted and colluding,
then they learn the value  [JLE ] (] (¢ )Pe )E o)




Minimal Disclosure Decomposition
+ How much does JJ(E ] (] (¢ )he )E o) reveal ?

1 If it reveals nothing more than what can be
computed by the residual function
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thenitis minimal disclosure




Examples

y Define f(e) o J(che) (che) ehe
and so on (all are identity functions), and P B
BIf |l and {| are corrupted, allis  revealed

; Consider the SUM function and define
. (1 . i ®:
BGiven «:.can Iearn nothlng more than sum of first

BBut this is computable from the residual function
BThis is minimal disclosure




Definition of Security

; We follow the real/ideal simulation paradigm

} Security is formalized as in the standard
setting with one exception

Blf the server Is corrupted, then the adversary IS
given ] e 8 he:: where |k is the last honest party

1 A protocol one- pass securely computes a
decomposition if there exists an ideal simulator
such that real and ideal are indistinguishable

B The protocol is optimally private if the decomposition is
minimum disclosure




Questions

1 Can this notion be achieved?
; If yes,

BUnder what assumptions?
BAt what cost?




1 Binary symmetric functions

BDepend only on Hamming weight of input
BE.g., AND, OR, PARITY, MAJORITY

1 Concise truth table representation
BExample: the MAJORITY function over 5 bits
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