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A plea for computer-aided cryptographic proofs

A plausible approach to computer-aided cryptographic
proofs. Halevi, 2005

Code-Based Game-Playing Proofs and the Security of
Triple Encryption. Bellare and Rogaway, 2004-2006

Monday, August 15, 2011



A plea for computer-aided cryptographic proofs

A plausible approach to computer-aided cryptographic
proofs. Halevi, 2005

Code-Based Game-Playing Proofs and the Security of
Triple Encryption. Bellare and Rogaway, 2004-2006

A problem with security proofs

Do we have a problem with cryptographic proofs? Yes, we
do [...] We generate more proofs than we carefully verity
(and as a consequence some of our published proofs are
incorrect) —Halevi, 2005

In our opinion, many proofs in cryptography have become
essentially unverifiable. Our field may be approaching a
crisis of rigor— Bellare and Rogaway, 2004-2006
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A plea for computer-aided cryptographic proofs

A plausible approach to computer-aided cryptographic
proofs. Halevi, 2005

Code-Based Game-Playing Proofs and the Security of
Triple Encryption. Bellare and Rogaway, 2004-2006

A problem with security proofs: a plausible solution

I advocate creating an automated tool to help us [...]
writing and checking [...] our proofs—Halevi, 2005

The possibility for tools [to help write and verify
proofs] has always been one of our motivations, and
one of the reasons why we focused on code-based
games — Bellare and Rogaway, 2004-2006
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A primer on computer-aided proofs
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A primer on computer-aided proofs

P(AlB)= P(ANB)
P(B)
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A primer on computer-aided proofs

Lemma : Vr : R, dn : N.or <n

PW = 5 )

¥ 1Ang' WeA

P(Alg) = P(ANB)
P(B)
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A primer on computer-aided proofs

Lemma : Vr : R, dn : N.or <n

Proof.
intros r;exists ([r] + 1).

destruct (nceil_spec r) as (-, H);exact H.
Qed.
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A primer on computer-aided proofs

Manual review R.3n: Nr<n

Proof.
intros r;exists ([r] + 1).
destruct (nceil_spec r) as (-, H);exact H.

Qed.
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A primer on computer-aided proofs

Manual review R.3n: Nr<n

roof.
intros r;exists ([r] + 1).
destruct (nceil_spec r) as (-, H);exact H.

Qed.

Automated checking
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A primer on computer-aided proofs

Automated checking)
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A primer on computer-aided proofs

S ek
SO § P(A) = L ‘a(_w)

Compilers

Principles, Techniques,
s and Tools

4 colour Kepler C
theorem conjecture compiler
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A primer on computer-aided proofs

Automated checking’

FOUNDATIONS OF
CRYPTOGRAPHY
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CertiCrypt

Formal framework for security proofs:
e Code-based game-based technique

e Independently verifiable proofs
e Applied to FDH, OAEP, Sigma-Protocols, IBE
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CertiCrypt

Formal framework for security proofs:
e Code-based game-based technique

e Independently verifiable proofs
e Applied to FDH, OAEP, Sigma-Protocols, IBE

@ High level of Coq expertise and a lot of time
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CertiCrypt

Formal framework for security proofs:
e Code-based game-based technique

e Independently verifiable proofs
e Applied to FDH, OAEP, Sigma-Protocols, IBE
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From CertiCrypt to EasyCrypt

Formal framework for security proofs:
e Code-based game-based technique

e Independently verifiable proofs
e Applied to FDH, OAEP, Sigma-Protocols, IBE

/.

3 : :
High level of Coq expertise and a lot of time

Exploit state-of-the-art program verification tools!

Computer-assisted security proofs
e With moderate effort

e Using off-the-shelf tools | Sp

{
1

|
|
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The

Game IND — CPA
(z, @) + KG();
(mo,m1) + Ai(a);
b {0,1};
(8,7) « E(a,myp);
b As(B,7);
return (b= b")

Game G; :
T (i Ly, 0+ g%;
Y ‘i Zq; § + o
(mo,mq) + Ai(a);
b < {0,1);
h & {0, 1)
b’ — A?(gy3h);
return (b =1b')

Game G; :
T <s; Lq; o — g*;
Y *i Lq; § + a¥;
(mg,mq) + Aj(a);

b < {0,1);
h + H(7);

b — Ax(g¥, h & mp);

return (b=10')

Game LCDH :
z & Lg; y & Lg;
L« B(g*, 9");
return (g*¥ € L)

Adversary B(a, 3) :

(mg,mq) + A;(a);
¥ & {0,1}%;
b, — A?(ﬁ: ’Y)s

return L

essence of game-based proofs

Game G, :
T <s¥ Lg; a — g*;
Y ‘i Lq; § + oF;
(mg,m) — A;(a);
b <& {0,1};
h & {01}
V' Ax(g¥, h & my);
return (b =1b')
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The

Game IND — CPA :
(z, @) + KG();
(mo,m1) + Ai(a);

b & {0,1);

(8,7) «+ E(a,mp);
b A2(ﬁa ’7)1
return (b= b")

Pr[IND — CPA : b =]
= Pl'[Gl b= b!]

Game G; :
$

T Ly; a — g%
S -~

Yy Zq; § — a;

(mg,mq) +— Ai();
b & {0,1};

h & {0,1}%;

b’ — A2(gy3 h)a
return (b= b")

Game G; :
T <$¥ Lq; o — g*;
Y *i Lq; § + oF;
(mg,m) + A;(a);
b <& {0,1};
h + H(7);

b — Ax(g¥, h & mp);

return (b=10')

Game LCDH :
z & Lg; y & Lg;
L« B(g*,g");
return (g*¥ € L)

Adversary B(a, 3) :

(mg,mq) + A;(a);
¥ & {0,1}%;
b' \ A?(ﬁs ’Y)s

return L

essence of game-based proofs

Game G, :
T (s; Lg; a — g*;
Y ‘i Lq; § + oF;
(mg,m) — A;(a);
b < {0,1};
h & {01}
V' Ax(g¥, h & my);
return (b =1b')
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The essence of game-based proofs

Game IND — CPA :
(z, @) + KG();
(mo,m1) + Ai(a);

b & {0,1);

(.Ba Af) — 8(a37nb);
b, — A2(ﬁa h/)a
return (b= b")

Pr(IND — CPA : b = V]
= Pr[G; : b= V]

Game G; :
T <$¥ Lq; o — g*;
Y *i Lq; § + o
(mg,mq) + Aj();
b < {0,1);
h < H(§);

b — Ax(g¥, h @ my);
return (b =b")

Game G; :
$

T Ly; a — g%
S -~

Yy Zqg; § + aY;

Pr[G; : b= ] — Pr[Gy: b=V
< Pr[Gy : 4 € L]

(mo,my) — A (e);
b < {0,1};

h & {0,1)*;

b’ — A2(gya h)a
return (b= b")

Game LCDH :

8 $
T — Ly y — Ly,

L + B(¢*,9");
return (g*™¥ € L)

Adversary B(a, 3) :

(mg,mq) + A;(a);

v & {0,1}*;

b' — A?(ﬁ) ’),)s

return L

Game G, :
T <s¥ Lg; a +— g%;
Y *i Zq; § + o
(mo,mq) — Ai(a);
b < {0,1);
h & {0,1)%;
b — Ax(g¥, h & my);
return (b =1b')
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The essence of game-based proofs

Game IND — CPA :
(z, @) + KG();
(mo,m1) + Ai(a);

b < {0,1};

(8,7) + E(a,mp);
b’ — A?(ﬁa 'Y)a
return (b= b")

Pr(IND — CPA : b = V]
= Pr[G; : b= V)

Game G; :
zé& Lq; o — g*;
Y *i Lq; § + o
(mg,mq) + Aj();
b < {0,1);

h « H(7);

b — A2(g”, h @ mw);
return (b = b")

Game G; :
$

T Ly; a — g%
S -

Yy ZLg; § + a¥;

Pr(G; :b=b] — Pr[Gy: b =]
< Pr[Gy: § € L]

Game G, :
T <s¥ Lg; a +— g%;
Y *E Zq; § + o
(mo,mq) — Ai(a);
b < {0,1);
h & {0,1)%;
b — Ax(g¥, h & my);
return (b= b")

(o, my) + A;(a);
b {0,1};

h & {0,1}%;

b As(g¥, h);
return (b=1b")

$Game L$CDH -
T~ Ly; Yy — Ly;
L + B(g*, g");
return (g*™¥ € L)
Adversary B(a, 3) :
(mg,mq) + A;(a);
v & {0,1}%;
b' \ 3 A? (ﬁ) 7):

return L

Pr(Gy:b=0b]=Pr[Gz: b=1b]= 5
Pr(G, : § € L] = Pr[Gs : § € L]

1
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The essence of game-based proofs

Game IND — CPA :
(z, @) + KG();
(mo,m1) + Ai(a);

b & {0,1);

(8,7) + E(a,mp);
b’ — AQ(ﬁ: 'Y)s
return (b= b")

Pr(IND — CPA : b = V]
= Pr[G; : b= V)

Game G; :
T <$; Lq; o — g*;
Y (S_ Lq; § + o
(mg,mq) + Aj();
b < {0,1);
h < H(§);

b — Ax(g¥, h & my);
return (b =b")

Game G; :
$

T Ly; a — g%
S -~

Yy Zqg; § + aY;

Pr[G; : b= ] — Pr[Gy: b=V
< Pr[Gy: §j € L]

Game G; :
z & Lg; a +— g%;
Y *E Lq; § + a¥;
(mg,m) — A;(a);
b < {0,1);
h& {0, 1}

V' Ax(g¥, h & my);
return (b= b")

(mg,my) + Ay (a);
b & {0,1};

h & {0, 1}

b’ — A2(gya h)a
return (b= b")

$Game L$CDH -
T~ Ly; Yy — Ly;
L + B(g*, g");
return (g*™¥ € L)
Adversary B(a, ) :
(mg,mq) + A;(a);
v & {0,1}%;
b — A2(B,7);

return L

Pr[Gs : § € L] = Pr[LCDH : ¢*¥ € L]

Pr(Gy:b=0b]=Pr[Gz: b=1b]= 5
Pr(G, : § € L] = Pr[Gs : § € L]

1
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The essence of game-based proofs

Game IND — CPA : Game G; : Game G, :
(z, @) « KG(); x(s—Zq; x — g%; a:(s—Zq; a — g°;
; Ai () 8 ; s .
l(améo ?i.& y ¢ Lg; § Y Lg; § o
+ {0, (}‘:, | > (mg,my) +— A (a); > (mgymy) — Aj(0);  —
(1’81 /) — (aw.Tnb)’ b (S_ {0’ 1}, b (S_ {0, 1},
b (_A2(181Af)1 h H(i): $
o — (y): h + {0 l}k'
return (b=15") . 4 LS
b Az(g ,{zéme); Y — As(g¥, h & my);
return (b =10") return (b = b')
Pr(IND — CPA : b = V] IPr[G; : b=b] — Pr[Gz: b= b Pr[Gy : b=b]=Pr[Gs:b=1b] = %
= Pr[G; : b=V < Pr[Gy:§ € L] Pr[G, : § € L] = Pr[Gs : § € L]
Game G3 : $Game L$CDH :
a:(s—Zq;tx(—gm; T Lg; Y  Ly;
E 7. o L + B(g*,g");
Yy 9 Y ; > return (¢g™¥ € L)

(mg,mq) +— Ai();
b < {0,1};

h & {0,1}%;

V' — As(g¥, h);
return (b =b")

Adversary B(a, ) :
(g, my) + Aj(a);
Y *$_ {0, 1}k§

b+ A2(8,7);

return L
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The essence of game-based proofs

Game IND — CPA : Game G; : Game G, :
(z, ) + KG(); z & Ly; o — g%; z & Ly; o +— g%
(méo’ml)  Au(a); inq; g+ a; y*izq; g+ o
b < {0,1); > (mg,m1) — A (); > (mo,my) « Ai(a); ——>
l()?’ v)  E(a,my); p & {0,1}; b {0,1};
e v\ b H(p) B & (0,1}
b — Ax(g¥, h & mp); b — Ax(g¥, h & my);
return (b = b") return (b = b')

Pr(IND — CPA : b = V] |Pr[G; : b=b"] — Pr[Gz: b=b]| Pr(Gy:b=0b]=Pr[Gz: b=b]= L
= Pr[G; : b= V] < Pr[Gy:§ € L] Pr[G, : € L] = Pr[G; : j € L] ?
Game G; : Game LCDH :

Ly, y & Lg;
B(g®, g*);
m (g*¥ € L)

versary B(a, ) :
(g, my) + Ap(a);
Y <$_ {Ov l}k;

b+ A2(8,7);

return L

b & {0,1);

h & {0, 1)

b — Azx(g¥, h);
return (b =b")
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The essence of game-based proofs

Game IND — CPA : Game G; : Game G, :
(z, @) « KG(); z & Ly; o — g%; z & Lg; a +— g%;
('méO’ml) — Ax(a); y S Zg; § + aY; y S Zq; § — o¥;
b < {0,1); > (mo,m1) — A (a); > (mo,m1) « Ai(a); —
et (o) he H(@D); h & (0,1
b — Ax(g ,I,z@mb); b — Ax(g¥, h @ my);
return (b = b") return (b = b)
Pr(IND — CPA: b=1b] |Pr[G; : b=b"] — Pr[Gz: b=b]| Pr(Gy:b=0b]=Pr[Gz: b=b]= %
= Pr[G; : b =] < Pr[Gy: 9 € L] Pr[Gy : § € L] = Pr[Gy : § € L]
Game G, : Game

Zq; Yy

B(g”,

rm (g™
3 ) versary B(q,

Z‘; {{%’ 1}}’k (g, m1) + A;i(a);
— 11 ' 3 k.

b Ax(g¥, h); 7 0.5

return (b =b") lr)et:'nAIz,(ﬁ »7);
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The essence of game-based proofs

Game IND — CPA : Game G; : Game G, :
(z, ) «— KG(); & Ly; o — g%; z Lg; a +— g%;
(o, m1) « Ai(a); N PN S 7 6 ol
b E (0.1} Y Lgy Y oy Yy Lq; § — o
— { ) }: > (mg,ml) — Al(a); > (m03m1) — A]_(OI); —
?ethA&(i’ Z'))’ h < H(g); h & {0, 1}
b A2(g”, h& ™p); V' — Az(g¥, h & my);
return (b = b") return (b = b)
Pr[IND — CPA : b’= v'] |Pr[G; : b=b"] — Pr[Gz: b=b]| Pr[Gy:b=0b]=Pr[Gs : b =¥ = %
= Pr(G; : b=b] < Pr(Gy : § € L] Pr(Gy: g€ L] = Pr[G; : §j € L]
Game G Game

Zq; Yy
B(g”,
rm (g™

b & {0,1);

Pr[Gs : j € L] = Pr[LCDH : ¢*¥ € L]
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The essence of game-based proofs

Game IND — CPA : Game G; : Game G, :
(z, ) «— KG(); & Ly; o — g%; z Lg; a +— g%;
(o, m1) « Ai(a); N PN S 7 6 ol
b E (0.1} Y Lgy Y oy Yy Lq; § — o
— { ) }: > (mg,ml) — Al(a); > (m03m1) — A]_(OI); —
?ethA&(i’ Z'))’ h < H(g); h & {0, 1}
b A2(g”, h& ™p); V' — Az(g¥, h & my);
return (b = b") return (b = b)
Pr[IND — CPA : b’= v'] |Pr[G; : b=b"] — Pr[Gz: b=b]| Pr[Gy:b=0b]=Pr[Gs : b =¥ = %
= Pr(G; : b=b] < Pr(Gy : § € L] Pr(Gy: g€ L] = Pr[G; : §j € L]
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B(g”,
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The essence of game-based proofs

Game IND — CPA
(z,a) < KG();
(o, m1) + Ai(a);
b < {0,1);
(8,7) + E(a,myp);
b’ — A2(ﬁa'\/);
return (b= b")

Game LCDH :

z & Ly, y & Lg;
L + B(g*, 9%);

> return (¢g™¥ € L)
Adversary B(a, ) :
(o, m1) + Ay (@);
Y <$_ {0, l}k;
b'  Az(B,7);

return L
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Automated verification of proof sketches

Game IND — CPA _

(z, @) « KG();
(mo,m1) +— A1 (a);
b < {0,1};

(8,7) + E(a,my);
b’ — A2()8ahf);
return (b = b")

Pr[IND — CPA : b= V]
= Pr[G, : b = V]

Game G; :
z & Lq; a — g*;
Y *s— Lq; § + o;
(mg, my) + Ay (a);
b < {0,1);
h + H(7);

b A2(g¥, h & my);
return (b =1b')
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Automated verification of proof sketches

Game IND — CPA : _

Game G; :

T <$; Ly; o — g°;
(z, 0) + KG(); s ’
(mo,m1) — A (a); Y ZQ; Y — a¥;
& {0,1}; (ngo,ml) — A (a);
(181 h/) — g(aa mb); ,, b {0’ ]‘:}’
b — As(B,7); h  H(g);
return (b= b') b Az(g", h & ms);

return (b =1b")
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Automated verification of proof sketches

Game IND — CPA : _

Game G1 >
$
T — Ly; o+ g%

(SC, Q) — Kg()! S ~ Y
(mo,m1) + Ai(a); Y Lg; § <

b (3_ {0’1} (”;0’771'1) — Al(a);
(8,7) ¢ E( b {0,1}

b+ A2(8,7); h  H(g);

b — A2(g¥, h @& mp);

return (b= b')
return (b =1b")

Eag;r Sam@
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Automated verification of proof sketches

Game IND — CPA : _

Game G; :
t & T o g*;
(iB, a) — K:g(), S v ~ ’
(mo,m1) + A1 (e); y < ZLg; §+ o
b (s_ {0’ 1}_ (TnéO’Tn'l) — ‘Al(a);
(8,7) + E( b {0,1};
b — Az(B,7); h — H(g);

b — Ax(g¥, h & ms);

return (b = b")
return (b =b")

Eag;r Sam@
Relational invar@
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Automated verification of proof sketches

Game IND — CPA : _

Game G; :

c & Dy o g%;
(@ 0) < KGO , 2t a5
(TN, 1) + Ai(a); Y Lg; § o
b N, 1) (mg,m1) + A (a);

’ S

(8,7) ) i~ b {0,1}
b — AN, ¥); h'<—H(y);
return (bAN b A2(g", h & ma);

return (b =b")

Eag;r Sam@
Relational invar@
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Automated verification of proof sketches

Game IND — CPA : _

Game G; :
T <s; Lq; a — g*;
Y *i Lq; § + o
(mg,mq) + Aj();
b < {0,1);
h < H(§);

b — Ax(g¥, h @ my);
return (b =b")

Eag;r Sam@
Relational invar@
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Automated verification of proof sketches

Game G]_ .
z & Lq; a — g*;
Y *i Lq; § + a¥;
(mg,m1) + A (a);
b < {0,1);
h + H(j);

b — Ax(g¥, h @ my);
return (b=10")

Eag;r Sam@
Relational invar@
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Automated verification of proof sketches

equiv Factl : INDCPA.Main ~ G1.Main : {true} ==> ={res}
E rg O inline KG, Enc; derandomize; auto inv ={L,LA}; pop{2} |; repeat rnd; trivial;;
save;;

Game G; :

.z:<—Z ;o — g7

Y & Zg; § + o
(mo, m1) — Al(a)
b < {0,1);

h + H(7);

b — A2(g¥, h @& mp);
return (b=10")

Eag;r Sam@
Relational invar@
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Automated verification of proof sketches

_Simplify _

equiv Factl : INDCPA.Main ~ G1.Main : {true} ==> ={res}
inline KG, Enc; derandomize; auto inv ={L,LA}; pop{2} |; repeat rnd; trivial;;
save;;

Game G; :
:c(s;Zq; x — g%;

(xs a) — K:g(): S N Y
(mo,m1) +— Ai(a); Y ¢ ZLg; §

b (S_ {0’ 1}; (TnéO)Tn'l) — ‘Al(a);
(8,7) + E(a,my); b {0,1};

b — Az(B,7); h — H(g);

return (b = b") b A2(g”, h @ mwp);

Game IND — CPA :

return (b =b")
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Automated verification of proof sketches

equiv Factl : INDCPA.Main ~ G1.Main : {true} ==> ={res}
inline KG, Enc; derandomize; auto inv ={L,LA}; pop{2} |; repeat rnd; trivial;;
save;;

claim Prl : INDCPA.Main[res] == GIl.Main[res] using Factl;;

Ergo

S/mplif ‘

Game G; :

Game IND — CPA : t &2 o g

(z,a) < KG(); b
(mo,m1) + Ai(a); Yy Lg; § — o

b & {0,1}; Pr[IND — CPA: b = }/] (mo,ma) = As(e);
(8,7) + E(a,my); = Pr[G; : b =] b+ {0, {},

b — Az(8,7); h'<— H(9);

return (b= b') b Az(g", h & ms);

return (b =b")
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Automated verification of proof sketches

e

Slmpllfy ]

Game IND — CPA :
(z, ) « KG();
(mo,m1) + Ai(a);
b < {0,1);
(8,7) + E(a,myp);
b — Ax(B,7);

equiv Factl : INDCPA.Main ~ G1.Main : {true} ==> ={res}
inline KG, Enc; derandomize; auto inv ={L,LA}; pop{2} |; repeat rnd; trivial;;

save;;

claim Prl : INDCPA Main[res] == GI|.Main[res] using Factl;;

Pr(IND — CPA: b= V]
= Pr[G; : b= V)

return (b= b") 4

\_

Bridging steps
Lazy sampling
Code motion
Algebraic equivs
Failure events
Reduction steps

~

GameG1 :
.z:<—Z ;o — g7
y(—Z 7 +— a¥;
(o, m1) — Al(a)
b < {0,1};

h + H(7);

b — A2(g¥, h & myp);
return (b=10")
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Automated verification of proof sketches

e

Slmpl/fy j,

Game IND — CPA :
(z, ) « KG();
(mo,m1) + Ai(a);
b < {0,1);
(8,7) + E(a,myp);
b — Ax(B,7);

equiv Factl : INDCPA.Main ~ G1.Main : {true} ==> ={res}
inline KG, Enc; derandomize; auto inv ={L,LA}; pop{2} |; repeat rnd; trivial;;

save;;

claim Prl : INDCPA Main[res] == GI|.Main[res] using Factl;;

Pr(IND — CPA: b= V]
= Pr[G; : b= V)

return (b= b") 4

\_

Bridging steps
Lazy sampling
Code motion
Algebraic equivs
Failure events
Reduction steps

GameG1 :
.z:<—Z ;o — g7
y(—Z 7 +— a¥;
(o, ml) — Al(a)
b < {0,1);

h « H(j);

b — A2(g¥, h & myp);
return (b=10")
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Case studies

CertiCrypt EasyCrypt

ElGamal 565 190
Hashed ElGamal 1255 243
Full-Domain Hash 2035 509
Cramer-Shoup n/a 1637
OAEP 11162 n/a

Significant reduction in:

e script size (from X2 to +5 wrt sequence of games)
¢ development time (~10 times faster)

® Jearning time
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Perspectives

Computer-assisted security proofs
e Can be built with moderate etfort
e Using off-the-shelf tools

¢ Producing independently verifiable evidence
e Work for challenging example: Cramer-Shoup encryption
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Perspectives

Computer-assisted security proofs
e Can be built with moderate etfort
e Using off-the-shelf tools
¢ Producing independently verifiable evidence
e Work for challenging example: Cramer-Shoup encryption

e Distribute (http://certicrypt.gforge.inria.ir/)

e I[mprove and extend
e More examples: SHA3, differential privacy
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